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【Security Vulnerability Warning】Microsoft
Windows Print Spooler exists a security
vulnerability (CVE-2021-34527), please
confirm as soon as possible and perform
protection enhancements!

Subject:【Security Vulnerability Warning】Microsoft Windows Print Spooler exists a security
vulnerability (CVE-2021-34527), which allows attackers to remotely execute arbitrary code. Please
confirm as soon as possible and perform protection enhancements!

Description:
For details, please refer to the following links.

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-345271.
https://www.ithome.com.tw/news/1454272.
https://kb.cert.org/vuls/id/3834323.
https://docs.microsoft.com/zh-tw/troubleshoot/windows-server/printing/use-group-policy-to-cont4.
rol-ad-printer
https://thegeekpage.com/how-to-start-stop-or-restart-print-spooler-in-windows-10/5.

Network System Division
Computer and Communication Center

From:
https://net.nthu.edu.tw/netsys/ - 網路系統組

Permanent link:
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210707_03

Last update: 2021/07/07 17:32

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
https://www.ithome.com.tw/news/145427
https://kb.cert.org/vuls/id/383432
https://docs.microsoft.com/zh-tw/troubleshoot/windows-server/printing/use-group-policy-to-control-ad-printer
https://docs.microsoft.com/zh-tw/troubleshoot/windows-server/printing/use-group-policy-to-control-ad-printer
https://thegeekpage.com/how-to-start-stop-or-restart-print-spooler-in-windows-10/
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210707_03

	【Security Vulnerability Warning】Microsoft Windows Print Spooler exists a security vulnerability (CVE-2021-34527), please confirm as soon as possible and perform protection enhancements!

