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[Latest News] O

2024
.__|Maintenance service for the campus backbone network router.Date: 07:00 AM -
2024/12/26|5ervice 3.4 py “sunday, 12th January,2025. B=0
(Vulnerability Warning[JApache Struts 2 has a security vulnerability
2024/12/20 campus (CVE-2024-53677). Please verify and patch it as soon as possible.
OVulnerability Warning[JThe Microsoft Common Log File System (CLFS) driver
2024/12/19|campus|contains a security vulnerability (CVE-2024-49138). Please verify and apply the
necessary patches as soon as possible!
[JAttack Warning[JSocial Engineering Attack Notice: Please strengthen defenses
2024/12/19|campus|against social engineering email attacks impersonating the Cybersecurity
Institute, using business needs or current events as pretexts!
2024/12/17|campus []Vulnerlablllty' W_arnmg[]Chunghwa Telecom TenderDocTransfer - Reflected
Cross-site Scripting to RCE
2024/12/02|campus (Vulnerability Warning[Jinterinfo DreamMaker - Unrestricted File Upload through
Path Traversal
2024/12/01|campus The maintenance of Internet services scheduled for 12:00 PM to 1:30 PM on
P Monday, December 9, has been canceled
(OVulnerability Warning[IThe WordPress plugin Really Simple Security has a
2024/11/21|campus|security vulnerability (CVE-2024-10924). Please verify and fix it as soon as
possible.

.__|The wireless network service in the public areas of the main campus will be
2024/11/21| Service temporarily interrupted at 1:00 PM - 3:30 PM on Thursday, Dec 5. =1 GEIFES
2024/11/19|campus [|Vu|neralblll!ty Warning[JTRCore DVC systems have multiple critical cybersecurity

vulnerabilities.
2024/11/19|campus|[IVulnerability Warning[JGeoVision EOL devices - OS Command Injection
2024/11/13|campus|[JVulnerability Warning[]D-Link DSL6740C - Incorrect Use of Privileged APIs
2024/11/12|campus|[JVulnerability Warning[JGrand Vice info Webopac - SQL Injection
2024/10/29|campus|[JVulnerability Warning[JSunnet eHRD CTMS - SQL Injection
(Vulnerability Warning[JFortinet FortiManager has a security vulnerability
2024/10/25|campus (CVE-2024-47575). Please verify and patch it as soon as possible.
2024/10/25|campus [|Vu.lnerab|.I|ty Warning[JWellchoose Administrative Management System -
Arbitrary File Upload
[OVulnerability Warning[JMultiple Fortinet products have security vulnerabilities
2024/10/21|campus (CVE-2024-23113). Please verify and apply patches promptly.
2024/10/21|campus|[JVulnerability Warning[][SECOM WRTM326 - OS Command Injection
2024/10/21|campus IDYuIngrablllty Warning[JSECOM WRTR-304GN-304TW-UPSC - OS Command
njection
2024/10/18|campus|[JVulnerability Warning[JRagic Enterprise Cloud Database - Arbitrary File Upload
2024/10/18|campus I[|\(u|nlerab|I|ty Warning[JESi Technology AIM LINE Marketing Platform - SQL
njection
2024/10/18|campus|[Vulnerability Warning[JFormosaSoft ee-class - SQL Injection
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2024/10/18|campus|[IVulnerability Warning[JChanGate Property Management System - SQL Injection
2024/10/18|campus|[Vulnerability Warning[INewType FlowMaster BPM Plus - Privilege Escalation
2024/10/18|campus|[JVulnerability Warning[JNewType WebEIP v3.0 - SQL injection
2024/10/18|campus|[IVulnerability Warning[JHgiga OAKlouds - Arbitrary File Read And Delete
2024/10/18|campus|[Vulnerability WarningJTEAMPLUS TECHNOLOGY Team+ - SQL Injection
2024/10/07|campus [|Vu|nerab|.I|ty Warning[JCUPS contains multlplle CVE security vulnerabilities.
Please verify and patch them as soon as possible.
2024/10/07|campus DVulnerabllllty WarnngThg ls.thch equipment of Pride Technology contains
multiple high-risk vulnerabilities.
(OVulnerability Warning[JSonicOS has a high-risk security vulnerability
2024/09/12/campus (CVE-2024-40766). Please verify and apply the patch as soon as possible.
(Vulnerability Warning[IThe Dahua IP Camera has high-risk security
2024/08/30{campus|vulnerabilities (CVE-2021-33044 and CVE-2021-33045). Please check and patch
them as soon as possible!
[Vulnerability Warning[JThere is a high-risk security vulnerability
2024/08/19|campus|(CVE-2024-38063) in the Microsoft Windows operating system. Please verify and
apply the patch as soon as possible.
Temporary interruption on wireless network service (Including wireless network
2024/08/15|Service |authentication & TWAREN SSL VPN authentication) at 9:30 - 10:30 on Wed, Aug
21 =0
[Important Notice] Accounts of Current Students and Faculty Exceeding 20GB in
2024/08/14|Service|gapp Storage (Including Google Photos, Gmail, and Google Drive) Will Be Deleted
Starting September 30, 2024. =1
OVulnerability Warning[JWhatsUp Gold network monitoring system has multiple
2024/08/14 campus high-risk vulnerabilities. Please verify and patch them as soon as possible.
2024/08/14|campus [|Vu|nerab|I|.ty WarnlngDTeamTS S prodluct, ThreatSonar Antl-RansomV\{are 3.4.5,
has a security vulnerability. Please verify and patch it as soon as possible.
. __|Maintenance service for the campus backbone network router.Date: 07:00 AM -
2024/08/14 Service 3.4 py “5unday, 25th August, 2024, F=0 CEEES
. __|Application for student dormitory network in 113 Semester from 10:00am on
2024/08/12|Service|py, \ yay 20th August, 2024. I
[Vulnerability Warning[JThere is a high-risk security vulnerability
2024/08/12|campus|(CVE-2018-0824) in the Microsoft operating system. Please verify and apply the
patch as soon as possible!
~ |From August 22th, the first-year NTHU student can apply for student email
2024/08/08|Service |account, student dormitory network account and wireless network account. =0
2024/08/01|campus|JVulnerability Warning[JiZ/% £} WinMatrix3 Web Suite - SQL Injection
OVulnerability Warning+ #E #0071 Mail SQR Expert and Mail Archiving Expert
2024/08/01|campus| 0OS Command Injection. Please verify and patch it as soon as possible.
[Vulnerability Warning[]Cisco Secure Email Gateway has a high-risk security
2024/08/01 campus vulnerability (CVE-2024-20401). Please verify and patch it as soon as possible.
. __|Dormitory Network Management System Maintenance, Date: Monday, August 5,
2024/07/30Service g.00 AM to 5:00 PM B=
2024/07/23|Service|Maintenance for the firewall of Internet services on 07/24 E=1
[Vulnerability Warning[JThere is a high-risk security vulnerability
2024/07/18|campus|(CVE-2024-38112) in the Microsoft Windows MSHTML Platform. Please verify and
patch it as soon as possible!
2024/07/09| Service Maintenance service for the Nanda Campus wireless network. Date: 12:00 PM -

1:00 PM, Friday, July 12, 2024
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2024/07/08

campus

(Vulnerability Warning[JThere is a high-risk security vulnerability
(CVE-2022-24816) in the open-source project JAI-EXT of GeoServer. Please verify
and patch it as soon as possible!

2024/07/08

campus

(Vulnerability Warning[JThere is a high-risk security vulnerability
(CVE-2024-36401) in GeoServer. Please verify and patch it as soon as possible!

2024/07/08

campus

[Vulnerability Warning[JThere is a high-risk security vulnerability
(CVE-2022-2586) in the Linux kernel. Please verify and patch it as soon as
possible!

2024/07/04

campus

OVulnerability Warning[JAn Unauthenticated Remote Code Execution (RCE)
vulnerability in OpenSSH'’s server (sshd) on glibc-based Linux systems.

2024/07/02

campus

(Vulnerability Warning[JMicrosoft has released a security update to address
vulnerabilities in Wi-Fi drivers. Administrators are advised to evaluate and apply
the update as soon as possible!

2024/06/26

campus

OVulnerability Warning[JThe Windows Error Reporting Service has a high-risk
security vulnerability (CVE-2024-26169). Please verify and patch it as soon as
possible.

2024/06/19

campus

[Vulnerability Warning[jJustice AV Solutions Viewer has a high-risk security
vulnerability (CVE-2024-4978). Please verify and fix it as soon as possible.

2024/06/13

campus

(Vulnerability Warning[JThe Linux Kernel has a high-risk security vulnerability
(CVE-2024-1086). Please verify and patch it as soon as possible!

2024/06/13

campus

(Vulnerability Warning[JCheck Point VPN Gateway has a high-risk security
vulnerability (CVE-2024-24919). Please verify and patch it as soon as possible!

2024/06/11

campus

[Vulnerability Warning[JPlease verify and patch the high-risk security
vulnerability (CVE-2024-4577) in PHP as soon as possible!

2024/06/04

Service

Application for student dormitory network in summer vacation from 10:00am on
25th June, 2025.

2024/06/04

campus

[Vulnerability Warning[JThere is a security vulnerability (CVE-2024-5274) in
Chromium-based browsers. Please verify and apply the patch as soon as
possible.

2024/05/30

campus

[Vulnerability Warning[]Browsers based on Chromium have a security
vulnerability (CVE-2024-4947). Please verify and patch it as soon as possible.

2024/05/30

campus

OVulnerability Warning[JApache Flink has a high-risk security vulnerability
(CVE-2020-17519). Please verify and patch it as soon as possible.

2024/05/30

Service

Olmportant Notice[JAccounts of current students and faculty/staff with gapp
accounts exceeding 20GB of space were originally scheduled for deletion on May
30, but a one-month grace period has been given. Starting from June 30,
accounts that exceed the storage limit will be suspended. E=1

2024/05/23

campus

(OVulnerability Warning[JA high-risk security vulnerability (CVE-2024-30051)
exists in the Microsoft Windows Desktop Window Manager (DWM) core database.
Please verify and patch it as soon as possible!

2024/05/23

campus

[Vulnerability Warning[JA security vulnerability (CVE-2024-4671) exists in
Chromium-based browsers. Please verify and patch it as soon as possible.

2024/05/22

campus

(Vulnerability Warning[JThe Microsoft Windows MSHTML platform has a high-risk
security vulnerability (CVE-2024-30040). Please verify and patch it as soon as
possible!

2024/05/22

campus

(Vulnerability Warning[IThe D-Link DIR-600 router has a high-risk security
vulnerability (CVE-2021-40655). Please verify and patch it as soon as possible.

2024/05/20

Service

Final Opportunity for Non-Student and Non-Staff GAPP Account Backup and Data
Deletion; Accounts Exceeding 1.5GB Will Be Deleted on June 11. E=0 GELEE3

2024/05/16

Service

The gapp shared drives will be deleted starting May 30th. If you are using them,
please back up your data as soon as possible. EEl
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(Vulnerability Warning[JGoogle recently released a security advisory for Chrome,

2024/05/14|campus ) )
recommending users to assess and apply updates as soon as possible!
.__|Maintenance for @oz.nthu.edu.tw mailbox system. Date: 09:00 AM - 03:00 PM,
2024/05/10| Service| g+ qay. May 18, 2024. [0 GEEE3
OImportant Notice[JStarting from May 30th, accounts with GAPP account space of
2024/05/10 campus current students and staff exceeding 20GB will be deleted. E=1
.__|Maintenance service for the telecom system of the Applied Science Building on
2024/05/09|Service Tuesday,May 14 E=0
(Vulnerability Warning[JThe Microsoft SmartScreen Prompt has a high-risk
2024/05/09|campus|security vulnerability (CVE-2024-29988). Please confirm and patch it as soon as
possible!
. |The wireless network service in the public areas of the main campus will be
2024/05/06) Service temporarily interrupted at 1:00 PM - 3:30 PM on Thursday, May 9. F=0 GRS
2024-Campus Internet Service and Licensed Software Service Questionnaire E=1
2024/05/03|campus p
OVulnerability Warning[]Cisco Adaptive Security Appliance (ASA) and Firepower
2024/05/02|campus|Threat Defense (FTD) software are affected by a high-risk security vulnerability
(CVE-2024-20353). Please promptly verify and apply the necessary patches!
[Vulnerability Warning[JWindows Print Spooler has a high-risk security
2024/04/29 campus vulnerability (CVE-2022-38028), please promptly verify and patch it!
.__|Maintenance for @m109.nthu.edu.tw mailbox system. Date: 09:00 AM - 03:00
2024/04/25|5ervice oy st rday, May 4, 2024, =1
(Vulnerability Warning[]Citrix has released security updates for XenServer and
2024/04/18 campus Citrix Hypervisor. Managers are advised to assess the updates promptly!
[OVulnerability Warning[]JDPalo Alto Networks PAN-OS has a high-risk security
2024/04/17|campus|vulnerability (CVE-2024-3400). Please promptly verify and apply the necessary
patches!
(Vulnerability Warning[JD-Link NAS has high-risk security vulnerabilities
2024/04/16 campus (CVE-2024-3272 and CVE-2024-3273), please promptly confirm and patch them!
(OVulnerability Warning[JXZ Utils has a high-risk security vulnerability
2024/04/10 campus (CVE-2024-3094), please promptly confirm and proceed with the patching!
. |Maintenance for @m108.nthu.edu.tw mailbox system. Date: 09:00 AM - 03:00
2024/04/02|Service oy ot rday, April 13, 2024. I FEITES
[Vulnerability Warning[JMicrosoft SharePoint Server has a high-risk security
2024/04/01|campus|vulnerability (CVE-2023-24955). Please promptly verify and apply the necessary
patches!
(Vulnerability Warning[JFortinet FortiClientEMS has a high-risk security
2024/04/01|campus|vulnerability (CVE-2023-48788). Please promptly verify and apply the necessary
patches.
(Vulnerability Warning[Jlvanti EPM Cloud Services Appliance (CSA) has a high-
2024/04/01|campus|risk security vulnerability (CVE-2021-44529). Please promptly verify and apply
the necessary patches.
[Vulnerability Warning[JQNAP OS has a high-risk security vulnerability
2024/04/01 campus (CVE-2024-21899). Please confirm and patch it as soon as possible!
. __|Maintenance for @m107.nthu.edu.tw mailbox system. Date: 09:00 AM - 03:00
2024/03/31|5ervice oy ‘satirday, March 30, 2024, = CEEER
(OVulnerability Warning[JThere is a high-risk security vulnerability
2024/03/12|campus (CVE-2024-21338) in Microsoft Windows. Please promptly verify and patch it!
2024/03/07|campus [Vulnerability Warning[JFortinet FortiOS and FortiProxy have a high-risk security

vulnerability (CVE-2024-21762). Please promptly verify and patch it!
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(Vulnerability Warning[]Zyxel recently released security updates for firewalls and
2024/03/05|campus|wireless access points. It is recommended that administrators evaluate the
updates as soon as possible.

There is a security vulnerability (CVE-2024-21893) present in certain Ivanti

2024/02/19 campus products. Please promptly verify and proceed with the necessary patching.

[OVulnerability Warning[JThe browsers such as Google Chrome, Microsoft Edge,
2024/02/06|campus|Brave, Opera, and Vivaldi exist security vulnerabilities (CVE-2024-0519). Please
promptly verify and apply patches.

(OVulnerability Warning[JThe Cisco Unified Communications exists a security

2024/02/01|campus vulnerability (CVE-2024-20253). Please confirm and patch it as soon as possible!

(Vulnerability Warning[JWordPress recently released an update to address a
2024/01/05|campus|remote code execution (RCE) vulnerability. Administrators are advised to
promptly assess and apply the update for enhanced security.

2023

From December 29, the campus public area eduroam wireless roaming service

2023/12/25| Service change notification. FET GIEIGES

[Vulnerability Warning[JTWCA's security control intermediary program
2023/12/21| campus |v4.2.3.32 exists a vulnerability. It is recommended that administrators
promptly assess and update the system.

OVulnerability Warning[JOMICARD EDM's marketing delivery system v6.0.1.5
2023/12/21| campus |exists a vulnerability. It is recommended that administrators promptly assess
and update the system.

[Vulnerability Warning[J#s & 4=k El £ ArmorX Spam platform exists an SQL
2023/12/21| campus |Injection vulnerability. It is recommended that administrators promptly assess
and update the system.

OVulnerability Warning[J#: 4 & i@ EasyLog Web+ digital telephone recording
2023/12/21| campus |system exists identified vulnerabilities. It is recommended that administrators
promptly assess and update the system.

[Vulnerability Warning#l % £1H; WebITR attendance system exists
2023/12/21| campus |vulnerabilities. It is recommended that the administrators promptly assess and
update the system.

Maintenance service for the campus backbone network . Date: 08:00 AM - 1:00

2023/12/14] campus |py ‘s 1nday, 24th December,2023. GEI (I3

[Vulnerability Warning[]JGoogle recently released a security advisory for
2023/12/06| campus |Chrome, and it is recommended that users evaluate the update as soon as
possible!

Maintenance service for the Nanda Campus network. Date: 12:00 PM - 2:00 PM,

2023/12/05| Service Monday, December 11, 2023

[Vulnerability Warning[JJuniper recently released multiple security
2023/11/28| campus |vulnerabilities in the JSA series of management tools. It is recommended that
managers evaluate and update as soon as possible!

[Vulnerability Warning[JApache ActiveMQ exists a high-risk security
2023/11/14| campus |vulnerability (CVE-2023-46604), please confirm and update as soon as
possible!

Starting from November 10th, the dormitory network management system will

2023/11/10] Service be restricted to the school's internal network using.

The DormNet maintenance project of UPS in the student dormitory
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2023/11/03

campus

[Vulnerability Warning[JF5 Networks' BIG-IP product exists a high-risk security
vulnerability (CVE-2023-46747), please confirm and update as soon as
possible.

2023/10/23

campus

OVulnerability Warning[JCisco 10S XE exists a high-risk security vulnerability
(CVE-2023-20198), please refer to the official recommended measures as soon
as possible

2023/10/20

campus

Maintenance service for the campus backbone network router. Date: 07:00 AM
- 1:00 PM, Sunday, 12th November,2023. E=1

2023/10/16

campus

[Vulnerability Warning[JHTTP2 protocol vulnerability amplification attack, the
largest DDoS attack traffic recorded by many operators has set a record.

2023/10/06

Service

Maintenance service for @mx.nthu.edu.tw mailbox system. Date: 08:00 AM -
03:00 PM, Saturday, October 7, 2023. (=1 GEFEy

2023/10/02

Service

Maintenance service for the Nanda Campus network. Date: 09:00 AM - 10:00
AM, Saturday, October 7, 2023. (=1 CELEES

2023/09/20

campus

[Vulnerability Warning[JFortinet exists released security bulletins for multiple
products. It is recommended that administrators evaluate the updates as soon
as possible!

2023/09/20

campus

Maintenance service for the campus backbone network router. Date: AM 07:00
- PM 01:00, Sunday, 15th October,2023. =0 CEIES

2023/09/19

Service

Temporary interruption on wireless network service (Including wireless network
authentication & TWAREN SSL VPN authentication) at 13:30 - 14:30 on Thu,
Sep 21 =0

2023/09/14

campus

[Vulnerability Warning[JWinRAR exists security vulnerability (CVE-2023-38831),
please confirm and update or evaluate mitigation measures as soon as
possible!

2023/08/24

campus

[OVulnerability Warning[JRARLAB has released a security update, users are
advised to evaluate the update as soon as possible!

2023/08/18

campus

[Vulnerability Warning[]Browsers such as Google Chrome, Microsoft Edge,
Brave, and Opera exist multiple security vulnerabilities (CVE-2023-4068 to
CVE-2023-4078 and 6 other vulnerabilities that have been fixed but not
announced), please confirm and update as soon as possible!

2023/08/18

campus

Temporary interruption on the wireless network service (Including the wireless
network authentication & TWAREN SSL VPN authentication) at 13:30 - 15:30 on
Thursday, Auguest 24. E=E0

2023/08/16

Service

Application for student dormitory network in 112 Semester from 10:00am on
Thursday 24th August, 2023. E=1

2023/08/15

Service

[Vulnerability Warning[JFortinet recently released a security update for FortiOS,
administrators are advised to evaluate the update as soon as possible!

2023/08/09

campus

OVulnerability Warning[JOpenSSH exists a high-risk security vulnerability
(CVE-2023-38408), please confirm and update it as soon as possible, or
evaluate mitigation measures!

2023/08/07

Service

From August 24th, the first-year NTHU student can apply for student email

account, student dormitory network account and wireless network account. E=1

2023/07/26

campus

Maintenance service for the campus backbone network router. Date: AM 07:00
- PM 05:00, Sunday, 27th August,2023. (=0

2023/07/19

campus

[Vulnerability Warning[]J-Web in the Juniper product Junos OS series has a
security vulnerability. It is recommended that administrator should evaluate
updates as soon as possible!

2023/07/14

Service

The wireless network service in the public areas of the main campus will be
temporarily interrupted at 13:00 - 16:30 on Thursday, July 20.
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2023/06/30

campus

[ISecurity Vulnerability Warning[JBarracuda Email Security Gateway (ESG) exist
a high-risk security vulnerability (CVE-2023-2868), please confirm and update
as soon as possible or evaluate to take mitigation measures.

2023/06/20

campus

[Security Vulnerability Warning[JFortinet FortiOS and FortiProxy exist high-risk
security vulnerabilities (CVE-2023-27997), please confirm and update or
evaluate and take mitigation measures as soon as possible!

2023/06/19

Service

The DormNet maintenance project of UPS in the student dormitory
area(2023/06/29) =0

2023/06/19

campus

(Security Vulnerability Warning[]Cisco ASA and Cisco FTD are vulnerable to
running on Cisco Firepower 2100 Series devices configured for SSL, TLS,
administrators are advised to evaluate updates as soon as possible!

2023/06/13

Service

Maintenance service for the telecom switch of the Engineering Building | on
Sun, June 18.

2023/06/12

Service

Application for student dormitory network in summer vacation from 10:00am
on 21th June, 2023.

2023/06/09

campus

[ISecurity Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave, and
Vivaldi browsers exist security vulnerabilities (CVE-2023-3079), please check
and update as soon as possible!

2023/06/07

campus

TWGate_International Circuit Planned Maintenance Notice.Date: 04:00 AM -
05:00 AM, Thursday, 29th June, 2023. (=1

2023/05/31

campus

[JSecurity Vulnerability Warning[JFurbo Dog Camera exists a high-risk
vulnerability (CVE-2023-28704), please confirm and update it as soon as
possible!

2023/05/31

campus

[1Security Vulnerability Warning[Jf# ¢ £H3; Web Fax exists a high-risk
vulnerability (CVE-2023-28701), please confirm and update it as soon as
possible!

2023/05/31

campus

[Security Vulnerability Warning[JiRk i 48 [% 48 2% PowerBPM exists a vulnerability
(CVE-2023-25780), please confirm and update it as soon as possible!

2023/05/31

campus

[JSecurity Vulnerability Warning[JASUS RT-AC86U exists vulnerabilities
(CVE-2023-28703, CVE-2023-28702), please confirm and update as soon as
possible!

2023/05/16

campus

[Security Vulnerability Warning[JMicrosoft has released security updates for
May, addressing three zero-day vulnerabilities (CVE-2023-29325,
CVE-2023-29336, and CVE-2023-24932) and two high-risk vulnerabilities
(CVE-2023-24941 and CVE-2023-24943). Please confirm and update or
evaluate mitigation as soon as possible.

2023/05/04

campus

[JSecurity Vulnerability Warning[JThere are multiple high-risk vulnerabilities in
fh¥5%H Hitron CODA-5310. Please confirm and update as soon as possible.

2023/05/04

campus

[ISecurity Vulnerability Warning[JThere are security vulnerabilities,
CVE-2023-27991 and CVE-2023-28771, in Zyxel firewall. Please confirm and
update as soon as possible.

2023/04/25

campus

[Security Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave, and
Vivaldi browsers exist security vulnerabilities (CVE-2023-2133 to
CVE-2023-2137), please check and update as soon as possible!

2023/04/21

campus

[JSecurity Vulnerability Warning[JMicrosoft recently released a security
vulnerability in MSMQ QueueJumper and recommends that managers evaluate
and update as soon as possible!

2023/04/20

campus

Maintenance service for the campus backbone network router.Date: 07:00 -
15:00, Sunday, 30th April,2023. E=0

2023/04/17

campus

(Security Vulnerability Warning[JThe Microsoft Common Log File System (CLFS)
driver exists a high-risk security vulnerability, please confirm and update as
soon as possible or evaluate and take mitigation measures
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[ISecurity Vulnerability Warning[]JSUNNET CTMS exists a security vulnerability
2023/04/11| campus (CVE-2023-24836)
[JSecurity Vulnerability Warning[JMicrosoft Outlook exists a high-risk security
2023/04/07| campus |vulnerability of privilege expansion (CVE-2023-23397). Please confirm and
update as soon as possible or evaluate and take mitigation measure!
[JSecurity Vulnerability Warning[JThe MOTP mobile dynamic password system of
2023/04/07| campus |4 5#R#E exists a security vulnerability (CVE-2023-22901), please confirm and
update it as soon as possible!
[Security Vulnerability Warning[l& £ #(fi £+ a+HRD exist high-risk
2023/04/07| campus |vulnerabilitie s(CVE-2023-20852[JCVE-2023-20853), please confirm and update
it as soon as possible!
(Security Vulnerability Warning[]JGoogle Chrome, Microsoft Edge, and Brave
2023/03/29| campus |browsers exist security vulnerabilities (CVE-2023-1528 to CVE-2023-1534),
please confirm and update as soon as possible!
2023/03/27|gerenally|gapp Cloud Drive Capacity Adjustment
2023/03/25| campus [Security Vulnerability Warning[J#i#k 5%t mail server exists a security
P vulnerability, please confirm and update it as soon as possible!
2023/03/21| campus OSecurity Vulnerability Warning4 24 & & Mail2000 mail system exists a
P security vulnerability, please confirm and update it as soon as possible!
[(JSecurity Vulnerability Warning[JFortinet FortiOS and FortiProxy exist high-risk
2023/03/15| campus |security vulnerabilities (CVE-2023-25610), please confirm and update or
evaluate and take mitigation measures as soon as possible!
[JSecurity Vulnerability Warning[JjJuiker app exists a vulnerability
2023/02/14| campus (CVE-2022-39043)
2023/02/13| campus |JSecurity Information[J#i# % 20230 February 10C Information
[JSecurity Vulnerability Warning[J/& % ##8 £l Efence exists a vulnerabilities
2023/02/02| campus (CVE-2023-22900)
OSecurity Vulnerability Warning[J4: 5t#k#% MegaServiSignAdapter exists
2023/02/02| campus | ) viole vulnerabilities (CVE-2022-39061, CVE-2022-39060, CVE-2022-39059)
[JSecurity Vulnerability Warning[]Cisco recently released an update to alleviate
2023/02/02| campus the security weaknesses of Unified CM and Unified CM SME.
. Remind the personal webpage users of that please carefully evaluate the
2023/01/30) Service placement of information E=0
Temporary interruption on the wireless network service (Including the wireless
2023/01/12| campus |network authentication & TWAREN SSL VPN authentication) at 9:00 - 16:00 on
Tue, Jan 31
[Security Vulnerability Warning[J%85 #fizEasy Test exist a vulnerability
2023/01/04| campus (CVE-2022-43438), please confirm and update as soon as possible
OSecurity Vulnerability Warning[J5##H#f7Easy Test exist a vulnerability
2023/01/04| campus (CVE-2022-43437), please confirm and update as soon as possible
[Security Vulnerability Warning[J%85 #fi7Easy Test exist a vulnerability
2023/01/04| campus (CVE-2022-43436), please confirm and update as soon as possible
[ISecurity Vulnerability Warning[JRealtek GPON router exist a vulnerability
2023/01/04) campus (CVE-2022-40740), please confirm and update as soon as possible
2022
[Security Information[JLinux kernel exists a high-risk security
2022/12/29 campus vulnerability(CVE-2022-47939), please confirm and update as soon as possible
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9/19 History

2022/12/27

campus

[(Security Information[JDatalink Information Security shared the samples and
related 10Cs recently discovered by ERS

2022/12/22

campus

(JSecurity Vulnerability Warning[JFortinet FortiOS SSL-VPN exists a high-risk
security vulnerability (CVE-2022-42475), please confirm and update as soon as
possible

2022/12/08

campus

[Security Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave and
Vivaldi browsers exist a security vulnerability (CVE-2022-4262), please confirm
and update as soon as possible

2022/12/06

Service

Do not put confidential or sensitive information in homepage of NTHU email
account E=I

2022/12/06

campus

(Security Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave and
Vivaldi browsers exist a security vulnerability (CVE-2022-4135), please confirm
and update as soon as possible

2022/12/06

campus

[Security Vulnerability Warning[JGoogle Chrome exists a high-risk zero-day
vulnerability, users are advised to install updates as soon as possible

2022/12/01

campus

[Security Information[JDatalink Information Security Shares Recent ERS-related
I0Cs

2022/12/01

campus

[Attack activity information[JHackers are selling access to latest Fortinet
vulnerabilities

2022/11/30

campus

[(JSecurity Vulnerability Warning[JTeam Johnlong software Raiden MAILD Mail
Server exist security vulnerabilities (CVE-2022-41675, CVE-2022-41676)

2022/11/03

campus

[Security Vulnerability Warning[JVMware releases security updates, it is

recommended that administrators evaluate the updates as soon as possible! E=1

2022/11/03

Service

The DormNet maintenance project of UPS for Dorm Ru, Shinn Building A, Shuo in
the student dormitory area(2022/11/14) E=1

2022/11/02

campus

[Security Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave and
Vivaldi browsers exist a security vulnerability (CVE-2022-3723), please confirm
and update as soon as possible E=I

2022/10/28

campus

(Security Vulnerability WarningJVMware Workspace ONE Access, Identity
Manager, Cloud Foundation, and vRealize Suite Lifecycle Manager exist a
security vulnerability (CVE-2022-22954), please confirm and update as soon as
possible E=0

2022/10/28

campus

(Security Vulnerability Warning[JApache Commons Text exists a Text4Shell
security vulnerability (CVE-2022-42889), please confirm and update as soon as
possible E=1

2022/10/24

campus

[Security Vulnerability Warning[] The Sophos XG Firewall operating system
exists a security vulnerability (CVE-2020-15504), please confirm and update as
soon as possible E=0

2022/10/07

campus

[Security Vulnerability Warning[] Microsoft Exchange Server exists security
vulnerabilities (CVE-2022-41040 and CVE-2022-41082) that allow attackers to
remotely execute arbitrary code. Please confirm and evaluate as soon as
possible and take mitigation measures E=l

2022/10/07

campus

(Security Vulnerability Warning[] Cisco recently released an update to address
security weaknesses in SD-WAN Software, and administrators are advised to
evaluate the update as soon as possible =1

2022/10/03

campus

[(Security Vulnerability Warning[] Hackers attack Microsoft Exchange servers
with RCE zero-day exploit E=1

2022/09/28

campus

[JSecurity Vulnerability Warning[] Researchers discover more than 80 ad scams
on Google Play and App Store =1

2022/09/27

campus

(Security Vulnerability Warning[] Google, Microsoft patch browser zero-day bug
HEw)
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2022/09/16

campus

OSecurity Vulnerability Warning[] Microsoft urgently fixes SCCM's disclosed
vulnerability E=I

2022/09/12

campus

JAttack activity information[] QNAP reminds users that a DeadBolt ransomware
attack has recently been launched against devices with NAS exposed to the
Internet and installed with Photo Station E=I

2022/09/07

campus

[Security Vulnerability Warning[] Google Chrome, Microsoft Edge, Brave, and
Vivaldi browsers exist a high-risk security vulnerability (CVE-2022-3075), please
confirm and update as soon as possible E=1

2022/08/17

Service

Application for student dormitory network in 111 Semester from 10:00am on
Wednesday 24th August, 2022. E=0

2022/08/09

campus

(Security Vulnerability Warning[]JVMware exists a security vulnerability
(CVE-2022-31656), please confirm and update as soon as possible E=1

2022/08/08

campus

[Security Vulnerability Warning[JGoogle fixed Critical Remote Code Execution
flaw in Android E=1

2022/07/27

campus

[Security Vulnerability Warning[][VMware vCenter Server exists a privilege
escalation vulnerability (CVE-2021-22048), please confirm and update as soon
as possible! E=0

2022/07/27

campus

(Security Vulnerability Warning[JLenovo Notebook exists UEFI firmware
vulnerabilities (CVE-2022-1890, CVE-2022-1891, CVE-2022-1892), please
confirm and update as soon as possible! E=1

2022/07/27

campus

[(ISecurity Vulnerability Warning[JMicrosoft to roll out security update package in
July 2022, please update as soon as possible! =1

2022/07/11

campus

[JAttack activity information[JQNAP reminds users that there has been a recent
Checkmate ransomware attack on devices with insufficient password strength
=1

2022/06/23

Service

The DormNet maintenance project of UPS in the student dormitory
area(2022/07/11~7/12) E=0

2022/06/22

campus

(Security Vulnerability Warning[JMicrosoft Support Diagnostic Tool exists a
security vulnerability (CVE-2022-30190), please confirm and update as soon as
possible =1

2022/06/13

Service

Application for student dormitory network in summer vacation from 10:00am on
22th June, 2022.

2022/05/27

campus

[Security Vulnerability Warning[JFirefox patches major vulnerabilities in
malicious JavaScript (CVE-2022-1802, CVE-2022-1529). E=1

2022/05/23

campus

(0Security Vulnerability Warning[JQNAP has detected a cyberattack using a
patched security vulnerability (qsa-21-57). E=0

2022/05/19

campus

(Security Vulnerability Warning[Jintel fixes multiple high-risk vulnerabilities in
chip firmware E=1

2022/05/18

campus

[Security Vulnerability Warning[JWindows Local Security Authority (LSA) exists a
high risk vulnerability (CVE-2022-26925). E=1

2022/05/18

campus

(Security Vulnerability Warning[JGoogle fixes an Android core

vulnerability(CVE-2021-22600) that has been exploited on a large scale. E=l

2022/05/11

campus

[Security Vulnerability Warning[JThe BIG-IP product of F5 Networks exists a high-
risk security vulnerability (CVE-2022-1388). Please confirm and update as soon
as possible. E=1

2022/04/22

campus

(Security Vulnerability Warning[J[JSecurity Vulnerability Warning[JWindows
operating system exists a high-risk security vulnerability (CVE-2022-26809),
please confirm and update as soon as possible! =1

2022/04/21

campus

(JSecurity Vulnerability Warning[JMutiple Cisco's wireless network controller
software exist a security vulnerability (CVE-2022-20695), please confirm and
update as soon as possible! =1

https://net.nthu.edu.tw/netsys/

Printed on 2025/04/01 23:22


https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220916_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220916_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220912_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220912_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220912_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220907_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220907_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220907_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220817_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220817_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220809_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220809_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220808_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220808_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220727_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220711_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220711_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220623_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220623_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220622_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220622_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220622_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220613_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220613_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220527_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220527_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220523_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220523_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220519_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220519_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220518_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220518_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220518_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220518_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220511_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220511_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220511_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220422_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220422_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220422_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220421_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220421_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20220421_03

2025/04/01 23:22

11/19 History

2022/04/21

campus

(Security Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave, and
Vivaldi browsers exist a high-risk security vulnerability (CVE-2022-1364), please
confirm and update as soon as possible! E=1

2022/04/21

campus

Maintenance service for the campus backbone network router.Date: AM 7:00 -
PM 4:00, Sunday, 8th May,2022. =0 CIEEES

2022/04/08

campus

[Security Vulnerability Warning[JTheSpring Framework exists Spring4shell high-
risk security vulnerability (CVE-2022-22965), please confirm and update as soon
as possible! E=E1

2022/04/08

campus

[(0Security Vulnerability Warning[JThe Trend Micro Apex Central platform exists a
high-risk security vulnerability (CVE-2022-26871), please confirm and update as
soon as possible! E=1

2022/04/06

campus

(Security Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave, Vivaldi
and Opera browsers exist a high-risk security vulnerability (CVE-2022-1096),
please confirm and update as soon as possible! E=1

2022/04/06

campus

[Security Vulnerability Warning[JSonicWall SonicOS exists a security
vulnerability (CVE-2022-22274), please confirm and update as soon as possible!
=l

2022/03/30

campus

[(Security Vulnerability Warning[JGoogle Chrome, Microsoft Edge, Brave and
Vivaldi browsers exist a high-risk security vulnerability (CVE-2022-1096), please
confirm and update as soon as possible! EE1

2022/03/29

campus

(0Security Vulnerability Warning[JSophos Firewall operating system exists a
security vulnerabilities(CVE-2022-1040), please confirm and update as soon as
possible! =0

2022/03/28

campus

(Security Vulnerability Warning[JSophos UTM High Risk Security Vulnerability.
E=m

2022/03/16

Campus

Maintenance of campus backbone network information security appliance. Date:
Saturday, March 19, 2022, 8:00am - 10:00am. (=0 GELEES

2022/03/15

Service

[Cyberattack Warning[JUS FBI released RagnarLocker ransomware threat
indicators, please strengthen detection and protection in all fields! E=1

2022/03/14

Service

Maintenance for the firewall of Internet services on 03/19 =0

2022/03/09

campus

[Security Vulnerability Warning[JProducts such as Mozilla Firefox, Firefox ESR,
Firefox for Android, Focus, and Thunderbird exist security vulnerabilities
(CVE-2022-26485 and CVE-2022-26486), please confirm and update as soon as
possible! E=0

2022/02/23

campus

[ICyberattack Warning[]in order to prevent ASUSTOR NAS from being attacked
by DeadBolt ransomware virus, users are advised to take information security
protection immediately! E=0 GELEES

2022/02/23

campus

Maintenance service for the campus backbone network.Date: 6:00 AM - 7:00 AM
, Tuesday, 8th March,2022. =1

2022/02/21

campus

[Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist multiple high-risk security vulnerabilities (CVE-2022-0603~0610), please
confirm and update as soon as possible! E=1

2022/02/21

campus

[Security Vulnerability Warning[J]Moxa MXview network management software
exists multiple security vulnerabilities (CVE-2021-38452, 38454, 38456, 38458
and 38460), please confirm and update as soon as possible! E=0

2022/02/16

campus

[JSecurity Vulnerability Warning[JlUpdate] Apache Log4j exist a Log4Shell
security vulnerability (CVE-2021-44228), which allows attackers to remotely

execute arbitrary code, please confirm and update as soon as possible! E=1

2022/02/10

campus

[JSecurity Vulnerability Warning[]Cisco Small Business RV160, RV260, RV340,
and RV345 series routers exist security vulnerabilities (CVE-2022-20699~20712

and CVE-2022-20749), please confirm and update as soon as possible! E=1
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2022/02/10

campus

(Security Vulnerability Warning[JA specific version of Samba software exists a
high-risk security vulnerability (CVE-2021-44142), which allows attackers to
remotely execute arbitrary code. Please confirm and update as soon as possible!
=1

2022/02/08

Service

Maintenance for the firewall of Internet services on 02/12 =0

2022/01/26

campus

[Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist multiple high-risk security vulnerabilities (CVE-2022-0289~0298,
CVE-2022-0300~0311 and CVE-2022-23258), please confirm and update
quickly! E=1

2022/01/21

campus

(Security Vulnerability Warning[JMicrosoft has released a security update to
solve the vulnerability of multiple versions of Windows HTTP remote code
execution. It is recommended that administrators evaluate the update as soon
as possible! E=0

2022/01/18

campus

(Security Vulnerability Warning[JCitrix Workspace app exists security
weaknesses, it is recommended that administrators evaluate the update as soon
as possible to reduce the risk of hacking! E=1

2022/01/14

Service

Maintenance for the firewall of Internet services on 01/19 =1

2022/01/10

campus

[JSecurity Vulnerability Warning[]JVMware has released security updates for
multiple products, and it is recommended that administrators evaluate the
updates as soon as possible! E=1

2022/01/10

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist multiple high-risk security vulnerabilities (CVE-2022-0096~0118, 0120,
21929~21931, 21954, and 21970), please confirm and update as soon as
possible! =0

2021/12/29

campus

Maintenance service for the campus backbone network. Date: 09:00 AM- 1:00
PM, Sunday, 9th January,2022. (=0 CELES

2021/12/28

campus

[Security Vulnerability Warning[JThere are vulnerabilities in the account service

component of Ubuntu, which may allow attackers to gain root privileges. EElI

2021/12/27

campus

[(Security Vulnerability Warning[JThe Apache HTTP server exists security
vulnerabilities (CVE-2021-44224 and 44790) that allow attackers to execute

arbitrary code remotely. Please confirm and update as soon as possible! E=1

2021/12/20

campus

(Security Vulnerability Warning[JA major remote code execution vulnerability in
Apache Log4j. E=0

2021/12/20

campus

[(ISecurity Vulnerability Warning[JApache Log4j still exist vulnerabilities after the
patch is updated (the new vulnerability number is CVE-2021-45046), Please
confirm and update as soon as possible! E=1

2021/12/16

campus

[Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist multiple high-risk security vulnerabilities (CVE-2021-4098~4102), please
confirm and update as soon as possible! =1

2021/12/15

campus

(Security Vulnerability Warning[JApache Log4j exists a security vulnerability
(CVE-2021-44228), please confirm and update as soon as possible! E=1

2021/12/09

campus

[(Security Vulnerability Warning[JSonicWall's SMA 100 series SSL VPN devices
exist multiple security vulnerabilities (CVE-2021-20038~20045),please confirm
and update as soon as possible! E=0

2021/12/03

campus

[Security Vulnerability Warning[JMany HP laser printers, multifunction printers
and scanners exist security vulnerabilities (CVE-2021-39237 and
CVE-2021-39238), please confirm and update as soon as possible ! E=1

2021/11/25

campus

[Security Vulnerability Warning[JThe GlobalProtect VPN product of Palo Alto
Networks exists a security vulnerability (CVE-2021-3064), please confirm and
update as soon as possible! EEI
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13/19 History

2021/11/11

campus

(Security Vulnerability Warning[JMicrosoft windows operation system and
applications exist multiple security vulnerabilities, please confirm and update as
soon as possible! E=1

2021/11/01

campus

(JSecurity Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist multiple high-risk security vulnerabilities (CVE-2021-37997~38003), please
confirm and update as soon as possible! E=1

2021/10/12

campus

[Security Vulnerability Warning[JThe Apache HTTP server exists a security
vulnerability (CVE-2021-42013), please confirm and update as soon as possible!
=1

2021/10/12

campus

(Security Vulnerability Warning[JThe Apache HTTP server exists a security
vulnerability (CVE-2021-41773), please confirm and update as soon as possible!
=1

2021/10/07

Service

Maintenance for the firewall of Internet services on 10/16 E=0

2021/10/06

campus

[Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-37974~37976), please confirm and
update as soon as possible! E=1

2021/09/28

campus

[(JSecurity Vulnerability Warning[JSonicWall's SMA 100 series SSL VPN device
exist a security vulnerability (CVE-2021-20034), please confirm and update as
soon as possible! E=0

2021/09/28

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-37973), please confirm and update as
soon as possible! E=1

2021/09/27

campus

(Security Vulnerability Warning[JVMware vCenter exists multiple security
vulnerabilities (CVE-2021-21991~21993, 22005~22020), please confirm and
update as soon as possible! =1

2021/09/24

campus

Maintenance service for the campus backbone network router. Date: 07:00AM -
03:00PM, Sunday, 3rd October ,2021. =1 CIETE3

2021/09/17

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-30625~30633), please confirm and
update as soon as possible! =1

2021/09/17

campus

(Security Vulnerability Warning[JMicrosoft Windows operating system exist

security vulnerabilities, please confirm and update as soon as possible! EEI

2021/09/17

campus

(0Security Vulnerability Warning[JApple iOS system exists security vulnerabilities

(CVE-2021-30858, 30860), please confirm and update as soon as possible! E=0

2021/09/13

campus

Temporary interruption on wireless network service (Including wireless network
authentication & TWAREN SSL VPN authentication) at 14:30 - 15:30 on Thu, Sep
16 =1

2021/09/10

campus

[JSecurity Vulnerability Warning[]MSHTML engine of Microsoft Windows exist a
security vulnerability (CVE-2021-40444), please confirm and strengthen the
protection as soon as possible! E=1

2021/08/31

campus

(Security Vulnerability Warning[JF5 Networks' BIG-IP and BIG-IQ products exist
multiple security vulnerabilities (CVE-2021-23025~23037), please confirm and
update as soon as possible! =1

2021/08/25

campus

[Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-30598~30604), allowing attackers to
remotely execute arbitrary code. Please confirm and update as soon as possible!
=l

2021/08/23

campus

[Security Vulnerability Warning[JFortinet's FortiWeb product exist a security
vulnerability (CVE-2021-22123), please confirm and update as soon as possible!
=1
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2021/08/19

Service

Application for student dormitory network in 110 Semester from 10:00am on
Wednesday 25th August, 2021. E=0

2021/08/17

campus

(Security Vulnerability Warning[JTrend Micro's Apex One product exist security
vulnerabilities (CVE-2021-32464, 32465, 36741 and 36742), please confirm and
update as soon as possible! =1

2021/08/17

Service

Maintenance for the firewall of Internet services on 08/24 =1

2021/08/16

Service

From August 27th, the first-year NTHU student can apply for student email

account, student dormitory network account and wireless network account. E=1

2021/08/12

campus

[Security Vulnerability Warning[JMicrosoft Windows operating system exist
multiple security vulnerabilities, please confirm and update as soon as possible!
=1

2021/08/11

campus

[JSecurity Vulnerability Warning[JMicrosoft Exchange Server exist security
vulnerabilities (CVE-2021-31207, 34473 and 34523), please confirm and update
as soon as possible! =1

2021/08/10

campus

(Security Vulnerability Warning[JCisco RV340, RV340W, RV345 and RV345P Dual
WAN Gigabit VPN routers exist security vulnerabilities (CVE-2021-1609 and
1610), please confirm and update as soon as possible! E=1

2021/08/02

campus

[Security Vulnerability Warning[JThere is a PetitPotam vulnerability in the
Microsoft Windows server, please confirm and strengthen your protection as
soon as possible! E=0

2021/08/02

campus

[Security Vulnerability Warning[]D-Link DIR-3040 device firmware exist multiple
security vulnerabilities (CVE-2021-21816~21820), please confirm and update as
soon as possible! E=0

2021/07/21

Service

Maintenance for the mail reporter of antispam system on 07/22 E=1

2021/07/21

Service

The DormNet maintenance project of the Hui and Shyr in the student dormitory
area(2021/07/29) =0

2021/07/20

campus

[Security Vulnerability Warning[JA security vulnerability (CVE-2021-35211)
exists in SolarWinds’ Serv-U software, please confirm and update as soon as
possible! E=0

2021/07/20

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-30541[]30559~30564), please confirm
and update as soon as possible! E=0

2021/07/07

campus

(Security Vulnerability Warning[JMicrosoft Windows Print Spooler exists a
security vulnerability (CVE-2021-34527), please confirm as soon as possible and
perform protection enhancements! E=1

2021/07/07

Service

Maintenance for the firewall of Internet services on 07/14 =1

2021/06/29

campus

[Security Vulnerability Warning[JPalo Alto Networks’ Cortex XSOAR product exist
a security vulnerability (CVE-2021-3044), please confirm and update as soon as
possible[] E=1

2021/06/29

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-30554~30557), please confirm and
update as soon as possible! =1

2021/06/25

campus

Maintenance service for the campus backbone network router. Date: 08:00 -
14:00, Sunday, 27th June,2021. (=1 G

2021/06/24

Service

Application for student dormitory network in summer vacation from 11:00am on
9th July, 2021.

2021/06/16

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-30544~30553), please confirm and
update as soon as possible! =1
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15/19 History

2021/06/15

campus

(Security Vulnerability Warning[JGoogle Chrome browsers exists a security
vulnerability (CVE-2021-30544~30553), please confirm and update as soon as
possible! =0

2021/06/04

campus

[(JSecurity Vulnerability Warning[JSonicWall Network Security Manager (NSM)
software exists a security vulnerability (CVE-2021-20026), please confirm and
update as soon as possible! =1

2021/05/28

campus

[Security Vulnerability Warning[JVMware vCenter exist security vulnerabilities

(CVE-2021-21985~ 21986), please confirm and update as soon as possible! E=1

2021/05/17

campus

[(JSecurity Vulnerability Warning[JThere are multiple security vulnerabilities in
Adobe Acrobat and Reader applications. Please confirm and update as soon as
possible! =0

2021/05/14

campus

[Security Vulnerability Warning[JMicrosoft Hyper-V, HTTP protocol stack and
Object Linking and Embedding (OLE) exist security vulnerabilities
(CVE-2021-28476[]CVE-2021-31166 /2CVE-2021-31194), please confirm and
update as soon as possible! EEI

2021/05/11

Service

In response to continuous levelling in the epidemic severity, the DormNet
maintenance project of the Hui and Shyr in the student dormitory area will be
postponed(2021/05/17) E=1

2021/05/03

campus

(Security Vulnerability Warning[Jinformation equipment exists security
vulerabilities, please confirm and update as soon as possible! E=I

2021/04/27

campus

[Security Vulnerability Warning[JSonicWall's email security products exist
security vulnerabilities (CVE-2021-20021~20023), please confirm and update as
soon as possible! E=0

2021/04/23

campus

[Cyberattack Warning[JQlocker ransomware virus attack incident E=1

2021/04/21

campus

(Security Vulnerability Warning[JMicrosoft Exchange Server exist security
vulnerabilities (CVE-2021-28480~28483), please confirm and update as soon as
possible! =0

2021/04/20

campus

[Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-21194~21199), please confirm and
update as soon as possible! EEI

2021/04/15

campus

[JSecurity Vulnerability Warning[JVMware vCenter exist a security vulnerability
(CVE-2021-21972), allowing attackers to remotely execute arbitrary code,
please confirm and update as soon as possible! EEl

2021/04/13

campus

[Security Vulnerability WarningJMoodle digital learning platform is suspected to

exist system vulnerabilities, please confirm and update as soon as possible! E=1

2021/04/01

Service

Maintenance for the firewall of Internet services on 04/10 =1

2021/03/18

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-21193). Please confirm and update as
soon as possible! E=1

2021/03/12

campus

(Security Vulnerability Warning[JF5 Networks' BIG-IP products and BIG-IQ
products exist security vulnerabilities (the vulnerability number is
CVE-2021-22986 to CVE-2021-22992, etc., a total of 7 vulnerabilities). Please as
soon as possible Confirm and update! E=1

2021/03/09

campus

[Security Vulnerability Warning[JMicrosoft Exchange Server exist security
vulnerabilities (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858 and
CVE-2021-27065). Please confirm and update as soon as possible ! E=1

2021/03/04

campus

(Security Vulnerability Warning[JGoogle Chrome browser exists a security
vulnerability (CVE-2021-21166). Please confirm and update as soon as possible!
HEw)
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2021/02/20

campus

(Security Vulnerability Warning[JMicrosoft Windows DNS server exists a security
vulnerability (CVE-2021-24078). Please confirm and update as soon as possible!
=1

2021/02/18

campus

[(JSecurity Vulnerability Warning[JMicrosoft Windows TCP/IP exists security
vulnerabilities (CVE-2021-24074, CVE-2021-24094, and CVE-2021-24086).
Please confirm and update as soon as possible ! EE1

2021/02/17

campus

[Security Vulnerability Warning[] Cisco VPN routers exists security vulnerabilities
(7 vulnerabilities in total, including CVE-2021-1289~CVE-2021-1295). Please
confirm and update as soon as possible! =1

2021/02/17

campus

(Security Vulnerability Warning[JGoogle Chrome and Microsoft Edge browsers
exist security vulnerabilities (CVE-2021-21148). Please confirm and update as
soon as possible! E=1

2021/02/08

campus

(Security Vulnerability Warning[JGoogle Chrome browser exist a security
vulnerability (CVE-2021-21148) that allows attackers to remotely execute
arbitrary code. Please confirm and update as soon as possible! E=0

2021/02/08

campus

[Security Vulnerability Warning[JSonicWall's SMA 100 series SSL VPN device has
a security vulnerability (CVE-2021-20016), which allows attackers to remotely

execute arbitrary code. Please confirm and update as soon as possible! E=E1

2021/02/08

campus

[Cyberattack Warning[JNoxPlayer emulator has been implanted with malicious
programs to attack Taiwan, Hong Kong and Sri Lanka. Please take precautions
E=m

2021/01/28

Service

The DormNet maintenance project in the student dormitory area(2021/02/04)
=l

2021/01/25

Service

Maintenance for the firewall of Internet services on 2021/01/28 =1

2021/01/08

campus

(Security Vulnerability Warning[JJUpdate the Impacted platform and Suggested
measures[]Part versions of SolarWinds Orion Platform exist backdoor programs.
Please confirm and update the version as soon as possible! E=1

2021/01/04

campus

(Security Vulnerability Warning[JZyxel Networks Corporation has issued a
security vulnerability bulletin (CVE-2020-29583), please confirm and update to
the latest version as soon as possible! E=0

2020/12/23

Service

For the "Online Report" of Network Abuse, the network reactivation process time
has been adjusted E=1

2020/12/18

campus

(Security Vulnerability Warning[JPart versions of SolarWinds Orion Platform exist
backdoor programs that allow attackers to remotely execute arbitrary code.
Please confirm and update the version as soon as possible! E=1

2020/12/18

campus

Maintenance service for the campus backbone network. Date: 8:00 AM- 2:00 PM
, Sunday, 27th December,2020 =1 CIEES

2020/12/11

campus

[Security Information[Jinternet security vendor FireEye red team security testing
tool has been leaked. It is recommended to fix the CVE security vulnerabilities
used by the tool as soon as possible! =1

2020/12/02

Service

TWAREN SSLVPN service maintenance on 12/07 E=1

2020/11/23

Service

Student mail alias will be available from 11/25 E=1

2020/11/13

campus

[(JSecurity Vulnerability Warning[JGoogle Chrome browser has a security
vulnerability (CVE-2020-16013 and CVE-2020-16017), please confirm and
update as soon as possible! =1

2020/11/06

campus

[JSecurity Vulnerability Warning[JOpenfind MailGates/MailAudit products have
Command Injection vulnerabilities, please confirm and update to the latest
version as soon as possible! EE0

2020/11/03

campus

(Security Vulnerability Warning[JGoogle Chrome browser has a security
vulnerability (CVE-2020-16009), please confirm and update as soon as possible!
HEw)

https://net.nthu.edu.tw/netsys/

Printed on 2025/04/01 23:22


https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210220_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210220_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210218_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210218_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210218_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210217_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210217_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210217_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210217_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210217_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210217_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210208_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210128_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210125_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210108_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210108_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210108_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210104_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210104_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210104_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201223_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201223_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201218_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201218_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201218_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201218_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201218_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201211_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201211_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201211_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201202_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201123_02
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201113_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201113_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201113_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201106_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201106_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201106_03
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201103_01
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20201103_01

2025/04/01 23:22

17/19 History

2020/10/19

Service

Maintenance for the firewall of Internet services on 2020/10/24 =0

2020/10/19

campus

(JSecurity Vulnerability Warning[JMicrosoft Windows has security
vulnerabilities(CVE-2020-16898), please confirm and update as soon as
possible! =0

2020/09/22

campus

[Security Vulnerability Warning[JWindows Netlogon remote protocol (MS-NRPC)

has security vulnerabilities, please confirm and update as soon as possible E=1

2020/09/18

campus

[Cyberattack Warning[JPay attention to prevent national hacker organizations
from using remote access devices and Microsoft Exchange vulnerabilities to
attack =0

2020/09/17

campus

[Security Vulnerability Warning[JThe Captive Portal of PAN-OS or Multi-Factor
Authentication (MFA) interface has security vulnerabilities E=1

2020/09/14

Service

The DormNet maintenance project of the Yi in the student dormitory
area(2020/09/16) k=0

2020/09/03

Service

The DormNet maintenance project of the Shinn-B, Li, and Shyr in the student
dormitory area(2020/09/07) E=1

2020/08/20

Service

Application for student dormitory network in 109 Semester from 10:00am on
Wednesday 26th August, 2020. E=0

2020/08/13

Service

From 10am on August 13th, the freshmen who lives in quarantine will be
allowed to apply for various services in Division of Network System E=0

2020/08/10

Service

The DormNet maintenance project of the Tsing, Ming, Ping and Yi in the student
dormitory area(2020/08/18~20) E=0

2020/07/16

campus

[(ISecurity Vulnerability Warning[JCritical Vulnerability in SAP NetWeaver AS Java
E=1

2020/07/16

campus

[Security Vulnerability Warning[JWindows DNS Server Remote Code Execution
Vulnerability =0 GIREES

2020/07/15

campus

(Security Vulnerability Warning[JJuniper OS of Juniper SRX series devices have

security vulnerabilities, please confirm and update as soon as possible E=1

2020/07/10

Service

Maintenance service for the campus backbone network router. Date: 8:00 AM -
2:00 PM, Sunday, 26th July,2020. E=0

2020/07/07

campus

[Security Vulnerability Warning[JF5 fixes critical vulnerability discovered by
Positive Technologies in BIG-IP application delivery controller E=0

2020/07/06

campus

(Security Vulnerability Warning[JMicrosoft Windows Codecs Library Remote Code
Execution Vulnerability E=1

2020/07/01

campus

[Security Vulnerability Warning[JThe SAML authentication function of PAN-OS
has a security vulnerability (CVE-2020-2021) E=1

2020/07/01

Service

Maintenance service for the campus backbone network router. Date: 8:00 AM -
2:00 PM, Sunday, 19th July,2020 E=0 CIEES

2020/06/22

campus

[Cyberattack Warning[JThe Australian Cyber Security Centre shares threat

indicators related to cyber attacks, please pay attention to prevention! E=1

2020/06/18

campus

[Security Vulnerability Warning[]D-Link DIR-865L router have 6 security
vulnerabilities =1

2020/06/15

Service

Application for student dormitory network in summer vacation from 3:00pm on
29th June, 2020.E=0

2020/06/03

campus

[Cyberattack Warning[JRecently, PORT 445 is actively used by encryption
ransomware, please step up the system/application updates and data backup
operations =1

2020/05/27

campus

[Security Vulnerability Warning[JApache Tomcat server has a security
vulnerability (CVE-2020-9484) =0

2020/05/25

campus

[JSecurity Vulnerability Warning[JQNAP software has RCE vulnerability E=1
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(Cyberattack Warning[J[JCyberattack Warning[JJUpdate malware matching

2020/05/19|campus information[JEncryption ransomware is rampant, please step up the
system/application updates and data backup operations E=1
[Cyberattack Warning[JNorth Korean Trojan: COPPERHEDGE, TAINTEDSCRIBE,
2020/05/14|campus | pepp) FpASH e
Cyberattack Warning[JAPT Groups Target Healthcare and Essential Services E=l
2020/05/11|campus 90l ps 1arg
[Cyberattack Warning[JEncryption ransomware is rampant, please step up the
2020/05/07|campus system/application updates and data backup operations E=1
[Security Vulnerability Warning[JFixing SQL injection vulnerability and malicious
2020/05/05| campus code execution in XG Firewall/SFOS E=1
[JSecurity Vulnerability Warning[JApache Tomcat web server has security flaw
2020/04/22|campus =
Security Vulnerability Warning[JGoogle Chrome browser has security flaw E=1
2020/04/22|campus : y y 9[jGoog y
(Security Vulnerability WarningOTVN/CVE vulnerability information - Draytek
2020/04/20| campus|\; o Apg10C IEm
[(0Security Vulnerability WarningJTVN/CVE vulnerability information - iCatch DVR
2020/04/20{campus =
[Security Vulnerability Warning[JTVN/CVE vulnerability information - HGiga
2020/04/20{campus C&Cmail (=0 GRS
Security Vulnerability WarningJVMware vCenter Server has security flaw E=1
2020/04/15/campus y y 90l y
Security Vulnerability Warning[JGoogle Chrome browser has security flaw E=1
2020/04/08|campus : y y 9[jGoog y
2020/04/08|campus|[JSecurity Vulnerability Warning[JMozilla Firefox has security flaw E=1
2020/03/24|Service TWAREN SSL-VPN service maintenance on 4/7 E=1
[Security Vulnerability Warning[JMultiple Critical Vulnerabilities in Trend Micro
2020/03/18 campus Apex One and OfficeScan EElI
(Security Vulnerability Warning[JCVE-2020-0796 Windows SMBv3 Client/Server
2020/03/16|campus /g 1iote Code Execution Vulnerability I
(JSecurity Vulnerability Warning[JCVE-2020-0688 : Microsoft Exchange Validation
2020/03/03| campus Key Remote Code Execution Vulnerability E=1
[Security Sulnerability Warning[JCVE-2020-6418: Google Chrome Type Confusion
2020/03/03|campus |y, 1y erability Exploited in the Wild B=
Temporary interruption on wireless network service (Including wireless network
2020/02/25| Service |authentication & TWAREN SSL VPN authentication) at 8:00 - 14:00 on Fri, Feb 28
=1
[Cyberattack Warning[JRemote Desktop Services Remote code Excution
2020/02/21|campus|y, i e ability =m
2020/01/31|campus Maintenance service for the campus backbone network router. Date: 8:00 AM -
PUS15.00 PM, Sunday, 16th February,2020 =l CHEES
[JSecurity Sulnerability Warning[] Vulnerability in Citrix Application Delivery
2020/01/09 campus Controller and Citrix Gateway EZA
2020/01/06| Service [TWAREN SSLVPN service will increase the IP range on 01/15 (=0
2020/01/03|campus Maintenance service for the student dormitory area campus backbone network
PUS | router. Date: 08:00 - 12:00, Sunday, 12th January, 2020 (=0 CEIEE
[Security Vulnerability Warning[JAdobe Releases Patches for 'Likely Exploitable'
2019/12/12/€aMPUS| e\ ivic2 1 iy inerabilities F=0 MIES
2019/12/26| Service TWAREN SSL-VPN service maintenance on 12/27 E=1
2019/12/12|campus (Security Vulnerability Warning[JAdobe Releases Patches for 'Likely Exploitable'

Critical Vulnerabilities E=1
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19/19 History

Feels free to use the Eduroam wireless networks of international roaming service

2019/12/10| Service Ot

[(ISecurity Sulnerability Warning[] Openfind MAIL2000 Webmail Pre-Auth Cross-
2013/11/21 campus Site Scripting and Open Redirect EE0 GEIiTES
2019/11/14|Service |User disk quota of staff mailbox increased to 60GB EZl

(Cyberattack Warning[] Lemon_Duck PowerShell malware cryptojacks enterprise
2019/11/06/campus |t orks f=n mummes

[(Security Sulnerability Warning[] New Chrome 0-day Bug Under Active Attacks -
2019/11/06|campus;, y-te Your Browser Now! E=I
2019/11/04|campus|[JSecurity Sulnerability Warning[] North Korean Trojan: HOPLIGHT E=a

[JSecurity Sulnerability Warning[] Malicious audio file attacks, please be alerted
2019/10/30{campus =

(Security Sulnerability Warning[] Brute-force attacks on Microsoft Office 365 for
2013/10/24) campus enterprise accounts from Malicious IPs, please be alerted E=1

[(JSecurity Sulnerability Warning[] Security updates available for Adobe Acrobat
2019/10/18|campus and Reader [=1 CRIEE3
2019/10/16| Service TWAREN SSL-VPN service maintenance on 10/24 E=1

[(0Security Sulnerability Warning[] New Critical Exim Flaw Exposes Email Servers
2013/10/03| campus to Remote Attacks E=1

[JSecurity Sulnerability Warning[] Academics received security notification
2013/10/02| campus containing phishing emails, please be alerted E=0 RIS
2019/09/30| Service |DDNS service of CCC was introduced into NCHC remote backup E=1

(Security Sulnerability Warning[] Remote Desktop Services Remote Code
2019/09/20 campus g, .. tion Vulnerability B=1

Temporary interruption on wireless network service (Including wireless network
2019/09/12| Service |authentication & TWAREN SSL VPN authentication) at 9:00 - 10:00 on Fri, Sep 20

=1

[Security Sulnerability Warning[] Exim before 4.92.2 allows remote attackers to
2019/09/12/campus execute arbitrary code as root via a trailing backslash E=1
2019/09/11|campus|[JSecurity Sulnerability Warning[] North Korean Trojan: BADCALL E=1
2019/09/02| Service |@gapp.nthu.edu.tw added a domain alias @cloud.nthu.edu.tw

. |Network maintenance review for Student Dormitory in 108
2019/08/23| Service o oster(2019/08/27~08/29)
. |Application for student dormitory network in 108 Semester from 10:00am on
2019/08/21 Service Tuesday 27th August, 2019.
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