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DNSOOOODOOO

e JI0000DODODUOODODODOIPODOOOODO IPODODODOOODODODOO
0000000000000 00 IPODOOOODOODO (domain name) www.nthu.edu.tw(]O O
ooobobooobobobooobobobDoobOob POO0DbODbDOODOODbODOONP
OO0D0OO00ODOOO0ODNSOODOODOODODOODOOOOODOOODOObOODbODNSODOOODO

gobogobobooooboooboog
e DNSOOOODODOO (Internetservice) 00D OO0ODOOODNSODOOOOOOOODOOOOO

OO00O000O000O0bO0o0obOO0OobOO0bOoOobOOobooOoDoOo bDNSOOObOoOoDOOoooOoDo

doodooooooobooooobooobobouoooooo
e J0O0DOO www.pme.nthu.edu.tw O IPv4 00 (Arecord) DO[DNSOOODOODOOOO

OOMXOCNAME[PTRO O OO ODODOOOO0OO0OO0OO0OO0O0O0OO0OO00DODODO00O0O0OO0OO00DOO DNSOO
00000 (resolving process)J0 0000 DNSOODOOOOO

(Caching) recursive DNS servers Authoritative DNS servers

ROOT NS
A.ROOT-SERVERS.NET ~ M.ROOT-SERVERS.NET

2. www, pme.nthu.edutw 7
3. Ask tw NS

tw NS
7/ NS.TWNIC.NET, A.DNS.TW ~ H.DNS. TW

4. www.pme.nthu.edutw ?
5. Ask edutw NS

\

13. Add to cache
{TTL)

cdutw NS
moevax.edu.tw, moemoon.edu.tw, moestar.edu.tw,
a.twnic.net,tw ~ d.twnic,net.tw

6. www. pme.nthu.edutw 7
7. Ask nthuedutw NS

NTHU DNS servers
140.114.64.1, 140.114.63.1

ithiu.edu.tw NS
dns ] nthu.edu,tw(140,114.64.10) ~ dns3.nthu.edu.twi{ 140,114.63.20)

B, www, pme.nthu.eduiw 7
9. Ask pme.nthuedw.tw NS

1. www, pme.nthuedu.tw ?

£F£
12, Answer 140.114.57.163

pme. nthuedu.tw NS
dns 1. pme.nthuedu.tw & dns2, pme.nthu.edu.iw

10, www, pme. nthu.edutw 7

1. Answer 140.114.57.163

goooo

1. OO0 Recursive DNSO OO 140114641000 0000000000000 0OO
www.pme.nthu.edutw O IPVA 000000000 ODOOOOO

2. Recursive DNS O 0O 0 140.114.64.1 0 ROOT NS (name server[][J0 140.114.6410 00 00 O ROOT
NSO IPOOOOOOOOOOOOO

3. ROOTNSODOO0O0D0ODODOOODODO O (authoritative zone) tw O NSO O O

oobz20300o0oooooonon
# dig @a.root-servers.net www.pme.nthu.edu.tw
;5 flags: qr rd; QUERY: 1, ANSWER: O, AUTHORITY: 9, ADDITIONAL: 12
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;3 QUESTION SECTION:

;www.pme.nthu.edu.tw. IN A

;3 AUTHORITY SECTION:

tw. 172800 1IN NS A.DNS. tw.

;» ADDITIONAL SECTION:
A.DNS. tw. 172800 1IN A 203.73.24.8

;7 Query time: 143 msec
;3 SERVER: 198.41.0.4#53(198.41.0.4)

14011464100 twNSO DO OO OO

twNSOODOOODODOOOODODOO0OO0OO edutwO NSO OO

140.114.64.10 0 edutw NSO O OO O O

edutwNSOODODOOODOOOOODOOO nthu.edutw O NSODOO

140.114.64.1 0 0 nthu.edutw NSO O DO OO

nthu.edutwNSOO O OOOOOOOODOOOO pme.nthu.edutw O NSO OO

140.114.64.1 0 0 pme.nthu.edutw NSO O OO OO

pme.nthu.edutw NSO OO O ODOOOO OO www.pme.nthu.edu.tw O IPv4 O 0O O 140.114.57.163

HO WO N U A

==

gopoolunooooooooooo

# dig @dnsl.pme.nthu.edu.tw. www.pme.nthu.edu.tw

;5 flags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2
;7 QUESTION SECTION:

;www. pme.nthu.edu. tw. IN A
;5 ANSWER SECTION:
www.pme.nthu.edu. tw. 86400 IN A 140.114.57.163

12. 1401146410 000000000000
13. 140114641 000000000000 (cache)JDODO0DDOO0DO0ODDOOOODOOOODODODOO
O0000000000D000000 TTL(Time-to-live) 00O O

oot

(Caching) recursive DNS server

1. 00ODNSOOODOOODOOOUOoDoOoOUoooooooooooooo

2. 000000 IPODOOCOOOOC Internet0 00000000 DNSDDoS Attack OO OO OO
00 WDNS cache poisoning0 0000000 OO0 recursive DNS [ [0 [0 140.114.63.1 [J
1401146410 00000 IPDOOQ

Authoritative DNS server

1. 0000000O(zone)DOOOODODO DNSOO(record)J000OO0O0ODOO Ineternet0 00O
O000000DNSOO (query)JOODOODOODOOODOOOODODOODO(Caching)
recursive DNSserver 100000000000 O0O0O00O0DOO0O authoritative DNS O O O
140.114.63.10, 140.114.63.20 O 140.11464100 0000000000 DNSOOOOOOOOOOODO
O0000000D0DNSOODODOOOOOOOODNSOOOOO
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cOnooooooooon

# dig @dnsl.nthu.edu.tw www.mit.edu

; <<>> DiG 8.3 <<>> @dnsl.nthu.edu.tw www.mit.edu

; (1 server found)

;; res options: init recurs defnam dnsrch

;3 got answer:

;7 ->>HEADER<<- opcode: QUERY, status: REFUSED, id: 4

;5 flags: qr rd; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: O
;7 QUERY SECTION:

oc www.mit.edu, type = A, class = IN

;7 Total query time: 0 msec

;3 FROM: mx to SERVER: dnsl.nthu.edu.tw 140.114.64.10
;3 WHEN: Tue May 19 16:03:27 2009

;3 MSG SIZE sent: 29 rcvd: 29

2. 0000000000000 0@)OD0000O0oOoOo00 Master/Slave OO0 00O master 00O
OO0 DNS OO (record)d O[Jslave O O zonetransferO master 0000 O0OO0O0O0O
3. 000000 NSOO00OD0O0DO0ODOO0ODOooooon
o nthu.edu.tw NS O O pme.nthu.edu.tw NS O dnsl.pme.nthu.edu.tw. O
dns2.pme.nthu.edu.tw. 0 00O

# dig @dnsl.nthu.edu.tw pme.nthu.edu.tw ns

; <<>> DiG 8.3 <<>> @dnsl.nthu.edu.tw pme.nthu.edu.tw ns

; (1 server found)

;; res options: init recurs defnam dnsrch

;3 got answer:

;7 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 4

;5 flags: qr rd; QUERY: 1, ANSWER: O, AUTHORITY: 2, ADDITIONAL: 2
;7 QUERY SECTION:

oc pme.nthu.edu.tw, type = NS, class = IN

;7 AUTHORITY SECTION:
pme.nthu.edu. tw. 1D IN NS dnsl.pme.nthu.edu.tw.
pme.nthu.edu. tw. 1D IN NS dns2.pme.nthu.edu.tw.

;; ADDITIONAL SECTION:
dnsl.pme.nthu.edu. tw. 1D IN A 140.114.58.60
dns2.pme.nthu.edu.tw. 1D IN A 140.114.58.130

;7 Total query time: 1 msec
;7 FROM: mx to SERVER: dnsl.nthu.edu.tw 140.114.64.10
;7 MSG SIZE sent: 33 rcvd: 103

o dnsl.pme.nthu.edu.tw NS O O O pme.nthu.edu.tw NS O O dnsl.pme.nthu.edu.tw. O
dns2.pme.nthu.edu.tw. 00 00O

# dig @dnsl.pme.nthu.edu.tw pme.nthu.edu.tw ns
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TTL

; <<>> DiG 8.3 <<>> @dnsl.pme.nthu.edu.tw pme.nthu.edu.tw ns

; (1 server found)

;7 res options: init recurs defnam dnsrch

;3 got answer:

;+ ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 4

;7 flags: qr aa rd; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL:

2

;5 QUERY SECTION:

HE pme.nthu.edu.tw, type = NS, class = IN

;5 ANSWER SECTION:

pme.nthu.edu. tw. 1D IN NS dns2.pme.nthu.edu. tw.
pme.nthu.edu. tw. 1D IN NS dnsl.pme.nthu.edu. tw.
;; ADDITIONAL SECTION:

dnsl.pme.nthu.edu.tw. 1D IN A 140.114.58.60
dns2.pme.nthu.edu. tw. 1D IN A 140.114.58.130

;7 Total query time: 2 msec

;7 FROM: mx to SERVER: dnsl.pme.nthu.edu.tw 140.114.58.60
;5 WHEN: Tue May 19 15:53:54 2009

;7 MSG SIZE sent: 33 rcvd: 103

OO0 DNSOO(record)D TTLOO DO OO NSOOODOODOODOOpme.nthu.edu.tw NS O O
www.pme.nthu.edu.tw O TTL O 1D (1 day)Q]

# dig @dnsl.pme.nthu.edu.tw www.pme.nthu.edu.tw

; <<>> DiG 8.3 <<>> @dnsl.pme.nthu.edu.tw www.pme.nthu.edu.tw
; (1 server found)

..
r

res options: init recurs defnam dnsrch

;3 got answer:

..
1

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 4

;; flags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;5 QUERY

r

.
1

SECTION:

www.pme.nthu.edu.tw, type = A, class = IN

ANSWER SECTION:

www.pme.nthu.edu. tw. 1D IN A 140.114.57.163

..
r

AUTHORITY SECTION:

pme.nthu.edu. tw. 1D IN NS dns2.pme.nthu.edu.tw.
pme.nthu.edu.tw. 1D IN NS dnsl.pme.nthu.edu.tw.

..
1

ADDITIONAL SECTION:

dnsl.pme.nthu.edu.tw. 1D IN A 140.114.58.60
dns2.pme.nthu.edu.tw. 1D IN A 140.114.58.130
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;7 Total query time: 21 msec

;7 FROM: mx to SERVER: dnsl.pme.nthu.edu.tw 140.114.58.60
;3 WHEN: Tue May 19 15:18:31 2009

;3 MSG SIZE sent: 37 rcvd: 123
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