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o ANfEEEAEFFTEEH) DNS &5y

Check open dns resolver for the target IP 140.114.xX.XX
Time: Wed Sep 11 09:10:11 2013

check open resolver: 140.114.xXx.XxXx

DIG:

DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.xx.xx -t A isc.org
DIG: ; (1 server found)

DIG: ;; global options: +cmd

DIG: ;; Got answer:

DIG: ;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13648
DIG: ;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4,
ADDITIONAL: 2

DIG:

DIG: ;; QUESTION SECTION:

DIG: ;isc.org. IN A

DIG:

DIG: ;; ANSWER SECTION:

DIG: isc.org. 60 IN A 149.20.64.69

DIG:

DIG: ;; AUTHORITY SECTION:

DIG: isc.org. 1814 IN NS sfba.sns-pb.isc.org.
DIG: isc.org. 1814 IN NS ns.isc.afilias-nst.info.
DIG: isc.org. 1814 IN NS ams.sns-pb.isc.org.
DIG: isc.org. 1814 IN NS ord.sns-pb.isc.org.
DIG:

DIG: ;; ADDITIONAL SECTION:

DIG: ns.isc.afilias-nst.info. 54300 IN A 199.254.63.254
DIG: ns.isc.afilias-nst.info. 54300 IN AAAA 2001:500:2c::254

DIG:

DIG: ;; Query time: 402 msec

DIG: ;; SERVER: 140.114.xx.xx#53(140.114.xx.XX)
DIG: ;; WHEN: Wed Sep 11 09:10:11 2013

DIG: ;; MSG SIZE rcvd: 184

DIG:

CHECK : Is 140.114.xx.xx an open resolver?

ANSWER: YES for 140.114.xX.XxX

REASON: IP 140.114.xx.xx should not reply the DNS request which
does not belong to its authorized zone.

o BMILL M &5 IR, £ARE open DNS resolver &
1. DNS MEEAR, 5 E0E b DA s, AR .,

Check open dns resolver for the target IP 140.114.63.1
Time: Wed Sep 11 09:26:32 2013

check open resolver: 140.114.63.1
DIG:
DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.63.1 -t A isc.org
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DIG: ;
DIG: ;;
DIG: ;;

CHECK :
ANSWER:
REASON:
turn it

(1 server found)
global options: +cmd
connection timed out; no servers could be reached

Is 140.114.63.1 an open resolver?

NO for 140.114.63.1

Cannot reach 140.114.63.1. If its power is off, please
on and check again.

2. HEEBRBEEE (recursive query)

Check open dns resolver for the target IP 140.114.63.10
Time: Wed Sep 11 09:27:47 2013

check open resolver: 140.114.63.10

DIG:

DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.63.10 -t A isc.org

DIG: ;
DIG: ;;
DIG: ;;
DIG: ;;
DIG: ;;

(1 server found)

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: REFUSED, id: 7118
flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: O,

ADDITIONAL: ©

DIG: ;; WARNING: recursion requested but not available
DIG:

DIG: ;; QUESTION SECTION:

DIG: ;isc.org. IN A

DIG:

DIG: ;; Query time: 2 msec

DIG: ;; SERVER: 140.114.63.10#53(140.114.63.10)
DIG: ;; WHEN: Wed Sep 11 09:27:47 2013

DIG: ;; MSG SIZE rcvd: 25

DIG:

CHECK : Is 140.114.63.10 an open resolver?
ANSWER: NO for 140.114.63.10

REASON: Recursion requested but not available

R fEis

DNSfa] iR 2%

R SR H R M S, AR 4t DNS A s, (ERAKRIPAILEH . & RHTEAL A RS EEE
BT REREE, EARIEREMEHE (RSMPALHL) RALREMYT (recursive resolution) AR TS,
Pl % Open DNS resolver &[]

1. falfik# RS ER AL DNS ZRE, FHAZD
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2. Caching recursive DNS fEfk#3 8233 ft domain name /] Authoritative DNS fEIfR2:FH&FE A,
ERAAFE P bk B, ANEFHMFE P Akl L7 ERH e i stk

1. Caching recursive DNS falfiRa%, =B HARE B R0 RIFIPALIE (an - ZR B BLAL S 1P A7

hb) SRR PR LUR S5V
1. DUAIARAS1E 36 R A0 E B BN RN BT K R R DNS & H 2k IRIPALIE(DNS AR5

5e &port UDP/53)]
2. UL DNS JEH#AE (tnBIND[/#) ACL (access control list) &R &I 3R IEIPALHL,

. BIND 3£/ acl &% allow-query, 22 %kl

acl nthu-nets { 140.114.0.0/16; 127.0.0.1/32; };

options {
/) (AL S BR. . )
// Recursive Name Server

allow-query { nthu-nets; };
}i

2. Authoritative DNS falflR#875H DNS JEH#K#S (AnOBINDOM ) A8 2 BR BB 2 i
fR(recursive query), #1: BIND i%5€ [ recursion no, #f2% &Rl

options {

/) A S B0 . )
// Authoritative-only Name Server

recursion no;
allow-query-cache { none; };

allow-query { any; };
ki

BIND

A. [R#HI3RIR IP hrik

i FH Caching recursive DNS fiJiR#%, L\ ACL (access control list) BRI 3 sk IP fzhlk, #% 25

#F: BIND 552 f acl )z allow-query, LR Zs%E ks named.conf A1 284

acl nthu-nets { 140.114.0.0/16; 127.0.0.1/32; };

options {

// (A2, .. )
// Recursive Name Server

allow-query { nthu-nets; };
}i

B. FRfIEE & FHER

& Fi Authoritative DNS falfiR2%, % cRARIEEZIHEIR (recursive query), #: BIND #E
recursion no, LA ERE named.conf A 281

options {
[/ (FeAh 2 50m&. . )
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// Authoritative-only Name Server
recursion no;
allow-query-cache { none; };
allow-query { any; };
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i I AR A o B S AR BRI (2014/01/13)
o FIF] NAT 5% DNS A AAELENT IP Akl CREIFA A 192, 168. 1. 254) , & B EBRE T,
[EH e frdl: 192, 168. 1. 254, iz E: UDP, AMEEE: 53-53, BL:FM[DNSR1E
HTER%E, A {&1Eopen DNS resolverf) .
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o [KezafE Ul A5 MR DNS AR iRIE, ZHiEil [ R LR o [0 /8R ] MIhee, B
B R &% e E A # I open DNS resolver fffE.
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o AfZCaching recursive DNS server (140.114.63.1) PABH SR 2 BRFIE &, AT AKR4h IP ff A
e 140. 114. 63. 1 REFIEAR AR A FE google.com MEyF 08 15 1EifE[A & .

# dig @140.114.63.1 google.com

; <<>> DiG 9.3.6-P1 <<>> @140.114.63.1 google.com
; (1 server found)

;5 global options: printcmd
;3 connection timed out; no servers could be reached

o (3 AL IPORI AT /A5 I Ak m] )

# dig @140.114.63.1 google.com

; <<>> DiG 9.3.6-P1 <<>> @140.114.63.1 google.com
; (1 server found)

;5 global options: printcmd
;3 Got answer:

;+ ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 741
;5 flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 4, ADDITIONAL: 4

;; QUESTION SECTION:
;google.com. IN A

;» ANSWER SECTION:
google.com. 116 IN A 173.194.72.101
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google.com. 116
google.com. 116
google.com. 116
google.com. 116
google.com. 116

;3 AUTHORITY SECTION:
google.com. 156701
google.com. 156701
google.com. 156701
google.com. 156701
;; ADDITIONAL SECTION:
nsl.google.com. 156702
ns2.google.com. 156702
ns3.google.com. 156703
ns4.google.com. 156702

;7 Query time: 35 msec

;5 SERVER: 140.114.63.1#53(140.114.63.1)

IN
IN
IN
IN
IN

IN
IN
IN
IN

IN
IN
IN
IN

;7 WHEN: Wed Apr 17 14:54:15 2013
rcvd: 260

;3 MSG SIZE

SLRER
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1. n][RIR e A LOfRIPAz 3k
2. Open DNS Resolver Project|i& 2 Class C (FERIE /7R s & k)
e Open DNS Resolver Project
%5 2% & RHBIND, Microsoft)

o DNS fa] i #%f]
o FRGHDNS S i B 8

¢ DNS amplification attack

o = Bl it DNS f@tf fal iR #s < Biiif, TANET2013
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