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Check open dns resolver for the target IP 140.114.xX.XX
Time: Wed Sep 11 09:10:11 2013

check open resolver: 140.114.xx.xx
DIG:

dns:open_resolver https://net.nthu.edu.tw/netsys/dns:open_resolver

DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.xx.xx -t A isc.org

DIG: ; (1 server found)

DIG: ;; global options: +cmd

DIG: ;; Got answer:

DIG: ;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13648
DIG: ;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4,
ADDITIONAL: 2

DIG:

DIG: ;; QUESTION SECTION:

DIG: ;isc.org. IN A

DIG:

DIG: ;; ANSWER SECTION:

DIG: isc.org. 60 IN A 149.20.64.69

DIG:

DIG: ;; AUTHORITY SECTION:

DIG: isc.org. 1814 IN NS sfba.sns-pb.isc.org.
DIG: isc.org. 1814 IN NS ns.isc.afilias-nst.info.
DIG: isc.org. 1814 IN NS ams.sns-pb.isc.org.
DIG: isc.org. 1814 IN NS ord.sns-pb.isc.org.
DIG:

DIG: ;; ADDITIONAL SECTION:

DIG: ns.isc.afilias-nst.info. 54300 IN A 199.254.63.254

DIG: ns.isc.afilias-nst.info. 54300 IN AAAA 2001:500:2c: :254

DIG:

DIG: ;; Query time: 402 msec

DIG: ;; SERVER: 140.114.xx.xx#53(140.114.xx.xX)
DIG: ;; WHEN: Wed Sep 11 09:10:11 2013

DIG: ;; MSG SIZE rcvd: 184

DIG:

CHECK : Is 140.114.xx.xx an open resolver?
ANSWER: YES for 140.114.xx.xx

REASON: IP 140.114.xx.xx should not reply the DNS request which

does not belong to its authorized zone.
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Check open dns resolver for the target IP 140.114.63.1
Time: Wed Sep 11 09:26:32 2013
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check open resolver: 140.114.63.1

DIG:

DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.63.1 -t A isc.org
DIG: ; (1 server found)

DIG: ;; global options: +cmd

DIG: ;; connection timed out; no servers could be reached

CHECK : Is 140.114.63.1 an open resolver?

ANSWER: NO for 140.114.63.1

REASON: Cannot reach 140.114.63.1. If its power is off, please
turn it on and check again.

2. 000000 (recursive query)

Check open dns resolver for the target IP 140.114.63.10
Time: Wed Sep 11 09:27:47 2013

check open resolver: 140.114.63.10

DIG:

DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.63.10 -t A isc.org
DIG: ; (1 server found)

DIG: ;; global options: +cmd

DIG: ;; Got answer:

DIG: ;; ->>HEADER<<- opcode: QUERY, status: REFUSED, id: 7118
DIG: ;; flags: qr rd; QUERY: 1, ANSWER: O, AUTHORITY: 0O,
ADDITIONAL: ©

DIG: ;; WARNING: recursion requested but not available
DIG:

DIG: ;; QUESTION SECTION:

DIG: ;isc.org. IN A

DIG:

DIG: ;; Query time: 2 msec

DIG: ;; SERVER: 140.114.63.10#53(140.114.63.10)

DIG: ;; WHEN: Wed Sep 11 09:27:47 2013

DIG: ;; MSG SIZE rcvd: 25

DIG:

CHECK : Is 140.114.63.10 an open resolver?
ANSWER: NO for 140.114.63.10
REASON: Recursion requested but not available

ooy
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2. Caching recursive DNS [0 0 0 0 0 0 domain name [0 Authoritative DNS OO OO O OO0
D00 iPO0O0O0O0O0OOOO0OOOO PO0D0O0OOOOOOOOOOGOO
1. Cachingrecursive DNS O OO 0000000 DOOODOIPOO@OOOOODOO IPO
yoooooooooooooa
1. 000000000000 0000000O0 DNSOOODODOOIWPOO(DNSOOO
0 O port UDP/53)(
2. 0DNSOOOOODO[OBINDOO ACL (access control list) DO OO QO IPO OO
OOBIND O OO acl O allow-query0 OO0 D0 O[

acl nthu-nets { 140.114.0.0/16; 127.0.0.1/32; };
options {
/OO000o..)

// Recursive Name Server

allow-query { nthu-nets; };

};

2. Authoritative DNS OO O OO DNSOOOODOOQOBINDDODODODOOOODOOOO
O (recursive query)d O OBIND O OO recursionnod0 000000

options {

/OO0000..)
// Authoritative-only Name Server
recursion no;
allow-query-cache { none; };
allow-query { any; };

BIND

A.OOOOIIPOO

O 0O Caching recursive DNS 0 0 000 ACL (accesscontrol list) DO DO OOOO IPOODDOODOODO
OOBINDO OO acl O allow-queryd0 0000 OO named.confO00 000

acl nthu-nets { 140.114.0.0/16; 127.0.0.1/32; };
options {
/Ooooa..)
// Recursive Name Server
allow-query { nthu-nets; };
J; 2

B.OOOODOOODO

0 O Authoritative DNS 00000000000 OO0 (recursive query)D O OBIND OO O
recursionnod 000000 named.confO0 0000

https://net.nthu.edu.tw/netsys/ Printed on 2026/02/08 02:55


https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:resolving_process#authoritative_dns_server
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_authoritative
https://net.nthu.edu.tw/netsys/dns:bind_authoritative
https://net.nthu.edu.tw/netsys/dns:bind_authoritative
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_recursive
https://net.nthu.edu.tw/netsys/dns:bind_authoritative
https://net.nthu.edu.tw/netsys/dns:bind_authoritative
https://net.nthu.edu.tw/netsys/dns:bind_authoritative

2026/02/08 02:55 5/17

Open DNS resolver 0 0 0

options {
/Ooooa..)

// Authoritative-only Name Server
recursion no;

allow-query-cache { none; };

allow-query { any; };
b

Windows 2008

A.0O0DNSOOODOOO

1. 00000/00000/00000000/0000000000000DO0O0OOODNSODODOO0

goobodaoo

[T T

BEE ®iTw WA W
[ *[m | H |
e osses
4§ am

-;"E|- B TCRP PRSI ETREHE «

- mE

~ ARREE

= REIRMTECE - Ty - B REN FER

A0 W TEksE 465 9 ) BRI GRS L L]
O LEEE (RS | S
| e
=] E ] OT AR
i FoHEE _EE a0 DHE-Zerver-Sarveice
= D eERS: | §EFE L B
= | HERR | ¥ | || WEnTE
DS Sarenr dia [5ri1 L] [ ] |l fELE
[
wid 5 i Tkt
DTN A e Dt 1] FETAE - W DES B - R RBN L - D AT p=
B Ay s s S

| FREa: gt ]

[ o DO ARRRER TeahCenter

A RE A [0t R R R R T+ WIHSE D (R e
5 12 TIHE SRR AD D2 PEINAA AR - Mk i i
AR FETOL » LR DNE (R AR T S

3 ErRATSS A 001 0 e

W DS R LR
& R Mrmait

B.0OOOOODODOUO (recursive query) 00O

l. 000O0O0/00000/O0bO0O0DbO0O0/boobo0boooboDooboOoboogbNsOoOono

OOQDNSIOD 0000000000

00000 - https://net.nthu.edu.tw/netsys/



https://net.nthu.edu.tw/netsys/_detail/dns:win2008_dns_disabled.png?id=dns%3Aopen_resolver

Last update: 2019/10/17 14:58 dns:open_resolver https://net.nthu.edu.tw/netsys/dns:open_resolver

LrnEEeas
BEF  BTR RARN  WHeIH
e 2mCa= Bmad0d
S EREEEA v0) RN
=) ;’;E &R
r : Metren Desciory B AR e
ERyEE
| R
T27E DE {ELR & )
RERET)..
ARSI AFRERED..
i g LUF LA
T ERE A A
HEREE)
Birdh seshesclup ()
AR T k
o Ly
EWEEF
EREL)..
HE
I
2. 0000000000000 DoDooDooobOOooDooo@oboooooo)yoo
wm || B0 | msy | Eee | seen | 2R |

TELAR AR AR =)

Ir.n-nl 2 (el 772

TR

8 R
Gl S
CHFEARLLEG R
LB M) | trFEER {UTE) =l
Rhed 0 Wi L |4 Active Dissctory BB =
I BFSEEMEHEEEE
ERFERRA () [0 [= =]

wE | mE | =Fe | wme |

Windows 7

e 00 ABCOOODODOODOODOODOODOOOD

A. OO Windows 7(ICS)CU 0O 0O 0 DNS OO

e [0 0 Windows 7(ICS)0 O O O O open DNS resolver

B.OOOODODO DNSOO

e JO0DOODOOOODO DNSOODOOQOUDP/53[]

1. 00O Windows 70 O O O O O open DNS resolver
2. 000000000000 open DNS resolver

https://net.nthu.edu.tw/netsys/ Printed on 2026/02/08 02:55


https://net.nthu.edu.tw/netsys/_detail/dns:win2008_dns_1.png?id=dns%3Aopen_resolver
https://net.nthu.edu.tw/netsys/_detail/dns:win2008_dns_2.png?id=dns%3Aopen_resolver
https://net.nthu.edu.tw/netsys/faq:setup_windows_service
https://net.nthu.edu.tw/netsys/faq:setup_windows_service
https://net.nthu.edu.tw/netsys/faq:setup_windows_service
https://net.nthu.edu.tw/netsys/faq:setup_windows_service
https://net.nthu.edu.tw/netsys/faq:setup_windows_firewall
https://net.nthu.edu.tw/netsys/faq:setup_windows_firewall
https://net.nthu.edu.tw/netsys/faq:setup_windows_firewall
https://net.nthu.edu.tw/netsys/faq:setup_windows_firewall
https://net.nthu.edu.tw/netsys/faq:setup_sep_firewall
https://net.nthu.edu.tw/netsys/faq:setup_sep_firewall

2026/02/08 02:55

7/17

Open DNS resolver 0 0 O

C.OODNSOOODODODODOO

1. 0000000000 emdO0O0OO0OO

21 (1)
B cmd

= ER(O)

B RER NS S HTA)
Open with

7-Zip

REES.

BB TFERNK

$]E3 [BRTE] HhEESE)
BEMEN)

XN
WM

BRI
WD)

P ETEEOED
FE(R)

crmd

x

]

Bl .o e8]

ga

2. 00 netstat-ab-p UDPO 000000 OOOODO UDP0.0.0.0:53 (000 DNSOO)ODOO

0000000000 XXXXXOO OO [yyyy.exell]

C:\Windows\system32>netstat -ab -p UDP

goood

og oooo

ubpP
IKEEXT

[svchost.exe]

ubpP
XXXXX

0.0.0.0:53

[yyyyy.exe]

oooo
0.0.0.0:500

RN

o 00000000 SharedAccessJ O svchosts.exe OO DNSO OO OO OOOOOOO

gbbooobbooboboooon

00000 - https://net.nthu.edu.tw/netsys/


https://net.nthu.edu.tw/netsys/_detail/dns:windows_cmd.png?id=dns%3Aopen_resolver

Last update: 2019/10/17 14:58 dns:open_resolver https://net.nthu.edu.tw/netsys/dns:open_resolver

B A=EAR CWndowssstem 1 X omd exe e
JETEMIN ]

ST EMT

ETEMI N

A ETEMIHG

JETEMIRE

A ETEMING

JETEMIRE

oot

RN O000000000000000QPOODOOCOOO0O0O0O0O00ODOD openDNSresolverd OO
gobooobobooooboooobbooobbuooobooobbooobbooobbooobLobog

ooobobooo@yobobooobooboboooboo mucheng‘:.‘i'}cc.nthu.edu.thDDDDD
goboooboooobobooobbooooboooaot

Bluesocket 0 0 00

e [ Bluesocket BSC-1100 0 000D OOOODOODOO openDNSresolverD 00O O OODOOOO
00000000000 DOO00O0O0O(2014/01/08)0
o O DNS service O Limit Packets Into the BSCO 0 0 0O OO O Limit 0 Packets per

second[]

bluesecket &

L]

"

"

I

L} BMTR 5 W
L}

"

"

u

L]

https://net.nthu.edu.tw/netsys/ Printed on 2026/02/08 02:55


https://net.nthu.edu.tw/netsys/_detail/dns:windows_netstat_dns.png?id=dns%3Aopen_resolver
https://net.nthu.edu.tw/netsys/_detail/dns:bluesocket_a.png?id=dns%3Aopen_resolver

2026/02/08 02:55 9/17 Open DNS resolver 0 0 O

Blan ol retwoik | Hel

Edit ke smrvics F the ssreice
At MRt DS LS e it b o this aosfigured

Mama marvice.
(12
Bivas LT ¥ou can set QoS paramsban for traffic
T-'!ﬁ'-l ':“ privity and diferestigtod servioes asde
Pkl of ports, or ot g LE. 1L DR pirk {DSCF) marking far tha nabveork
Episnlity ol Baivice Qs senvinE phi deling,

Ermbla Jof far thin Sanioa

aeged|

Pricrity [

Law ® Madium  High
Ircoming DECE Vakis
[

Culgraing Pioly | Manvgeed - = Proletlid]

Lzw ® Madium © High
Cutgaing DSCF Value
Limcamgae |
Bieiisl of Gervics (Do}

s v saction o ghobell Iimi speciie sevion.

H Bigh kraific In detected poing Iato or Ehrough tha Bo,
thia is Bhes mnas o imit it

To ek 2 sereiCe, ML with Th sk of 5

Limit g Pacists | ]
umit J PorckEls pa gt

fetack] fervic
Excludu © Block
nnnnn i [n 100

Enthabe = Sorvme mdll et be wainoc b (065
orks = Sarsicn vall B globally locked

mom e |,

110 11 b e i AT S s o s e s e e | e e B 301 T 240 T e

D-Link 0000

e [EM D-Link DI-624S00 0 openDNSresolver 0 000000 ODOO00ODOODOODOOOOOODO
00000 (2014/02/13)0
o 00O DNS Relay 0 O

00000 - https://net.nthu.edu.tw/netsys/


https://net.nthu.edu.tw/netsys/_detail/dns:bluesocket_b.png?id=dns%3Aopen_resolver

Last update: 2019/10/17 14:58 dns:open_resolver https://net.nthu.edu.tw/netsys/dns:open_resolver

-—Air,Pﬁlus %
Wireless 108G Storage Router
- B tREEE 0T R Y &1 B

DI-624S

i
\

e
FITRERLRE DIE24S MYE MR (LAN) P it -
IP i AT
. TR 265265265 7
25 | (optional)
OF-11]
DMHS Ralay
CEECER

DHCPRIESE

3
ey
=

FTPEEE

WEBFIES

LEEE

e (=1 D-Link DIR-615(0 O DD-WRTO 0 )0 OO openDNSresolver 0O 00O O00OO0OOOOODOO
0000000000000 0O((2014/02/13)0
o 00 Use DNSMasq for DHCP 0 Use DNSMasq for DNS

https://net.nthu.edu.tw/netsys/ Printed on 2026/02/08 02:55


https://net.nthu.edu.tw/netsys/_detail/dns:dlink_di_624s.png?id=dns%3Aopen_resolver

2026/02/08 02:55

11/17

Open DNS resolver 0 0 0

dd-wrt.

WAN B E
WAN R
EERA
WWAN TP{EriE
TERET
sl

fHEE
B 1P
FauPfht

THRER
WisE

Local DHS

S 1 {21 R 3 5 (DHCP)
DHCP Rl
CHCP [£1ARER
1P Rkl it

R DHCP RS
R R

WINS

E .
Bi#hiET - DHCP:
Cabl<ER B TEFIHrE.

] 1 E3 LN
T2 T ISP I EE,

HEaN:

Tain TR rane

PESY DHCP BT s 2. 0

BT TE R A
R R E:
i F EAATER RO S (D
HARR . ol R T LA o s R
192 18| 0. 1 UTCE.
255.| 255 s, o
o] o o o
g] 6. a &
OHCP {afREE »
* A RER]

182.168.0. 100

100

1440 it

Usa DNSMasg for DHCP

Usa DNSMasg for DNS

a.] o

DHCP-Authontztve

PCICOOO

o.

= LRI

e [EMN PCIMZK-WO4ANU IPO OO OO O openDNSresolver D0 D000 O0O0DO0O0OO0OOOOOO0O
O00D0O000D0DOO000Od((2014/01/070O
c00000OD0D0ODOODNSODOOQUDP/S30 000D IPOODODOODO WAND IPO

goboogoboos3n

00000 - https://net.nthu.edu.tw/netsys/


https://net.nthu.edu.tw/netsys/_detail/dns:dlink_dir_615.png?id=dns%3Aopen_resolver

Last update: 2019/10/17 14:58 dns:open_resolver https://net.nthu.edu.tw/netsys/dns:open_resolver
« -+ ¢ I ol =
¥ cRE Geagle Crrome BEETE 7 |lf.-iw_|'| =

MZK-WO4NLU

i
I

s =l= == l=l= === ===

t
ol
§
5

il [=] | Tor [2]
wax] | 7F [=]
Ei[=] | Tor [2]
=] | TR [=]
#ia[=] | Tor [7]

1
Iz |
E
&
H
5
7
o |mala] | ToR [=]
E]
0
il
1z
13
I

=] | o [=]
(] | Ter 2]
=] | ror [=]
(] | TeF 1]
il [=] | o [=]
] | e [=]

w ra e e e e e e e | e e | e sl e
= ra e ra e | re e e e | e | e | e =l e
e e e e e e e | | e | ey | e | e e e
=l =l Nl I N N B I s R I S | S

PQIODOOO

e (=0 PQI Air Penexpress 100000000000 openDNSresolver 0000 OD0OOOOODO
0000000000000 0000DO?2013/12/1300

Local Area Network (LAN) Settings
co"ﬁqu“ﬂ Wia ity ARG AADle Ptwrkirg fenclions Ead conligare BV BRSO B8 yiur weah

Primary DNS Sarver
Secondary DNS Servar

Default Gatoway
Leasa Time

!{!E##!;[F

s
g

Statically Assigned

Mamory in the air

Statically Assigned

Statically Assigned

802.1d Spanning Trea [~ 1)
LLTD =130

IGMP Proxy [0

UPNP THD

PPPoE Relay OB

DNS Proxy D)

https://net.nthu.edu.tw/netsys/ Printed on 2026/02/08 02:55


https://net.nthu.edu.tw/netsys/_detail/dns:pci_mzk_w04nu.png?id=dns%3Aopen_resolver
https://net.nthu.edu.tw/netsys/_detail/dns:pqi_air_pen_express.png?id=dns%3Aopen_resolver

2026/02/08 02:55 13/17 Open DNS resolver 0 0 O

SAPIDO OO OO

e [0 SAPIDORB-1802 0O OO OOODO openDNSresolver 0 0 OO0 O0O0OODOOOODOOOO
00000000000 DO2014/01/130 O
o JONATODNSOOODOODO IPOOODODOOO 19216812540 000000000000
000000192168.1.2540 000 00UDPO I OOOOOS’3-5300000DNSOOODODO
000000000 open DNS resolverd OO 0O

R el 830
= = &[5 0 1S B ihome. mp

Y SARPIDO

N HiEMERE S W o

e

T ek R N - ERER GRS ENATE A RN R - IHERNEE
MEEE LRI TS T T TEETER TR MR NAT AR L AR
EL LBy oo

LAl
(2 EREE e : owoes [ e

LTI TEnTN
[ EMRMIME | GRS | SNORE | BN @
| lmgsads e o8 A O

TOTOLINK O OO O

e [EN TOTOLINKIPUPPY IO O OO ODOOO openDNSresolver DD OO0 OD0OOOOOOOOO
00000000 0O?2015/03/110 0
ocO0D0ODOUIODDODODNSOODOODODOODO0ODOOODODOOO/OO00ODOO0DODO0n
0000000000 openDNS resolver 0000

00000 - https://net.nthu.edu.tw/netsys/


https://net.nthu.edu.tw/netsys/_detail/dns:sapido.png?id=dns%3Aopen_resolver

Last update: 2019/10/17 14:58 dns:open_resolver https://net.nthu.edu.tw/netsys/dns:open_resolver

r TOTOUIHE Wrekess B ,1
€ - o8 ] -

|

TOTO [HILL The Smartest Metwork Desices

Madel ma i Puppy il

ReRTE
REHE
UL
P HEFNRTHEE

i Choose Fie | Mo Rie chosen
MAY EREER
i T

o e Pt Cererka acig e i b © Mok ——|

Edn [de Jasch  Yew Egcodeg Lenguegs ity M lon Wndow | L]
a R = o m % ox = 18 Fi| & E -
— oty b ]

Fliarad 1001 bie vt T e a6 Coli Seli@l | [0+ WTF-8 o BORA 1)
TOTOUNHE Wirekis Ragt: = =l
= o 10.1.8.1 o =

TOTO [HILL The Smartest Metwork Desices

Madel ma i Puppy il

RRT
= H
FEHE WHRE
L L
E LT HENRTEELEEE
HAT TECH
il T

N R
REERINA
(i

=l R

L]

& profie ) b = B e gl prerdoocy m

https://net.nthu.edu.tw/netsys/ Printed on 2026/02/08 02:55


https://net.nthu.edu.tw/netsys/_detail/dns:totolink_ipuppy_1.png?id=dns%3Aopen_resolver
https://net.nthu.edu.tw/netsys/_detail/dns:totolink_ipuppy_2.png?id=dns%3Aopen_resolver
https://net.nthu.edu.tw/netsys/_detail/dns:totolink_ipuppy_3.png?id=dns%3Aopen_resolver

2026/02/08 02:55 15/17 Open DNS resolver 0 0 O

TOTO [HILL The Smartest Metwork Desices

Madel ma i Puppy il

RN

FEHE = RN

i

P HENETAESZTN
oo Fie | profie b
N ERINE

The page at 10111 says
TOTO (ML) ERRTTAC AR Y The Smartest Metwork Dessices
Madel na iPuppy il e
RMRE
FRUE = WfaR
LA
R HENRTAECEEE
Choomse File | profie tin

1) ENEER
R il i

.

NEEN

FRIFR
NEER
EAEWENE
Erie

& pohiedlbn ) ¥ Ghow ol doemlak. ¥

ZyXEL OO OO

e (N[0 ZyXELNBG334W O O OO OOODOOO openDNSresolver0 000 ODOOO0OOODOO
O0D000D00000DO0O0ODO ((2013/09/25)0

00000 - https://net.nthu.edu.tw/netsys/


https://net.nthu.edu.tw/netsys/_detail/dns:totolink_ipuppy_4.png?id=dns%3Aopen_resolver
https://net.nthu.edu.tw/netsys/_detail/dns:totolink_ipuppy_5.png?id=dns%3Aopen_resolver

Last update: 2019/10/17 14:58 dns:open_resolver https://net.nthu.edu.tw/netsys/dns:open_resolver

ZyXEL

» W = RN = NS

- i - e

PR
Lt ]
Elohee )
R AR

Singhe 1P IP Aange Metmask

Simpghs 1P IP Aanga Netmask

e

ooon

e [1 0 Caching recursive DNS server (140.114.63.1) 0000000000000 0OOO IPOODO
01401146310 000000000 googlecomO OO OO OOOO

# dig ©@140.114.63.1 google.com

; <<>> DiG 9.3.6-P1 <<>> @140.114.63.1 google.com

; (1 server found)

;5 global options: printcmd

;; connection timed out; no servers could be reached

e JO00UDOO IPQODOODODODOO

# dig @140.114.63.1 google.com

; <<>> DiG 9.3.6-P1 <<>> @140.114.63.1 google.com

; (1 server found)

;5 global options: printcmd

;;» Got answer:

;+ ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 741

;5 flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 4, ADDITIONAL: 4

;3 QUESTION SECTION:
;google.com. IN A

;5 ANSWER SECTION:
google.com. 116 IN A 173.194.72.101
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google.
google.
google.
google.
google.

;3 AUTHORITY SECTION:
google.
google.
google.
google.

;; ADDITIONAL SECTION:
nsl.google.
ns2.google.
ns3.google.
ns4.google.

;7 Query time: 35 msec
;3 SERVER: 140.114.63.1#53(140.114.63.1)

com.
com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

116
116
116
116
116

156701
156701
156701
156701

156702
156702
156703
156702

IN
IN
IN
IN
IN

IN
IN
IN
IN

IN
IN
IN
IN

;3 WHEN: Wed Apr 17 14:54:15 2013

;3 MSG SIZE

rcvd: 260

ooy

From:

DNS SURVEY: OPEN RESOLVERS
0000000 Openresolver000
l. 00O0OoOwoipOOd

> > > > >

NS
NS

> > > >

173.
173.
173.
173.
173.

ns4
nsl
ns2
ns3

216.
216.
216.
216.

194.72.
194.72.
194.72.
194.72.
194.72.

.google.
.google.
.google.
.google.

239.32.
239.34.
239.36.
239.38.

2. Open DNS Resolver Project|0 0 ClassC (DO OOODOOO)

Open DNS Resolver Project

o DNSOODODODODODDODODO(BIND, Microsoft)

OODNSOODOOO
DNS amplification attack
EIO0OODNSOODODOOO, TANET2013 000000000
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