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Check open dns resolver for the target IP 140.114.xX.XX
Time: Wed Sep 11 09:10:11 2013

check open resolver: 140.114.xXx.XxXx

DIG:

DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.xx.xx -t A isc.org
DIG: ; (1 server found)

DIG: ;; global options: +cmd

DIG: ;; Got answer:

DIG: ;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13648
DIG: ;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4,
ADDITIONAL: 2

DIG:

DIG: ;; QUESTION SECTION:

DIG: ;isc.org. IN A

DIG:

DIG: ;; ANSWER SECTION:

DIG: isc.org. 60 IN A 149.20.64.69

DIG:

DIG: ;; AUTHORITY SECTION:

DIG: isc.org. 1814 IN NS sfba.sns-pb.isc.org.
DIG: isc.org. 1814 IN NS ns.isc.afilias-nst.info.
DIG: isc.org. 1814 IN NS ams.sns-pb.isc.org.
DIG: isc.org. 1814 IN NS ord.sns-pb.isc.org.
DIG:

DIG: ;; ADDITIONAL SECTION:

DIG: ns.isc.afilias-nst.info. 54300 IN A 199.254.63.254
DIG: ns.isc.afilias-nst.info. 54300 IN AAAA 2001:500:2c::254

DIG:

DIG: ;; Query time: 402 msec

DIG: ;; SERVER: 140.114.xx.xx#53(140.114.xx.XX)
DIG: ;; WHEN: Wed Sep 11 09:10:11 2013

DIG: ;; MSG SIZE rcvd: 184

DIG:

CHECK : Is 140.114.xx.xx an open resolver?

ANSWER: YES for 140.114.xX.XxX

REASON: IP 140.114.xx.xx should not reply the DNS request which
does not belong to its authorized zone.

e J0J0D00DOUDOODOOD open DNS resolver 00
1.DNSOO0O0DO0O0OD0O0D000oooooooooooo

Check open dns resolver for the target IP 140.114.63.1
Time: Wed Sep 11 09:26:32 2013

check open resolver: 140.114.63.1
DIG:
DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.63.1 -t A isc.org
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DIG: ;
DIG: ;;
DIG: ;;

CHECK :
ANSWER:
REASON:
turn it

(1 server found)
global options: +cmd
connection timed out; no servers could be reached

Is 140.114.63.1 an open resolver?

NO for 140.114.63.1

Cannot reach 140.114.63.1. If its power is off, please
on and check again.

2. 000000 (recursive query)

Check open dns resolver for the target IP 140.114.63.10
Time: Wed Sep 11 09:27:47 2013

check open resolver: 140.114.63.10

DIG:

DIG: ; <<>> DiG 9.6-ESV-R7-P2 <<>> @140.114.63.10 -t A isc.org

DIG: ;

DIG: ;;
DIG: ;;
DIG: ;;
DIG: ;;

(1 server found)

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: REFUSED, id: 7118
flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: O,

ADDITIONAL: ©

DIG: ;; WARNING: recursion requested but not available
DIG:
DIG: ;; QUESTION SECTION:
DIG: ;isc.org. IN A
DIG:
DIG: ;; Query time: 2 msec
DIG: ;; SERVER: 140.114.63.10#53(140.114.63.10)
DIG: ;; WHEN: Wed Sep 11 09:27:47 2013
DIG: ;; MSG SIZE rcvd: 25
DIG:
CHECK : Is 140.114.63.10 an open resolver?
ANSWER: NO for 140.114.63.10
REASON: Recursion requested but not available
00O OO
DNSO 0O O
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2. Caching recursive DNS [0 0 0 0 0 0 domain name [0 Authoritative DNS OO OO O OO0
D000 IiPO0O0O0O0O0OOOOOOO POO0O0OOO0OOOOOOOOO
1. Cachingrecursive DNS O OO OO0 00000 ODOOODOIPOO@OOOOODOO IPO
Hoooooobhoooooooo
1. 000000000000 0000000O0 DNSOOOODOOIWPOO(DNSOOO
0 O port UDP/53)(]
2. 0DNSOOOOOO[OBINDOO ACL (access control list) DO OO QO IPO OO
OOBIND OODO acl O allow-queryD0 OO0 0D O[

acl nthu-nets { 140.114.0.0/16; 127.0.0.1/32; };
options {
/OO00oo..)

// Recursive Name Server

allow-query { nthu-nets; };

};

2. Authoritative DNS OO O OO DNSOOOODOOQOBINDQOD OO OOOODOOOO
O (recursive query)J O OBIND O OO recursionnod0 000000

options {

/OD000..)
// Authoritative-only Name Server
recursion no;
allow-query-cache { none; };
allow-query { any; };

BIND

A.O0OOOIIPOO

00 Caching recursive DNS 00 0 00O ACL (access control list) 0O OO OO0 IPODOOOOODO
OOBIND O OO acl O allow-queryD D00 O0O0O named.confO0 0000

acl nthu-nets { 140.114.0.0/16; 127.0.0.1/32; };
options {
/Ooooa..)
// Recursive Name Server
allow-query { nthu-nets; };
Jr 2

B.OOOODOOODO

0 O Authoritative DNS O 0000000000 OO0 (recursive query)D O OBIND OO O
recursionnod 000000 named.confO0 0000

options {
/Ooooa..)
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// Authoritative-only Name Server
recursion no;
allow-query-cache { none; };
allow-query { any; };
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e [1 0 Caching recursive DNS server (140.114.63.1) 0000000000000 0OOO IPOODO
01401146310 000000000 googlecomO OO OO OOOO

# dig ©@140.114.63.1 google.com

; <<>> DiG 9.3.6-P1 <<>> @140.114.63.1 google.com

; (1 server found)

;5 global options: printcmd

;; connection timed out; no servers could be reached

e JO00UDOO IPQODOODODODOO

# dig @140.114.63.1 google.com

; <<>> DiG 9.3.6-P1 <<>> @140.114.63.1 google.com

; (1 server found)

;5 global options: printcmd

;;» Got answer:

;+ ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 741

;5 flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 4, ADDITIONAL: 4

;3 QUESTION SECTION:
;google.com. IN A

;5 ANSWER SECTION:
google.com. 116 IN A 173.194.72.101
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google.
google.
google.
google.
google.

;3 AUTHORITY SECTION:
google.
google.
google.
google.

;; ADDITIONAL SECTION:
nsl.google.
ns2.google.
ns3.google.
ns4.google.

;7 Query time: 35 msec
;3 SERVER: 140.114.63.1#53(140.114.63.1)

com.
com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

116
116
116
116
116

156701
156701
156701
156701

156702
156702
156703
156702

IN
IN
IN
IN
IN

IN
IN
IN
IN

IN
IN
IN
IN

;3 WHEN: Wed Apr 17 14:54:15 2013

;3 MSG SIZE

rcvd: 260

ooy

From:

DNS SURVEY: OPEN RESOLVERS
0000000 Openresolver000
l. 00O0OoOwoipOOd

> > > > >

NS
NS

> > > >

173.
173.
173.
173.
173.

ns4
nsl
ns2
ns3

216.
216.
216.
216.

194.72.
194.72.
194.72.
194.72.
194.72.

.google.
.google.
.google.
.google.

239.32.
239.34.
239.36.
239.38.

2. Open DNS Resolver Project|0 0 ClassC (DO OOODOOO)

Open DNS Resolver Project

o DNSOODODODODODDODODO(BIND, Microsoft)

OODNSOODOOO
DNS amplification attack
EIO0OODNSOODODOOO, TANET2013 000000000
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