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jif MBSA Setup

Welcome to the Microsoft Baseline Security Analyzer { l
Yersion 2.1 i

Microsoft Baseline Security Analyzer Setup

It iz strongly recommended that you exit all Windows programs befare running this setup program.
Click Cancel to quit the setup program, then cloze any programs you hawve running. Click Mest to
continue the installation,

WoRMIMNG: This program iz protected by copyright law and intermational treaties. Unauthorized
reproduction or distribution of thiz progrann, ar any portion of it, may result in severe civil and
criminal penalties, and will be prozecuted to the maximunn extent pozsible under law. Copyright
2002-2007 Microzoft Corparation. All rights reserved.

| Heut > | [ LCancel

s-:g ;J& ”Next” o

{5 MESA Setup

License Agreement
l 5

You must agree with the licenze agreement below to proceed.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT BASELINE SECURITY ANALYZER
TOOL, VERSION 2.1

These license terms are an agreement betweesn Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them. They
apply to the software named above, which includes the media on which you
received it, if any. The terms also apply to any Microsoft

W

(31 accept the license agreement

(1| do not accept the license agreement

[ < Back ” Mext > l [ LCancel ]

2135 1 accept the license agreement”{s » % % ”Next” -
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jif MBSA Setup

Destination Felder

Y
Select a folder where the application will be installed. : d

Setup will inztall the files for Microzoft Bazeline Security Analyzer in the following folder.
Toinztall into a different folder, click the Browse button, and select another folder,

You can chooze not to inztall Microzaft B azeline Security Analyzer by clicking Cancel to
exit zetup.

Destination Folder

C:4Program F...\Microzaoft Bazeline Security Analyzer 24

¢ Back ]| Heut > | [ LCancel

EH T KD &S 0 FHNext” -

{5 MESA Setup

Start Installation L I

Click Inztall to start application inztallation - d

Click Install to start application installation.

Fress Back to review vour selections.

[ ¢ Back ]| Inztall | [ LCancel ]

EF#E7Install”:e 7 % % o
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ji7 MESA Setup

ticrozoft Bazeline Security Analyzer Setup
haz completed succezsfully.
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¥ Microsoft Baseline Security Analyzer 2.1

Microsoft

Baseline Security Analyzer

Check computers for common security misconfigurations.

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2008 R2, Windows 7,
Windows® Server 2003, Windows Server 2008, Windows Vista, Windows XP or Windows 2000. Scanning computers for
security updates utilizes Windows Server Update Services. You must have administrator privileges for each computer you want to
scan.

D&‘ Scan a computer
Check a computer using its name or IP Address.

y'q Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

View existing security scan reports
View, print and copy the results from the previous scans.

rep

See Also

Microsoft Baseline Security
Analyzer Help © 2002-2009 Microsoft Corporation. Al rights reserved.

Microsoft Security Web site
@, A yexsion of MESA 1o & adeble) Chek e £0 o £ th cmiaeed page

31 174 & ¥ #7Scan a computer” » &7 AR o

¢ Microsoft Baseline Security Analyzer 2.1

Microso

€18 ¥ Baseline Security Analyzer

Which computer do you want to scan?

Erker the name of the computer or its IP address,

Computer name: (tis computer)
1P address: C )

Security report name:

D% - e (FoT %) ]

9%D% = domain, %C% = computer, %T% = date and time, %IP% = IP address
Cptians:

Check for Windows admiristrative vulnerabilties
Check for weak passwords

Check for I15 administrative yuinerabiliies
Check for 5L administrative vunerablicies

Check for sgeurity updates

[ Configure computers for Microsoft Update and scanning prerequisites
[ dvanced Update Services aptions:
Scan using gssigned Windows Server Update Services(WSLS) servers only

Stan using Microsoft Update only

Learn more shout Scaning Options

e [%]
@A e G S 5 v e s i e o s o = =

2L "Start Scan” B o & {4 4 o




Taiwan Academic Network Computer Emergency Response Team (TANet CERT)

Microsoft

ED ¥ Baseline Security Analyzer

Report Details for WORKGROUP - LABTEST-MBSA (2010-12-07 09:21:36)
f:;:;:;l:::eﬁstsze?gnuld naot complete one or more requested checks.)

Computer name: WORKGROUP\LABTEST-MESA
1P address: 192.188.1.106

Security report name: WORKGROLP - LABTEST-MBSA (2010-12-7 L4F 09-21)
scan date: 2010/12/7 7 09:21

Scanned with MBSA version: 2.1.2112.0

ion date:

Catalog synchroniz

Sort Order: | Sare (worst first) +

Security Update Scan Results

Howr o correct this

Windows Scan Results

Administrative Yulnerabilities

Score  Issue Result
I secuity Computer has an older version of the clint and seeuricy databass demands  newer version, Current version is and minmum required version is
Updates 5.8.0.2678.

Score  Issue Result
@ Adtomatic The Automatic Updates Feature is disabled on this computer.
Updates Whak was scanned How ko correct this
@  complete Ko incomplete software update installations were Found,
Updates What was scanned

Qm new version of MBSA is availablel Click hiers to go to the download page

Bl

R
< Prinkt this report Capy to dipboard B Frevious security report Mext security report ()

IRy
) @d«

B AR o dodEL N F GRS 7
{5 & 2. ”How to correct this” 7 3| 4p B 2t 4 o

£¢ Microsoft Baseline Security Analyzer 2.1

Microsoft

m ¥ Baseline Security Analyzer

Windows Scan Results

Administrative Yulnerabilities
Score  Issue Result
L] Automatic The Automatic Updates Feature is disabled on this computer.
Updates Whak was scanned How ko correct this
Incomplete Ko incomplete software update installations were found,
Updates What was scanned
Windows Windows Firewal is enabled and has exceptions configured, Windows Firewall is enabled on all network connections,
Firewsall What was scanned  Result details  How ko correct this

Local Accourt o user accounts have simple passwords,
Password Test  what was scarned  Result detalls
File System &l hard drives (2) are using the NTFS Fle system,
What was scanned  Result details
Guest Account  The Guest account is disabled on this computer,
Wihat was scanned
Restrict Computer is properly restricting anonymous access.
Anonymous What was scanned
Administrators o more than 2 Administrators were found on this computer
What was scanned  Result details

| ¢ ¢ &8 ¢ & @ @

Autalogan This check was shipped because the computer i nak jained ta & damain.
What was scanned

= Password This check was shipped because the computer is nak jained ta @ damain.
Expiration What was scanned

Additional System Information

Score  Issue Result
@ audiing This check was skiooed because the comouter is nat ioined to & domain,

@m news version of MESA is available! Click here to go to the download page

|3

S Brink this report

Copy ta clipboard Previous security report Mext security report

Administrative Vulnerabilities 45 % % -

10
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¢ Microsoft Baseline Security Analyzer 2.1

Micro:

[‘?E ¥ Baseline Security Analyzer

Additional System Information

Score  Issue Result

@  Aaudiing This check was skipped because the computer is nat joined to & damain.
What was scanned How ko correct this

@  services Some pokentially unnecessary services are installed.
Whak was scannied  Resul detalls  How ko correct this

@ shares % share(s) are present on your computer,
What was scanned  Result details  How to corvect this

@  windows Computer is running Microsoft Windows 2P,

Version What was scanned

Internet Information Services (IIS) Scan Results

Score  Issue Result

= I5Status 115 is not running on this computer,

SOL Server Scan Results

Score  Issue Result

= SQL Serwer andfor MSDE s nat instzlled an this computer,

sQL
Server/MSDE
Status

Desktop Application Scan Results

Administrative Yulnerabilities

Score  Issue Result

] 1E Zones Internet Explarer zones have secure settings for all users.

@n new version of MBSA is availablel Click hiers to go to the download page

{][E3

R
< Prinkt this report By ey b clpboard B Frevious security report Mext security report ()

Additional System Information & Internet Information Services(lIS) &
Desktop Application Scan 4+ % % -

o~ A CLRP

¢ Microsoft Baseline Security Analyzer 2.1

Microsoft

¥ Baseline Security Analyzer

Tasks Check computers for common security misconfigurations.
a comput

The Microsoft Baseline Security Analyzer can check computers running Microsoft Windows Server 2008 R2, Windows 7,

Windows® Server 2003, Windows Server 2008, Windows Vista, Windows XP or Windows 2000, Scanning computers for

security updates utilizes Windows Server Update Services. You must have administrator privileges for each computer you want to

scan,

multi

View secul

3& Scan a computer
Check a computer using its name or IP Address.

.:g Scan multiple computers
Check multiple computers using a domain name or a range of IP addresses.

E View existing security scan reports
View, print and copy the results from the previous scans.

See Also

Microsoft Baseline Security
Analyzer Help © 2002-2009 Microsoft Corporation, All rights reserved.

Microsoft Security Web site

‘@ A new version of MBSA is avaiable! Click her= to go to the download page

YoF F A 5 SR %PF o ¥ L 14 o i $7°Scan multiple computer” o

11
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Microsoft

€]®] ¥ Basecline Security Analyzer

Which computers do you want to scan?

Enter the domain niame or the range of IP addvesses of the camputers.

paesa [ [ [ [ Jel JL L[ M

Security report name: (D% - o (%) I

0% = domain, %C% = computar, %T% = date and time, %IP% = IP address
Options:
Check For Windows administrative vulnerahilties
Check Far weak passwards
Check Far 115 administrative vulnerabiltiss
Check For SGL administrative vulnerabilities
Check For security Updates
[ Configure computers For Microsoft Update and scanning prerequisites
[ Advanced Update Services options:

Learn more about Scanning Cptions

Qm i T o i B e b e e e e e

i

ETTEETN | T

¥ 4#-4+”Domain name” & “IP address range”i& {7 4

i * Scan multiple computer # i p¥ > % ¥} #HHFH 7
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