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HBEAMMEE%E(19/42) -
Hit4C#xRYSample Codei {5

< <\WebBREANLZESZER5|>EHMEER NLog #1T
HiE4C#%AY Sample Code :

NLog.Logger logger = NLog.LogManager.GetCurrentClassLogger();

if (UserLogin(this.TextBoxAccount.Text, this.TextBoxPassword.Text)){
logger.Info(TextBoxAccount.Text + "SEAMIN!II");

}

else{
logger.Warn(TextBoxAccount.Text + "SEAKMII");

}
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- RRETEIRZEEFHRERFE ZOUIBRERE - KO8 2
th R 5 (Maximum Tolerable Period of Disruption,
MTPD)

- IRFBPER - ROUBREERN - AEEREBEICREHERE
Z A — EREB B1E (Recovery Time Objective, RTO)

© RO BARERMERZIGE — EREIREL (Recovery
Point Objective, RPO)
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B 2 iR R #(35/42) - o2
( OWASP Top 10 2017 vs. 2021 )

B [ B (P &) e )

Al fEBRIZEHIK Broken Access Control

A2  INZEREFIR Cryptographic Failures

A3 EARKE Injection

Ad  RELZEZFEET (NEW) Insecure Design

A5 EERE R Security Misconfiguration

A6 fEBIEsBENTTH Vulnerable and Outdated Components
A7  RRREEAEREE R R L Identification and Authentication Failures
A8 ERFEEIERISEEERRL (NEW) Software and Data Integrity Failures

A9 EXERKMEERY Security Logging and Monitoring Failures
Al10 fEABRImEESKIAE (NEW) Server-Side Request Forgery

MESE
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IHRCWESHE | RARER

Broken Access Control

Al i)

55.97% 3.81% 94.55% 47.72% 6.92

Cryptographic Failures

(MBI 2

46.44% 4.49% 79.33% 34.85% 7.29

Injection

(EARHE)

Insecure Design

(FZ 2R

Security Misconfiguration

(ZERTERB)

Vulnerable and Outdated

Components 3

(BlssiBE Rt

Identification and Authentication

Failures

(BRERFHEILN)

Software and Data Integrity

Failures

(BEEEEREEERN)

Security Logging and Monitoring

A9 Failures 4

(BZEHEREELRR)

ALD Server-Side Request Forgery
_ (AMRIEAREE) S

*CWE-540 Inclusion of Sensitive Information in Source Code

*CWE-601 URL Redirection to Untrusted Site ('Open Redirect’)

*CWE-651 Exposure of WSDL File Containing Sensitive Information 53

33 19.09% 3.37% 94.04% 47.90% 7.25

A 40 24.19% 3.00% 77.25% 42.51% 6.46

A5 20 19.84% 451% 89.58% 44.84% 8.12

Ab 27.96% 8.77% 51.78% 2247% 5.00

A7 22 14.84% 2.55% 79.51% 45.72% 740

A3 10 16.67% 2.05% 75.04% 45.35% 6.94

19.23% 6.51% 53.67% 39.97% 6.87

1 272% 2.12% 67.72% 67.72% 8.28

FHRER RAREHE | POREEE F9MERR

FIgMERE| HIRRE | FRAERCVESHE
5.93 318487 19,013
6.81 233,788 3,075
715 274,228 32078
6.78 262,407 2,691
6.56 208,387 789
5.00 30,457 0
6.50 132,195 3,897
7.94 47972 1,152
499 53,615 242
6.72 9,503 385

T DESE

Chunghwa Telecom

BB R AP E % (37/42) -

( OWASP Top 10 vs il % #iBhs EEE)
EMREE TR LHEBB OWASP Top

.
10 EiE W =

OWASP Top 102021 | RimAthiimE Rl 5
{5 [E] il
ZRECELHRTIS =T
A3 Injection (Systemand éfzfiiﬁﬂﬂiﬁiemznmgunﬂﬁﬁﬁ
SEARER Services Y. P (MIOWASP TOP 10) RE{ESHEIZHIIEHE

Cycle-Develop)

Acanisition)

FE 139 A S AR 2 S SR BISMETT IR E R IR

THREER 2R RER

BLTREStERA RS IR ERIER

BRE TER(b, #REE

MRS TR R O S Ao F ERERARNSZERBTEBRNERRG M T ERER , MEOERER AR - 0
(System and (Software, Firmware, and ey e IRREE 1
—— - a3 Information Information Intearitv) -
. Identification an . s ) g
Authentication Failures CﬁQH:ﬁ‘T;J(Access 5i§i§ﬁ\;§gunt ;.ﬁ;g%g:;;gggﬁ@gﬁﬁ;zaa IRSEERER - Wi - FF - MIBRTHAE
515338 B £ SRR HE I 553U 9 o & ’
A A MMMSRACERZBERR kst - @0RAS0ERME
Al GEBEAMBEIRR ZIEE IRSEARBAZREEL L - REEIIFR
R 1B HERE P AR TE 2 B A B B RS = o s R
PRES - AN, 4 B WG (P B el e by bR
X B A Z R ”
HANEER - e H Al A G B R - -
(identification and  Soksdentificationand gy gy gy e mmBERETRNE oo n e - BABAS3RE
o uthentication for HeH
Authentication) o s )
raanizational Users)
ﬁﬁﬁ%ﬂ(Authentlcator ERAREBEARLGR - BRBEABERT RGERRREE . BASERTIIEE
anagement)
BRE/EBCUEREBBING - RFIERASE
EREWZEREN - RHGEEFNRESEE
W e AR B S MRS ﬁP(&EEElZﬂE%ﬂmuJ: BEEXAN
EREERRER - ZOFROLIEA3RERB gAIﬁ&'EE!ﬂﬂ NBEELIOR BN ZE
ZEZEEHE - BELRO BRI RER B 2 Z5EHEE
ERIREHERT - IRRBEAETIHREBE RESERS - REBAETESBEBREE
BUESRE - ZLISHBATRFZIRMRES SRE - ELISHBAFTAHZIRREESR
50 B AL {55 FAHLES B3 2 S RSB SE LRI EA
R : . s
(it et o A B9 BEEE (Authenticator Eﬁ!ﬁ;ﬁﬁ%ﬂﬂlﬁﬂﬁﬁﬁﬂitﬁ:ﬂ,zg}\:ﬁﬁﬁ 1% AR ES (CAPTCHA) 15
L Management) ERER
Authentication) S
BB maRkRH | I NTER S SIFUIEGAC
FIEERRTIEERESNS HMRBE - 528X (Token) - 4 : [EREES - EMAIL B8 &S
— R EEBEYMER - BEEOFLEZANMME - ARfEREE
ITE S REEBh{E
HIRSE 2 4IRE SN AHEFEL 2 EEERE (MFA) il
IR BB (B3 - IP - OTP%)
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M\ : Web App (HTTPS) - Database (Encryption
Connections) * FTP (SFTP) - Remote Maintenance (SSH -+ Secure
RDP) -

CERRNEELRENEHFENNZE/EEERE

® {FASSL3.0-TLS1.0 -TLS1.1 ERLEZNEHE -

@ {FFH RC2 - RC4 - DES - 3DES - SHA - MD5 AL EH&E
BiTERA

namp --script ssl-enum-ciphers -p

B I e DESE
BRRE ﬁ@%%ﬁﬁﬁ%%é%ﬁéﬁﬁ%(VlD 55 = Chunghwa Telecom
=ﬁ—' Y -5 el :
BiRAMMBEERE(39/42) -
Ee |
e a5 B 15
5 S ==tz A 1o = = 4 ra EIE ESN 7
< BEBEBRYAELRENEHHFERINZE/ME2EREEFAIABER |
EURHTTPS
PORT STATE SERﬁE REASON TLSv1.2:
e e - d‘r’h;rz::we ECOSA_WITH_AES_128_GCM_SHA256 ( 256r1) - A
ssl-enum-ciphers: Ls_ 4 _WITH_AES_128_GCM secp256rl) -
| _TLSvl.l: ? “emim"ll d lgh TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (secp256rl) - A
ciphers: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (secp256r1) - A
. TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (secp256rl) - A
R:::Emg:gggzﬁ:am:ﬁgzig:ggg:ss:ﬁ g:zzgzg:}; . : TLS_ECOHE_RSA_WITH_AES_128_GCH_SHA256 (secp256r1) - A

RSA_WITH_AES_128_CBC

TLS_ECOHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A TLS_ECOHE_RSA_WITH AES_256_GCH_SHA384 (secp236rl) - A

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

TLS_ECOHE “SHA (secp256r1) - A
TLS_ECOHE_RSA_WITH_AES_256_CBC_SHA (secp256r1) - A
TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A

= TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (secp256r1) - C TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (secp256r1) - C TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C [TCS_ECORE_ECUSA_WITH_3DES_EDE_CBC_SHA (5ecp256r]) = T |
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (secp256rl) - C TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (secp256r1) - C
TLS_ECDHE_RSA_WITH_RC4_128_SHA (secp256rl) - C TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C
TLS_RSA_WITH_RC4_128_SHA (rsa 2048) - C TLS_ECOHE_ECDSA_WITH_RC4_128_SHA (secp256rl) - C
TLS RSA WITH RC4 128 MDS (rsa 2048) - C / TLS_ECDHE_RSA_WITH_RC4_128_SHA (secp256rl) - C
compressors : L4 TLS_RSA_WITH_RC4_128_SHA (rsa 2048) - C
NULL / TLS_RSA_WITH_RC4_128_MDS (rsa 2048) - C
cipher preference: server compressors:
-l m73DES X RC4E ci::uh:t preference: server
64-bit block cipher 3DES vulnerab , .
Broken cipher RC4 is deprecated b, MDSSREE - RSk e

64-bit block cipher 3DES vulnerable to SWEET32 attack
Broken cipher RC4 is deprecated by RFC 7465
Ciphersuite uses MDS for message integrity

Ciphersuite uses MD5 for message integrity
Weak certificate signature: SHA1

EUESCE

_ least strength: C
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B RE B 15-5 B b RE 1 il
AEENEETR  DUSHIKRBEESLELSEREREMN

oo =
)#A R.

EREENBREREERE
BEFE WEEBL2AEN - BEAEERWETER -
BEEERRNENAANSEERBREL -

TEUMERIMNERZBEZERY  AUTRENERIUBARES - T ERAESESR
BEETH  EHRABRERERELERNERZESEN  ERREREYRKTE NHER
Hit iR EnE - HEERETET BRFEEELF MNE -

BEZATELEN  e2BREX HIEEEEREALREES
BHiR EASRERABIHEAN

| Ele Directories Log Help Language

| Quick Ad: | |E] B
Direck;ry Y | Events Description  Types Exclude Patterns  Include Patterns

|V DiWebSite  NewFiles, Modifications, Deletions, Renames ~ 36&WebBi§R DirectoriesandFiles “tmp
oSz 1

B ER |

! »

1 [Mew (182001 92702 AM): DIV BRI
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