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The threat actor reels in the catch of the day when an
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asp link or
A tta threat actor can then feast on
A tion, credentials, or the ability to
com rom endpoint via malware disgui
F THE DAY @i
Asingle bite can lead to successful exploitation.
Threat actors set multiple hooks to i 5 H

I rs 0 Increa:
their chance of success and then wait for a ol 7 of all attached files or links containing malware were
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PhlshTank Qut of the Net, into the Tank
Verify A Phish Phish Sear FA

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

http:// |[Isita phish?
Recent Submissions
You can help! Sign in or register (free! fast!) to verify these suspected phishes.
i URL Submitted by
5841959 https://shi tk m/spark.co.nz/X... 50247
5841954 https://argonaut-jp.com/ PhishReporter
5841053 https://servise-bergmann.com/customer_center/custo... PhishReporter
5841950 ‘hitp://liiv.nl/de/ buaya ¢
5841949 ps:/ liers. 00! om/tmp.Boa/e... EddieMunster
5841948 https://secur ry-page.gq/?Fi .com=Re... leofelix
5841946 https://secure.runescape.comg-c.pw/m=weblogin/a=13.. kingpking
5841945 https://www.service-client100.ga/onlinesupport/sig.. PhishReporter

Submnss:on #5454288 is curren’dy ONLINE

10:4
http://investug.com/z/updateY!.html

gmgnr__ggggrinvenfymnssubmmon

mission needs more votes to be confirmed or denied.

Screenshobofaits | View siteinframe  View technical detalls  View site in new window

YAHOO’ Q) Yahoo! | Help

YAHOO! MAIL

Fast. Easy. Anywhere.

keep me signed in

Ref: https://zh.wikipedia.org/wiki/PhishTank
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‘. Verified: Is a phish
As verified by SirSpamalot pch leofelix SloFrog

 PayPal, Inc. [US] | www.paypal.com | Log in to your PayPal account

Is a phish R
Is NOT a phish 0%

Screenshot of site View site in frame View technical details View site in new window oI

. PayPal

‘ P pPayPal

‘ Email

Having trouble logging in?

Or

Sign Up Forgot your email or password?
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Wallace Dickson <DicksonWallace03@bigpond.net.au>
FW: Payment Details - [148901]

Bl )2 w0 Q0¥ ®B =
HLIEE 3Q
- You was attacked by ransomware
Al d ts, photos, datab nd other i rtant files h . " — . o
e e hea::nle:d_ o lileos sehs 1 are experiencing difficulties with
LT EE BRI The only way to decrypt your files is to receive the decryption program. ‘he matter and stop the recovery
For details talk with support in chat.
BENREEE
| BT -
T
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om ERO)| BN SEH WE 0N W
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Result
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- SRNHNBEHESHEET
* Urgent, Request, Important, Payment, Atten M o
. BB EWE RN RE R @, =
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B® Microsoft . ) "/ A Linked [} R
amazon  Rakuten | I I
ol 100 1% 11 L T AT
GO gle . PayPal CHASE ‘-! 'EueI'/SI Wed Thu2/2 Fi2/3 Sat2/4 SUnm: Mon 2/6

| Still quarantined W Removed by rule Removed by reviewer
B Released by rule M Released by reviewer/recipient

Ref: Must Know Email Phishing Statistics in 2023 | Trustifi
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Unsurprisingly, Apple customers are the most
common phishing target

Ben Lovejoy - Apr. 14th 2020 5:17 am PT W :

Given the demographic of Apple customers, it's no surprise to learn that they are the most common
phishing target

A new security report found that a full 10% of all phishing attempts were trying to get hold of Apple 1D
credentials, ahead of Netflix at 9% and a surprising third choice ...

Check Point Research’s Q1 2020 Brand Phishing Report found that Yahoo took third place. Ap p Ie I D

l The top brands are ranked by their overall appearance in brand phishing attempts:

Manage your Apple account.

1. Apple (related to 10% of all brand phishing attempts globally) 2. Netflix (9%) 3. Yahoo (6%)
4. WhatsApp (6%) 5. PayPal (5%) 6. Chase (5%) 7. Facebook (3%) 8. Microsoft (3%) 9. eBay
(3%) 10. Amazon (1%)

The firm said that although most phishing attacks were emails directing to a fake website, the use of
fraudulent apps is growing.

In a brand phishing attack, criminals try to imitate the official website of a well-known brand @ Remember me

by using a similar domain name or URL and web-page design to the genuine site. The link to
the fake website can be sent to targeted individuals by email or text message, a user can be
redirected during web browsing, or it may be triggered from & fraudulent mobile application.
The fake website often contains a form intended to steal users’ credentials, payment details
or other personal information [..]

Web phishing was the most prominent at 59%, followed by mobile phishing as the second
most attacked platform compared to Q4 of 2019, where it ranked third [.]

The most likely industry to be targeted by brand phishing was technology, followed by
banking and then media. This illustrates a broad spread of some of the best-known and most
used consumer sectors, particularly during the coronavirus pandemic and associated
quarantine, whereby individuals are grappling with remaote working technology, potential
changes to finances, and an uplift in home entertainment services such as streaming.

Apple is the most commmon phishing target due to the high value of Apple IDs on the dark web. A report
back in 2018 found that they sold for a higher price than any other non-financial credentials. Ref: https//9t05mac com/2020/04/14/most-common-phishing-target/
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KEFZEFIBBIE Netflix £ Disney+
ﬁlﬁﬁﬁﬂlﬁﬁﬁﬂﬂﬁ

: : : i 2020-04-22 r I
Entertainment g5 8 /NErRl & 343

#§%8 - Michael Chu

RSk Nefflix A/ARE 2020 F5—F » 2HKARREEBIE 1577 BA » 2HHERRAE—FHI1EAIHKE
1.8 fEA - BEBIBATEEMEZS -

AMEFERERARNE - THEZEEDTE—R, » &F Netfix 7 Disney+ F » BB HEMNER L BE
WERES 700 BRESATH » #EEESNEZESHRTE 0B EHEERE > EEAESE
ERMEEERERANESE > LENBAGSREREERNE

Mimecast #8E8IEIEER Carl Wearn 5 . OJEEEEEBIEEN > EfNE REXARMIERERE - SL&E5F
HEnEERBEMEETRERS I ZE2MACHNAR » BRNEEENEE » SiEHS - IMEMEAEE &
EEAEMHAER 0

Mimecast’s Brand Exploit Protect finds 700 fake Netflix pages in single week via @guardiannews https://t.co
/Xod4YsTpOMw pic.twitter com/v8L30y6chG

— Mimecast (@Mimecast) April 20, 2020

ST AEERAREA Netflix & Disney+ SR RTFSFREEZMEE - BREABEE - REEZ5 - 57
PR HMMEEIEHE

1. {Star Wars) YMEEIE {The Mandalorian 2) F _=EY=EEES EXEHK

2. 2EEK - HS7E Kobe Bryant A 2#ER4ES A EERED

Ref: https://hypebeast.com/zh/2020/4/hackers-creating-fake-netflix-disney-plus-pages
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408 Office

2E R ZoomRMEREAER - LURIRIEFE AOWASOffice 3651R%

X/ #hiftiE | 2021-03-25 B3 M AiThome) 4 &

HERAFEHFREAS -

HEEIAEESE -

B2= LRI BEGoogle App EngineTE AR & 24 X PR IEH -
B A 8iB40E 890ffice 365K 0utlook Web Access (OWA)E AEREBIEIE -

BRI RIBIE

ERHNEZEWMC Global# 3R Compact Campaigns) S I 2/ —
HABESERNZoomBHIERBHEES

7B o

B - REFL2BRBHFEEHE
- EREV A B AOWAS Office 3651R% -

S - HNRE
EREBA0ZEERE

Compact Campaign S 2RE 2B BAHRZANS FMERBEZNEERZEEH - MATHE RIFREIE -
EF AN ERBEEE B LSendGridBE - A% 7 Amazon SES (Simple Email Service) - SE—B X
EMailgunE K - BURZEER/ERORENE - WEBEEBERAppspot.com@HRAEHRBHKEER
I AEAIURL - Appspot.comZGoogle App Enginef #8155 - BEERASEHE - B SNRIGIREMAE
EEREHNBEEE -

& aiDefender for Office 365EATRAIERME - BRMERIEY - ERNSTHREEN HREZANBEHTEIR
S AILMEGRFERERENMGHTEEERA - R ASASNRATEENRSHREMA -

Fle Message Help @ Tellm ¢ to do

You received a video conferencing invitation. Tuesday, 02 February 2021
Zoam <noreply@|

° narsply= & behalf of Zoam <ik
() 1 tates are DroDlems men Now IS Message is QISDIRA, Chek Pére 10 view £ 10 @ web browse

v | 52 Makunieas 8- P~ L fnd | Q Zoom | ee
®

w] A filewas shared with you

o € Reoly

[ oo ot cten g cms o
] Office 365

A file was shared with you

The following file(s) has been successfully scanned against virus/spam cd

This file is in PDF format, show preview.

Ref: https://www.ithome.com.tw/news/143441
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Email Victim Calls Malicious Actor Directs FAQ Page Victim Bazaloader
BRNBEESNEEES  ABRTIREEUEE  FRRETAGASIERNTGEE  SaRSREEEEREE A - N
TEHEEERN Document
L/ MAE | 2021-05-28 #3

MM AiThome#s £ El

T TR Tour Fee perod WETLINIESSREIIE © Q903 16 Be Forminales 95n, Loniy Far ) s deedeq 1. bl e
T o <@

AREZEZHETRANERRENREN  TROZRDMBY  DIAAHNRBEEGABERE - £2HE
ProofpointB3 IR AR BHKE SESERERPOLFEAPTHERNE -

Subscribtion

HRARKE 357 — RIS H A B HBazaloaderth & PIRT - HATRIN202054H B RERT et
Bazaloader - fTrickbot/k B2 AR MEE - BAIHAER KD AR FHRyuk - Contisgh R#xat -

vour subscription.
od.

SE2AH - Bazaloader2EMNBEHEM - EXAEFHAKR - HERE - MEFN —ROBBEHERBEASR
L ERERTEBravoMovies - SHAF2BAANKRECKIE  BRRKCHERAFKE - E4hEH - ARUR
ARASJ B - FELAZBAFRRIN EEEESRAS - BHS SR P OECH - ELIRENASME B I AR -

RNERER - EN—RPVAREG—% - ABREBLNERRMFEENFR - BREAINE - BEMARZRBazaCall
MFE - SIERFPEBRE FFAQERBREMS ELE - ERFHERAERTLE - "ERAR, E5IERP
BIEAL: "HUHRIRE . FE—fEExcelt® (T E ) - BEEESEESE - —&RRL - S8 N EBasaloader -

TlIlL START FIIST 30 DAYS. _

Ref:
1. https://lwww.ithome.com.tw/news/144691
2. https://www.proofpoint.com/us/blog/threat-insight/bazaflix-bazaloader-fakes-movie-streaming-service
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") AW: Monthly Statement Payment (Urgent) - Mozilla Thunderbird == s

i WI M H ’.‘:‘ ~ . g I EE From Ace Department (Vietnam) <ace@athvn> 1y € Reply | Reply All|~ |~ Forward | More ¥
E_ E I ~ i F3%% $ Ubject AW: Monthly Statement Payment {Urgent) 5/10/2021, 538 PM

To o@roocoocoor iy

Hello Dear,

5

Good Morning!

Kindly see below attached invoice to resolve payment issues as it still shows as unpaid on our system.
1 hope I have been sending to the right person but if not, kindly forward to the right body or send me contact details of whom this

should be forwarded to.

Awaiting your prompt reply,

(Singtel ) Z S Trustwave »

EREXWIM (Windows Image Format ) » RIGAMFEENER  BlH2020E T2

Sincerely / Best Regards,

EAWindowsk:4
NGUYEN THI KIM KIEU (Ms.) (Acc department)

EgiizAgent Tesla
ALPHA TRANS CO,, LTD (ATL)

7 Hoang Viet St, Ward 4, Tan Binh Dist., HCM City, Vietnam

Mobil 05048887 | Fax: +848

71 | Web : wi, nt Mail: acc@atlvn

Tool for Window

for_part_shipped(Feh 19.

o
g
N

o
dE

i

Alphatrans% &

D7AEA1<#HIGI
AADF11 < /LOWE

HTTP - SMTP : BIRFTPZ EETelegram - M& C
HIGHPAR
43 » 1 E3SophosTE S 422 158 Agent TeslaZ24f - E34RFMEHHEEAER - C LRoTHOD

Ref: https://www.ithome.com.tw/news/145336
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User email 1D

MENEE B2020F7HABLER - BH—FNNREHRE  NESERHERS FEEERTAHTMUESR - KB

Office 3651R% - B TRBE4IHERANER - REEARRANEBHEESEE - Y ETHE37ARERNNFE
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Spear phishing Xis.Html/xsIx.HtML
email attachment

X/ B | 2021-08-13 #3% ZMMNAThome#H £ E

HEESTRENAIFBEIHE  MEEERIESVNRBR VP RNVEREL  RREERTE - flH0 - KK
BAEAE (1SO -~ IMG) - EEEZWindowsBEERET (WIM ) & - BEEEBIURBIBEHELRANS - /&
FREEPHNAS - BIWEASHNEERS -

Segment 3

E—®

Display blurred
document
background

ZIREMExcelEE

JavaScript 1

EROtAREERERE EA-MTGUERHRENMNTEREE  RRESFYESENIE - BRERF

Segment 2

RETENBIT

Logo

Logo of user's
organization

Segment 4

—_ ®

Load fake login page

E—©®

JavaScript2  Send creds to phishing kit

. @

Load fake incorrect creds

page

ATV RMHEERERN  MEREARIRERREHERER -

SITMBIERE—ERTHTMUERN S SIA e  REZUFERERRF - EHNEEHIEREOffice 36589

IRE - EENEBITEHE2020E7RER - RYPEL—F - MEPERFEAMARE - B EEHZEHBase64

ASCII - HrEaS - ISHTMLEXIBES - RREHGEEAAREATNER - ME - HBEEER12
B (FHER37X) - BEHE - GERBRERNA  EEEENSBHNT+EHREEER -

WREHRHTMLEENBHNAS - FR4EEHEEE

ERSBENE  WHFEFEHTMUERNENE - WESHSRBARNFRISETES  MEAUEEAEENE
RER - RIFB2E3EHET - MBIED - RHTMLUERNSHIIERE - AR OED R4EEHE -

Unicode - E

Ref: https://www.ithome.com.tw/news/146181




9 £ 48 05 A1 FH CAPTCH A f& il 57738 {5381

REHINERREIIEHER, EikiRFEEESE)

B AL EIIRFFCAPTCHA

HERBBE—RRBSERETY TERENERNALER  ARERI[ERENRE  ATREERBENENER

EEEA  HEEEES TCAPTCHAER SR AEE
Xt/ BlE | 2021-08-31 8%
EEOANEFAERLY  BIANBEHEBEEARSEANCAPTCHARS) . SESEZTRARAS
MR IERZREGreathonI&at + ERAGoogle MeetflGoogle DoubleClickE T E » EFERIIEMAIRHE
RUBFE  HASAHE  MSBBEMGELETHEANSRBAEL -

ENRBOERNRBFUBRTHED  FARKEIIEUNFE - CESFER  BERTOREH EZE
BEENSHEREEE  BLBHASEREAE («TLD)  EZNSZEREER  LIRUBREREE - HE8
HEMEEE (DGA ) FREENSEEE - HRER  EVFE3S0EEEEERARLRBETE  HEARR
= BERBT @R TR BSRERAMRERETH -

HRMELEBANEARE T - TESEWEAERARE
BHRERHEFRENNABHEBLLENN ? RIEY . SENSEFERSEENLERS  FELEA
BT LSS rmrEsa
BT EANZENS  CEOSREANERSSH  LEFBNEEEE 2208 - BE  LEREK
A RUPRERS HECTIROES - ERENERATENARNERER . SEEPENELEs
ERFBE -

EEER =anAmhomen=E  [TEER

EBEEHNEE BT AEEHRIEERB2HZoom Meetingtl 8 L &% - SIZ2EREEERHEN
% MEREEEDURE .

—BWEABMUAR  BECHENES  MEEMRKRS I BINRINGEYN - EATNSEHENELEEAY
HERARNRE ? HEEL - RERERBBREERTHISENURL - BN EEREHESZAENE
HEE BN E2EREMERNSR  EASSIEIINRENEAL - BRENRERNEIEERROAESR
8 BHITABRBEENHEFERURLIEFHY -

& _. ® & @@

Attackers send Users are enticed Phishing page Fake error message Credential

phishing emails to click open displays reCAPTCHA O compromise
redirect links verification

D I'm not a robot E

prompts users to
enter and re-enter
passwords

3:23:23 PM - Message (HTML)

File  Message Help Q Tell me what you want to do

[@ E € Reply ¥ Create New Ev] & & Mark Unvead 5% jol A}) O\
& oo v -
Delete Archive DReply AR 2| | Mo 3. B Caegortze Translate & Read = Zoom
—> Forward i v P Foliow Up ~ * B~ | Aouw
Delete Respond Quick Steps. B Move Tags 5 Fatng Speech | Zoom ~

Zoom Meeting for at January 28, 2021, 3:23:23 PM

- € Rept % Reply All = Forward
MServer D Reply D) Reply
Thu 1/28/2021 323 PM

' . 3841 =w
You received a video coi,.

v
Click or tap to follow link.

http://t.emails. com/r/?
Team Zoom id=hddbefa2 2c89d299
92020 20 . y aeghts 1 2c89d2c4&cid=dm4134658bid=2325175
388p1=www. com@c-hixyz?
Ol
5

Click or tap to follow link.

Ref: https://www.ithome.com.tw/news/146468

)7)

y iy




BAS/NEEEMHINETETE

BN EREMBEIIINEHE, (FiEfmmiR
it, AEFLHEESER, EIRE TR
PR IREE

FEELR BALRETEHERASENRENNEEL  BENBEERFRE  UEERRUAZATNRREE
RBERE BRCEZHEERAHEELE  F=ETERERE  FARENESEARELE  HEBRISETNE
B HECRAEEESITENRRABTIATES -

ICEEER = ATromerssis

SERR  BNERZEHTERABNNREF  CEATIMCEEREERSNAS  DEIFFAENER
RTREME  BRREER S REANGEETENRNRER  SEAREHE - MITHERNS T ZAEE
A REAEHMAESTRESEERORBAANLE -

EERINE  #ERMRARRNREASINEL  BREBEREHESEUGMAIBAGERE - B4R
HRER/P ZEWEEEE  BEFSIMAFEHERTN ; AR EPASRENHERMEATNER
HER SEZNCEBZAER ERRERARE EXIEREERE - BRERNFERAE  CERE
BITEMR A RBERD -

MHBEERNNRBSES  FTERIFEEREBERINUTTRFARE  ORBTHLE  LEBER
STEMNREY . HELCIRAEE  LRBETERABNLE - 24 -

BEAT/NEEHREERENRE ARERSZEIBEER

LUAMSAIMES » #0868 » BARST » ATNEABKE—HREARECENESE  SPERZAIRE
REFREHTHEERE  DREBHNSINNERSHE  WTEK LT RERATE  SEHENSRERES
BERH « EGZAREENREE AR EEETHEREITEEEE  Fif  REREERNRRSS
HIATIRHAIRE  FEFLR S -

MERSARBEMMPLNES  EEEREESHSR - A AEHEERH T 7T HBERIENGER it
MRIERRE T BREEHFENHRBEMNETNES  FTFEXATNRKER » MASIEARSE  OOBEH
A ERERAEE -

BAERRIERRE TREE  ZESEERFTRAES  ME » HE20RBMEAKIIBEEFHRE
=

PR PR R TERCT & &2 IR T8

DARTER M TR ERE — T E P HME AT
FEMRMEI L= E e —T

B E SR TARER

—MEES SRR EEEE

TAMERK R (M PR e LR B3R S AT A AS 18T
BB R R U (B B EES 20210524)
MBS E— T EEERATENY

R ER R !

T Py (O D S 20210524).rar

2:339 wll T .
(@D
Google
UTOULI 11 XE MVAY GUUYIC
BRRENS -
BEX T 8:50

G-887774 Z1{R# Google
EREEIS -

Google EME LR {ifEH
! Gic eom B
HEA{ERE B AIRE - Big

18 : google.com/signins

Google EME IR {IES
Bpmsicom %

BHEREBARE - Bg

##18 : google.com/signins

Bwn

Fa » TH > aRSBRERASH-RRETESept0d v O

£=3

¥ SREEER RS- REEEESept09 021/0/8 FF 1025  MRES

LARMEZS B EE R EtiRS
2. FRBABEUHTEMIFERE

1:307 oll T
{ AW E A v
BAA <
[E£] wemmEEIR—Eip 2
B AN5%E 2021/05/25
2:02:25

138 —1E 1P %E:IT210.61-.22
EREACRHENEERE €
[BEAKH]

FRABLE

www (dot) N (dot)com
FARSRI ¢ 2021/05/25 22:02:25

Ref: https://www.ithome.com.tw/news/146877

)

2\




A1)

*

"

FRHE=KF% (1/2)

1. 5 ABE

&
(d

i

1Bz

HFARNETEREEANR
I FRAARY E F BBk

WNASI AR, merkm, NERFERR, hn_b1&(80)4%ET
GOOGLE. Apple. Adrnin . Faecbook. dropbox-admin

EFEMFFHEEN

SMTP iBHE, RFFEIFHEEM
M EREZRRLUSERA

;IHEE\ Z%ZEEIEE\ /flzit\ FF’T%

24




FREE=KFZE (2/2)

I\\|_.| iﬁ/i_t%%/ﬁlg'ftj
25 U A R B R o2 R v (B WA ARG 28

- HOpBELABE LN FMERAILCE KH%H%WEE%‘%EEW%
A FB5E (48 49 31t BE e e = A8 it
T ES

3. Wi
R EEIVARE—R X FMNWord(.docx)
PDF(.pdf) &K=
A FINE BR AR IE = F P B is A BE iR 1




AL /e E AR

EG

o JRARAIENREE -

« FJBAIIL : https://www.cht.xyz
s FHIERE

« FJERAIIL : https://www.cht.com.tw.fakesite.com
« NFBIFIRE:

- FIEALL ;- https://www.g00gle.com
« I ZIRE -

- FIEALL © https://www.dropbox-filex.com

~4¢
~N¢/

BiR% (1/2)




A /EERREE R (2/2)
- BIE AR T RE AU A E

 <a href="http.//www.fake.s|te/">www.facebook.Com</a>
EFE A AU B HO4RIE
Facebook - Log_In or Sign Up

https://www.facebook.com/
Create an account or log into Facebook. Connect with friends, family and other people you know. Share

wwww.fa ok.com.2ahukewirgp6mvnpeah.com

« (5 5 T B

o https://www.example.com/login.html?redir=https://www.fake.site
e https://goo.gl/wbJJxL
» https://ppt.cc/flIhXKx




’~r

§$E§ ~|\\;\%_:, ’ Kaﬁg %-

Victim-1qaz2wsx3edc & &
D RS x
victim@gxail.com EF1Bs(99%EE) Yo & f

B F4  victim@gxail.com

| am well aware yourpassword is your pass. Lets get straight to point. You may not know me and you are probably thinking why you're getting this email? Not one person has paid
me to investigate you.

actually, | installed a malware on the X videos (pornography) web site and guess what, you visited this web site to experience fun (you know what | mean). While you were
watching videos, your internet browser initiated operating as a Remote control Desktop that has a keylogger which provided me accessibility to your display screen as well as cam.
Just after that, my software obtained your entire contacts from your Messenger, Facebook, as well as e-mail . After that | created a double-screen video. 1st part shows the video
you were viewing (you have a nice taste :)), and 2nd part displays the view of your cam, & it is you.

You got only 2 choices. Let us explore these types of choices in aspects:
1st solution is to just ignore this email. In this situation, | will send your actual recorded material to every one of your contacts and just consider about the awkwardness you can

get. And consequently if you are in a committed relationship, how it will affect? In the second place alternative should be to compensate me $7000. We are going to call it a
donation. Then, | most certainly will asap remove your video recording. You can keep on your life like this never happened and you will not ever hear back again from me.
You'll make the payment through Bitcoin (if you don’t know this, search "how to buy bitcoin" in Google). BTC Address: 3MVikLH1GbsvYa8bXVGScgZLXP1tVNH904
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2020 CRIME TYPES

2020 Crime Types Continued

By Victim Count —

By Victim Loss
Crime Type Victims

Crime Type
Phishing/Vishing/Smishing/Pharming 241,342
Non-Payment/Non-Delivery 108,869 || BEC/EAC $1,866,642,107
Extortion 76,741 Confidence Fraud/Romance $600,249,821
Personal Data Breach 45,330 || Investment $336,469,000
Identity Theft 43,330 Non-Payment/Non-Delivery $265,011,249
Spoofing 28,218 || !dentity Theft $219,484,699
Misrepresentation 24,276 || Spoofing $216,513,728
Confidence Fraud/Romance 23,751 || Real Estate/Rental $213,196,082
Harassment/Threats of Violence 20,604 || Personal Data Breach $194,473,055
BEC/EAC 19,369 || Tech Support $146,477,709
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Ref: https://www.ithome.com.tw/news/142114




AL R = = = & ==
BEC/TIEtI:l;: ’ ET7$§ = EX /) 12 B2
— —— -~ [l——
2021 CRIME TYPES 2021 Crime Types continued
By Victim Count By Victim Loss
Crime Type Victims Crime Type Victims Crime Type Crime Type
Phishing/Vishing/Smishing/Pharming 323,972 Government Impersonation 11,335 BEC/EAC $2,395,953,296 Lottery/Sweepstakes/Inheritance $71,289,089
Non-Payment/Non-Delivery 82,478 Advanced Fee 11,034 Investment $1,455,943,193 Extortion $60,577,741
Personal Data Breach 51,829 Overpayment 6,108 Confidence Fraud/Romance $956,039,740 Ransomware *$49,207,908
Identity Theft 51,629 Lottery/Sweepstakes/Inheritance 5,991 Personal Data Breach $517,021,289 Employment $47,231,023
Extortion 39,360 IPR/Copyright and Counterfeit 4,270 Real Estate/Rental $350,328,166 Phishing/Vishing/Smishing/Pharming ~ $44,213,707
Confidence Fraud/Romance 24,299 Ransomware 3,729 Tech Support $347,657,432 Overpayment $33,407,671
Tech Support 23,903 Crimes Against Children 2,167 Non-Payment/Non-Delivery $337,493,071 Computer Intrusion $19,603,037
Investment 20,561 Corporate Data Breach 1,287 Identity Theft $278,267,918  IPR/Copyright/Counterfeit $16,365,011
BEC/EAC 19,954 Civil Matter 1,118 Credit Card Fraud $172,998,385 Health Care Related §7,042,942
Spoofing 18,522 Denial of Service/TDoS 1,104 Corporate Data Breach $151,568,225 Malware/Scareware/Virus $5,596,889
Credit Card Fraud 16,750 Computer Intrusion 979 Government Impersonation $142,643,253 Terrorism/Threats of Violence $4,390,720
Employment 15,253 Malware/Scareware/Virus 810 Advanced Fee $98,694,137 Gambling $1,940,237
Other 12,346 Health Care Related 578 Civil Matter $85,049,939 Re-shipping $631,466
Terrorism/Threats of Violence 12,346 Re-shipping 516 Spoofing $82,169,806 Denial of Service/TDos $217,981
Real Estate/Rental 11,578 Gambling 395 Other $75,837,524 Crimes Against Children $198,950

Descriptors® Descriptors**

Social Media 35,034 Virtual CU"EI‘ICV 34’202 Social Media 5235,279,057 Virtual CUFFEHCV 51,502,647,341

BRI https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf
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Case 1: R3E, B

Cybererimainal Compromised Payments are: Cybercriminal
compromises account is used to transferred to raceives money
employes email send notifications te eybercriminal's
customers account

Case 2: {415 513(CEO, CFO, CTO)

Cybercriminal poses Finance sends Cybercriminal
as company exec funds to receives money
and emails finance cybercriminal's

person account

« Case I NREIMETFEMEHE

Compromised Recipients transfer Cybercriminal
employee account is payments to receives money
used to request cybercriminal's
payment account

- Case 4: ¥ E1EED

Cybercriminal poses Finance sends Cyl?ercriminal

as lawyer and funds to receives money
emails finance cybercriminal's
parson account

e Case 5: ¢

AR

c',-bcrennnnn] Compromised Pll is sant to Cybercriminal
account i used to cybercriminal's recaives Pll,

ernproyee emaal request Pll of other Becount uses it for furtner
amployess/axecs compromise attacks

Ref: https://www.trendmicro.com/vinfo/ph/security/news/cybercrime-and-digital-threats/business-email-compromise-bec-schemes/
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HOW TO SP T FAKE NEWS

®
2

they credible? Are they real?

CHECK THE DATE

Reposting old news stories doesn’t

CHECK YOUR BIASES

Consider if your own beliefs could
affect your judgement.

h A A

CONSIDER THE SOURCE READ BEYOND
Click away from the story to investigate ~ Headlines can be outrageous in an effort
the site, its mission and its contact info. to get clicks. What's the whole story?
1 —
CHECK THE AUTHOR SUPPORTING SOURCES?
Do a quick search on the author. Are Click on those links. Determine if the
info given actually supports the story.

mean they're relevant to current events.  Research the site and author to be sure.

[LIFILIA] |
3l Federation of Libeary Aszocitions ard Irstutions

IS IT A JOKE?

If it is too outlandish, it might be satire.

s

ASK THE EXPERTS

Ask a librarian, or consult a
fact-checking site.

Ref: https://zh.wikipedia.org/wiki/%E5%81%87 %E6%96%B0%E8%81%9E Infographic How to spot fake newspublished by the International

Federation of Library Associations and Institutions
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by Mash Yang | @ 2021.10.24 12:54AM

o https://www.cool3c.com/article/167425
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KBESNEIERDRE » FacebookAHZIEEEEHTASER  —FEBLELESHE AR NERSHCEREES
BEZEN)IE  DREZSFE AV FERERRZERR  EEUSAREEEARARSRE -

ZBZERFacebook AR E L RS EMBRIAIE TFrances HaugenR £i5:% » XRFacebookRHER ERERHE - 1R
EERNEEE BEBNREEESASENTE  BENAS—EFEEEaEFacchook ARFENTE TN EEER  EE
BEHARNZEERTESE BEREENASKIFYECHERESEE -

SZEHEEL  B—2EABFacebook AR EMNFNBTLEERE » HEEFacebookME LI RHNRER  SRERER
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438 - Facebook®HE BB ZETFrances HaugenfBii ASERBE  BEFETREEFRESAERZH  SEERER
LE27ETE AREESENSESNEEEEAEEEYE - MEEERET  Facebook® = ANick CleggiE
Facebook&Instagramm A B F 8RR BEEFESER "E2FER - E0s. NEHNBEE -

Ref: https://www.cool3c.com/article/167425
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Ref: https://technews.tw/2021/10/24/facebook-internal-documents-show-a-
struggle-with-misinformation-hate-speech-and-celebrations-of-violence-in-india/
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LB MER R

—XEHERRNARZGNEATSS AT RN TRERENFARR (Deep Fake) BEX (16H)
REMER L FRERBATRENETE » BRERERATS » SRBRR EREHEH FARZRE - E
ERENEREFARRNEHEN

30 ) EURARSEBILURRERABENERER - TALTENE  @E—LARBENEERR
ERBLOREMBT A LR > EHRARZRAAE R S ERESRMENEEY - SFEEEREE
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As a matter of principle, | never post or link to fake or false content. But @MikaelThalen has
helpfully whacked a label on this Zelensky one, so here goes.

I've seen some well-made deepfakes. This, however, has to rank among the worst of all time.pic.t
witter.com/60TjGxT28a

— Shayan Sardarizadeh (@Shayan86) March 16, 2022

Mikael Thalen £
@MikaelThalen

A deepfake of Ukrainian President Volodymyr Zelensky
calling on his soldiers to lay down their weapons was
reportedly uploaded to a hacked Ukrainian news
website today, per @Shayan86

P 2598 THE 0:04/1:07 » 7

T411:63 - 20224£3516H - Twitter Web App

ATOEISEHE 358 3[FAUIESL  BE3{HER

Ref: https://tfc-taiwan.org.tw/articles/7099




x BT EIE S E R 5 A

Limit

1) 1%

— TR EEdl




MR TS

 B15  hlFE ~ %58 - FEIRSE

PTTHRIZ155 Facebook ELAGE /EHE /3 /G S /B4R /IRE A Y /80 A R /678
HAM /AEFEFB

onuns facebook | b il e

$35,000 ¥ RREEE 100 (AR +35 2t ) 3 2 7T [t T R VT
B3 10058 97T
b = BEEA1008R 90T L
AEREAEER 1.5 : & s
‘ 5100REA T — [ $0 v
714 Pt EiE 80T
_ i + K 1008 FRIA MR SOff &M A M SUR

5102

o
73

PTT B4 (B 30 215 TS #RE 1002 300K 10004 iR
%% DCARD A] &%

1008 & MBARSSUR KRS B B ERIMERE

MW SR AR 100@EB W H ERIABR

YOUTUBEST /A /8 5 /B RICE S/ER/TEIVER AB/G/FB/E

T —~ #/FACEBOOK
I I b 590 - G590 . u YouTube $30 - $100
o REEE %,4 # gﬁ? gz H [ ‘i i’ﬂ] B2 @Em
Go ER $0 v E g%Agt %2 = [ X;— Elg] =) - $0 v

HEHX

EEA100E 5 18 #i32, 83 EBA200R MR £ #3x, 8B

E&A300R4&R 1€ #3. 83 E&N1000R8%E L #3. &3

BXE, BRWEEAE 1PR10HM)

yRE E1008 K (E®)
<T BTETT

BRI 100038
HEUTE 108 SERE FIFB 500%

TR AR 5000A.2/)\ (78 165 78 i

62




FRETEIEE BIEIAL

. = i TR S e - BEHEFRR—RAPTTHE [ GURUGURU, -
rBx®HE x =¥ £ 1y ® Sl R N —
15 TEEEMERIEER GEEMDT UAERET = E§9H6E|Y£BEEH&§§§Z$F§, b A
By, EEPEEHFEEELEERRTE,
zéﬂ%S%HE%$F 5K E AR RN,
BA#E R

. Iﬁ—m,ﬁﬁ%@!ﬁér¢l%xﬁﬁ
iRk ERE PR, 185785 HEE (4l
ARG | AE ST RRBEhRE, (RSN
%Eﬁﬂxﬁkﬁﬁm&'gi Bi&, Bt
§§%$£@§%%ﬁ%ﬁ%ﬂ@ﬁﬁkﬁ

) . E?ﬁ%ﬁﬁtﬂiﬁﬁgﬁ’\]%ﬂﬁ [ GURUGURuU ;-
PERERA Slt—RiFEEXRE, B iEm, 1E'

%Emﬁ,n+W§$LﬁEmimm

T (HERFEEE) 20, KT

Dec (88 KT TR 201812115 0747
2018 ‘

Ref: https://news.tvbs.com.tw/politics/1047928
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How WhatsApp helped turn an Indian
village into a lynch mob

© 19 July 2018 f © v [ < shae

A 32-year-old Indian software engineer has become the latest victimina
spate of mob lynchings, allegedly spurred by child abduction rumours
spreading over WhatsApp. BBC Telugu's Deepthi Bathini reports on how the
attack unfolded.

"They kept hitting us, demanding to know how many children we had kidnapped,”
says Mohammad Salman, who is still in shock, his body bruised and his face
scarred with stitches.

On 13 July, Mr Salman, 22, and his two friends were brutally beaten by a mob that
suspected them of kidnapping children. The last thing he remembers seeing was
his friend, Mohammad Azam, being dragged away with a noose around his neck.
Mr Azam died from his injuries.
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