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It's a comfortable 75°F now.

Humidity has risen to 30%,
2% higher than yesterday.

Make sure to grab an umbrella
if you head out. It's projected
to rain.
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2018 - 2024
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IEEE 802.11

« [EEEE1997F AEAERIGAGIE 5 —ERAIZE—IEEE 802.11 - EHbEHE [ IEFEFH
Z=HIE ( MACRE ) F1¥iEfE

FR SRR SR ER AT SR

- MIBEEE 7 LIEE2.4GHzBIISMIEER Mg B IR1EFRIE S VA — AL IMBEIAY 5 30
MBI REREGFT A 2M bit/s - MIERRE 2 BB E ] URERIEE (ad hoc ) A
AT - ol LIEE DA ( Base Station, BS ) 3& 7R ( Access Point, AP ) B8 N #E17

CSMA/CA

s BT HEARNVBERIRE NIVERERHFWEHNME - ZFCSMA/CA ( Carrier Sense Multi
Access/Collision Avoidance ) T 5&8®E 7
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AR 8 A A ESWPAN

(Wireless Personal Area Network)
5 4% 15 19 4R ERWL AN
(Wireless Local Area Network)
AR AN E A EEWMAN
(Wireless Metropolitan Area Network)
.« HEZRBEIYEEWWAN

(Wireless Wide Area Network)
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FE/BR/EFE

1~10m

WPAN WLAN WMAN WWAN

Bluetooth

EE 802.11 a/b/g/n/ac/

IEEE 802.16 WiMAX

2G/3G/4G/5G
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* AR A PRAZAE 802.11 5

e 802.11 :1997%F - [RYGIEXE(2 Mbps @ 2.4 GHz)
- 802.11a: 1999%F - ER2/E 7t (54 Mbps @ 5 GHz)
- 802.11b : 19994 - BBt (11 Mbps @ 2.4 GHz)

- 802.11c : FH802. 1D RS 1 AL I8 (MAC) 1B (MAC Layer Bridging)

« 802.11d : RIBZEFEZEHRTEMAIFHEE

« 802.11e : ¥ARF% AR E (Quality of Service, QoS)H3z 1%

« 802.11f : HEILBYF FE M (Interoperability)

« 802119 : EFRER7T(54 Mbps @ 2.4 GHz)

« 802.11h : EMEBZFEAFAEE - ZA(indoor) M= YN outdoor) 5858 (5 GHzFEER)
« 802110 : ZF M358 (Authentication) 77 E I 7T

« 802.11n (Wi-Fi 4) : BREFSEHRE  BEREREAZF72.2 Mbps - SIUFEAEEIESA0 MHz - IEREEREREAZE]150 Mbps ° X15%
i A 22 8 2417 (Multi-lInput Multi-Output, MIMO)

« 802.11ac (Wi-Fi5) : 802.11nH#E % - IREESEHZERER  SHEHIELHEERERRIESEZD1 Gbps @ HEHABRERRESE R
/500 Mbps

«  802.11ax (Wi-Fi 6) : Z1&1t1 GHzE5 GHzFTBISMIEE: - Bl B RIS A/2.4 GHzAI5 GHz ( 5.8 GHz ) #8E: - [@ NES IEEE
802.11a/b/g/in/ac - HEZXEEANEIMNG= - IS EEMNE - H1HtE802.11ac - BEFRABIRIE FERGHERA4E - EHEEH R
FIRF37% - LB % 75%

« 802.11ax (Wi-Fi 6E) : ExR/RIEMR - EAWI-Fi 6— 1% £ FH802.11ax3EH - AR ZEEMNRIENN6 GHz O FEE - &2 BEEINE160 MHz
RIBEE - ZIEERBASZE]T1E - ol ERE R ERUEE
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/\\\l\‘ZEKI\\l_Et j— — E /I\ L: A\
i E BhEMD BERE Bims K EmR gE (ZE) KBS
Legacy 1997 24 GHz 20 MHz 2 Mbps #320m #100m
802.11a 1999 5 GHz 20 MHz 54 Mbps #335m #7120m
802.11b  |1999 24 GHz 20 MHz 11 Mbps #35m #4120m
802119  |2003 2.4 GHz 20 MHz 54 Mbps #38m #140m
?V(\)ﬁ_'%ilé’;) 2008 |24/5GHz 20 - 40 MHz 72 - 600 Mbps * 4170m 4250m
?V(\)ﬁ%llg)c 2014 5 GHz 20 - 40 - 80 - 160 MHz 433 - 6933 Mbps * %70m 4250m
802.11ax 15419 24/5GH 20+ 40 - 80 + 160 MH 574 — 9608 Mbps * %70 %1250
(Wi-Fi 6) 4/ z z - ps #70m #J250m
802.11ax 15570 24/5/6GHz |20 40 - 80 - 160 MH 574 - 9608 Mbps * %70 %250
(Wl—Fl 6E) . / / Z Z - pS a m A m
Bod g B *EHRENIEERE WERREEMBAIARE
12 345 67 8 9101412 13 14 JacHy 3 mwe M e g
2412 2437 2462 2484 ' 1 comiz A
28 20 MHz ‘llllllll Illllllllllll’
o, 4 owe REARR jryryy
7 csomrz AR :- :
2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2500 G Teom _ _ R
GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz z-': -:: :: e
F—22 MHz —| 1 ; ; : E
o cows:  AAAAAAAAMAAAARANANARAAAAAAAAARARANARARARAARARARAARARRRAAAAR
scHz # sow: AARRARARARASRARARSSSSSAAARRARE
S5 3 “Fi ey V7 Vv Vv vV v ¥V v 7V V TV
é m g @ ‘* \xl.;, (;E 7 180MHz |
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Wi-Fi[=] 2588

- Wi-Fi[E 2 (Wi-Fi Alliance) @ W\
- BEWI-FIRE A6 R R B R B R -

.—>‘t|:|-: 2%

s - e Emaa - BREES CERTIFIED &\

— AREMUR EBEMNERT T

— E@Eﬂzﬁms E 5(2022 = 1)

— EHJ@J : E‘ﬂl‘ 300 - CERHEES51% - BN

M19%

= Z/%%H%[Zfﬁﬁﬂat:ﬁﬁ e hixsCE K
Fl:l:ll l:lLEg /I%/EEZ_F%BEWI FIH%E

Ean

- PEBEMEIEEE 802. 1189 Z mal & HAWi-Fi L
BB S OWI R RN E R f—  FEEmE e
e == 4 —h =) BB (Alliance) BB B 14 Al
E%%%K’FE@Wl FiZt &
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802.11acHy%

.« B

© EBREWMERIE WP

rG54Mbps
N150Mbps
FN300Mbps
FN450 Mbps
FNEOO Mbps
FN300 Mbps
FACB00Mbps
FACT750Mbps
FAC1100Mbps
FAC1200Mbps
FAC1300Mbps
FAC1750 Mbps
-AC1500 Mbps|
FAC2400 Mbps
FAC2600 Mbps
FAC3200 Mbps
FAC3900 Mbps
FAC5300 Mbps
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£

EEEFR

BB IR EITR

2.4 GHzR SR E

TRACXXXX

EJE (Mb/s)

N150 150 (n) N/A
N300 300 (n) N/A

N450 450 (n) N/A

|20 000

AC1200 300 (n) 867 (ac)

AC1300 450 (n) 867 (ac)

AC1750 450 (n) 1300 (ac) | 4R FFH802.11ac (5GHz) J&38
AC1900 600 (n) 1300 (ac) | P& HEZERI

AC2200 450 (n) 1733 (ac)

AC3200 600 (n) 1300 (ac band1) + 1300 (ac band 2) }-2 — i B 5
AC5300 600 (n) 2167 (1024-QAM band1) + 2167 (1024-QAM band 2)

1300 Mb/s

18



RS e | X3 MIMO %

802. 1laXE|/];:/u7|tﬁz 71N

« Wi-Fi 6 i§H=s - HEE 724 AX1500 ~ AX3000 - AX6000
B2 AX11000 TYFRFARE

« B3 AX11000 K AX6000 Zis54H |:|3 AX3000 R 4R 287
"Tx 4~ Rx:4,8%5 "Tx:2 ~ Rx:2, 1 24GHz 58
setE it 600Mbps E4RRE - X 5GHz #85E EB/—\ 16OM Hz
$EER & OFDMA ZE#ilg - 12 2,402Mbps &S E#HERE

. B APIHI AX1500 - BIZE SGHz $B:EFE % 80MHz $BR - i
QiR 1,201Mbps #BEEE - R 24GHz 85 300Mbps

& Wi-Fi 6 (802.11ax) LK

0 | 24GHz BB 2. MU-MIMO : ESEREREBEHETTEERENRBERE

AX11000 =5 Tx:4 Rx:4 | 160MHz 1,148Mbps 4,804Mbps + 4,804Mbps

AX6000 Wi Tx:4-Rx:4 | 160MHz 1,148Mbps 4,804Mbps

AX6000 ®win Tx: 8 Rx:8 | 80MHz 1,148Mbps 4,804Mbps

AX3000 pis] Tx 2 Rx:2 | 160MHz 600Mbps 2,402Mbps

AX1500 WA TX:2 Rx:2 80MHz 300Mbps 1,201Mbps
= DEJE
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802.11ax/Wi-Fi 6IhsEER@ERET RS

LFEOFDMA O O @) @ O
TEOFDMA O O O
EEMU-MIMO O O O O
1023QAM ~
R TCRF IR @] O @) O O
Rl =S
Target Wake
Time O O
Operating Mode
Indication 2]

1. OFDMA : IR SAR MR L [FRIEE

i

1E0
3. 1024-QAM : LEREWI-Fi 5 - BiZEEB25% MR - IEimiR
RIEF39%
4. BSS Coloring : #EM S0 PUARZFINER - BEWE
5. TWT : & Wi-Fi &2 (W48 [oT 326) B M EamIg il
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S B E AL \

/7\\\]

« EME (Access Point) « A

— 7
Al

i WFM6057181E6DAT
| BOM:6057181E6DAS
SPS:756749-001 0C

| TAH35357-003

cis¢o
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SSIDFIBSSID (1/2)

- IR¥5EZRE (Service Set)
— ERNEBEEN
— FRR%EREH BN (SSID)EAHA
— BEAIRIEZEEE (Basic Service Set, BSS)
RIEFINEEIRTE 8 E (Extended Service
Set, ESS) 4445
o ERIRFERTE (BSS)
— BRI ERNEREN
— H—#o GREBEBEFREERTAMN
- BRINBEMRFSERE (ESS)
— ESSHAZ{EBSSFI1E A

8

‘ AF1

SSID

ESSID1=-=55I0

aglD="marketing" $

=

BSS

EEF
= EEH

ﬁfﬁ hiDefender

8z crrwiFi

B CHTWi-Fi5G

82 cHTWiFi 137 246

87 CHTD-Fit GUEST Wii 4x4
% Feng ching&JiPhone

82 Fit- GUESTWi-Fi

55|D=-'marketing"$

8

BSSID2=-=55I0

BSS 24




SSIDFIBSSID (2/2)

« BSSID (Basic Service Set Identifier) \\
— FRIZHAPFTIERIBSS R
_ APHIMACHTH - B—38 Q
— 40: aa:bb:cc:dd:ee:ff Es

« SSID (Service Set Identifier) /
— BN ETE - ESSHAEISIER (ESSID)

- BERMUTH  BHOAKNEHNFE
— Y0: TP_Link_ 1201
« [E{EAPABSSIDESSIDE——%i/E

« —{EESSAASSIDZEEER - {BEESS
ANEEAPE 7 ¥ ERBSSIDE K

AP
BSSID1=-=55ID
% S5ID="rnarketing" $

=

BSSID2=-=55I0

$ 55|D=-'marketing"$

GEIE R,
- E—(EAPTILIEIFZIESSSIDIEE - Al o o
APE DL AEIRIBSSIDAK ¥ FEIZ LESSID
- DEEE
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4R A s B S A ER AR = (1/2)

« | E:WiFi Analyzer (Open Source)

Android N\
. \

,%\\ETF? 2 /Y Wi-Fi 58815 1R
SR HaseE—(EHE T e
ﬁaﬂﬁ’]*ﬁﬁ BELIIRESERmME = -

NEIE:

— https://play.google.com/store/apps/
details?id=com.vrem.wiflanalyzer

WiFi Analyzer (open-

source)

S MESE

= ChunghwaTelecom 27


https://play.google.com/store/apps/details?id=com.vrem.wifianalyzer

Z1\\ I\V? I%EI Etﬁ oo by H7 —] ,%l__l Et% %JU (2/2)

< |m||I|
3 [T

o
. TP 3 a4 IoY. Q “ \
[ ] Selnct Notwok Cand | Pioshek RTLBEZZ8E 802 11ac PCle Adapter v Reosd Casth g “
. —— N ® WI re | eSS M O n (PC) g 0 [GrCEn ‘_‘y.;»r,vg ~r Signal Shemgh Chanmel Usage [ “‘ :
ZA[: . | o T = '——
* Ij] i o
g vt [ . -
—_— E= ((( \ [ — A e Seammary it Filer STM’ 5 G2 Urage (3664 149165 ,
SIS EAEEIE RS S - S m e
g 047 —t ﬁi AN *H IEHﬂ ﬂ, . 23 | o 2 mons. Tasm :
:%E Lntl:l EZ 22 FMHEE A a fws RS & s :
IS B E S R S SR PR e :
— 5'. Il:l:ll Eiﬁ /ﬂi 2N = 1BJEY ATl = , e 8
il T = :
sHEESEBELEREE S
- E[ HTJ' Nmy \l ;t\\/\‘ e E HJLR

150 APs detected (115 secure - 35 =70 evadabh

- DUE FREARSRY PEERREE — -

BEePLLPEZTIHOS

=z Select Network Carf  Reshek RTLSEZDE B02 1150 PCle Adapter ~ Relosd Carce Qj
SIE |
/l:l\ SebciGraph 2 4GH: Spectnum Andyrer w Seect Sowce | Cument Nelwosk Card v
AY
S ;
L]

— https://www.passmark.com/pr

| Mag [ 1P Cormeson | Cripre  staics | Summi

46dBm

-55dBm

oducts/wirelessmonitor/

BORZEH) -

91dBm

MEBE

ChunghwaTelecom

100 APs detected (75 secure - 24 uvsecured) -« 6 vailable 2 8


https://www.passmark.com/products/wirelessmonitor/
https://www.passmark.com/products/wirelessmonitor/
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FERF RV AR A B AK 0 (1/2)

I\\H —E —erg.l E 3 ITiXY J?_-é El:ﬁ %T,I- @

hackerl

\ &y

hacker2

hackerl hacker2 hacker3 @
ojsEiREilk | BMIBPFAR | OJBIRERE
&= Ol BT B = ALK E
Response Request & | Request only
only Response
'Y
ﬁﬁﬁ%
hacker3
3 AR A8 b

— R
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22 7 I RV IR AR A BS AR (2/2)

* Request

GET / HTTR/Ll.1

Accept: text/html, application/xhtml4xml, */*

Accept-Language: zh-TW

User-Agent: Mozilla/5.0 (compatikle; MSIE S.0; Windows NT £.1; Trident/5.0)

LAocept-Encoding: gzip, deflate

Proxy—-Connection: Keep-Alive

Host: www.google.com.tw

Cookie: PREF=ID=2a777ac87dblecbef:U=6cfdabhi8e43cE8e :FF=0:TH=1303715105:LM=1322£23574:5=m75_ OPNpvHAXTELT;

NID=53=HlEwv_ 4wWSFmtl O4alieWfiOhXmMsac0V2D--aulTePOTqoVWolinAZZ ASwEJNF7-0TLUEDI388 yUJSEhdZ1ZVoEBcAaEyQhlxlyhEjC-
3xnHHx INZxZ2S9THz3S5A1VE

SID=DOAAAHOARADL ZkeHOpAfed Jr GREZFRmondlknY3cLgE=J ZW7-tnjo8X1lddThwe ISGDvxHemr WWEUZ LIESENEJuo i h3 LhFHeWuWEsSmEC9EI IET

Zo99h0fZeTOTEeSECSUTD oIvSeRASWEQERSNLHL EolEvmnlD7AOTATZ veShod4slyCEeaBTHOA; HSTD=AETECSLoTHXUS 1T5

 Response

= hEEE

ChunghwaTelecom

HTTF/1.1 302 Found

Location: https://www.google.com.tw/ hackerl haCkerZ

Cache-Control: private

hacker3

Content-Type: text/html; charset=UTF-8

Date: Tus, 20 Mar 2012 02:05:51 GMT E_l’ﬁi%'{ﬁ—lﬁﬁ %H%)ﬁﬁﬁ;ﬁ
=

SErVer: gws

o FEIRERE

Content-Length: 223 oo IE”_‘_:I:j- SN H:ll EEEjzj;j-
¥-¥353-Protection: 1l; mode=bhlock E‘ﬁ ‘/fét\:t\ @ E==| 33 §> :t\ @
X-Frame-Options: SAMECQRIGIN

<HTML><HEAD»><mseta http-equiv="content-type" content="text/html;charsect=ucf-5"> Response ReqUESt & RequeSt Only
<TITLE>302 Moved</TITLE></HELD><BODT>

<H1>302 Moved</Hl> Only Response

The document has moved

<A HREF="https://www.google.com. tw/ ">here</L>.
</BODY></HTHL>

32
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e BN A INVFEEEBNT ISR IZERtE IR
BeIEZHERENINZESILBEWEP - WPA ~ WPA2 ~ WPA3

i o)) ) Request (&)

IR ABES ((‘ ’)) TR
2B AR AP Response (B3 2
1. ZAEERSHRE RN = Pil= ﬁﬂ%%
(A - G )
& WA
e (R T LELS)

T DEEE
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4R N2 17 :ZWEP (Wired Equivalent Privacy)

e 1999/9 kA 802.11 ZXH—E(

- FEFEAHMNZAEBRCA (Rivest Cipher) - g5 &zl S0 75T, A CRC (Cyclic
Redundancy Check)

« 2001FEFEEMRERELY  REWERZNEE - Mtk @E L RCANE IR
. WEP?E%KE

REBINZE - &2FEE241THIIV (Initialization Vector)EE[E EAY403 1041 TTWEP £ 88 &

/?i?% ﬂ/& (€645 128U TTRAIRCANNERE - AREH LR
- WEPHZRZEBEEAE - IVERIZ—#HER24UchEEE - WHLRER TS VS EH

— 24QITRIEEIVE - 12851,6008EMNENDEEM - HELLREICAIARE £ - BLEJEMRRMENRA

T EHRESEEERNEERERE  REWERESHENTE  HERBAREENST  EHWEP
N
— H9 . B ECRCEZE MG FHERE - HRCRCERHEiGBESEMREEZ  REQREEIE
EAESSAWEPEEH ST MWCRCHEERE - moLERBEIWS @ BARENIER A FRERREL
e  TE2003FFHWi-Fil BB EFROWPAE

« 2004%E802.11iIF @B E - FEHETWMEEEHWPA2ER, - 42 48K
S MEEE

= ChunghwaTelecom
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WPA/WPA2 (Wi-Fi Protected Access)

 WI-Fi Protected Access

WPA £ 8% Wi-Fi Protected Access + =— T2 REBAEMAE (WIi-Fi ) Z%

MNEF - EERERBERN —CHRFERSNNE (WEP ) PHFRyE(E
BRERIIR M EERN

- WPA

EWPARE TP ZRZ—1E 802.1X #R:E ARz KA A EIIR LA BB AP
; RBE oI BAERAREER “pre-shared key” (PSK) 121, « ZEEE R &R
FRBE—{E% %

WPARE RILEM—1B128M iR -E AN —E48 st ¥lo = - FFRC4AEE)

HEITINER

Wi-Fifi BB 75 (& 52 FB pre-shared keyHY Al S AU EIWPATE A R EEWPA21E A AR -
FA802.1 X555 B AR A NUMIWPA 1B RS WPA2 1Ak

FEHIE BN E « R/ MBRAAEN N BEE - BNLELZEHERER
% WPAEBSEABGFEREMPERESHRETZ - WPARBEBSE2EHE—EE
BT RS =R 30 W iE

« WPA2

WPA2 Z24AH Wi-Fi Bt EBER353800 IEEE 802.11i IZ#EHIFRE AT - WPA2 EIR
7 802.11i Hs&FIME TR - 5FAIZ Michael BEEZHARBIELZER CCMP il

SRRFEMEPEVS ~ T RC4 4% AES HVfE

= DESE

ChunghwaTelecom

—HMRE WPS WDS ERFANZHl  RADIUS fiE  EERUE  Site Survey

A - —PREETE

RIELL T RBEEEA -
SSID home
EE%E SSID ®= 05

=Ei ¥ blg Protection

20740 wiz [Y
=E] v |
S v |

Open System

WPA-Auto-Personal
WPAZ-Enterprise
WPA-Auto-Enterprise

WPA &
WPA-PSK &

HEsEEDER

; y Internet
" R——
Wireless PC Card Wireless Router i
Server
¢ > 4 b
802.1x ( EAPOL) RADIUS/EAP

Y
P

Authentication method
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http://zh.wikipedia.org/wiki/Advanced_Encryption_Standard

WPA/WPA2:% [E LLER \

A\

« DIZERART-NS6UHEAR ISz RIEL - AINE R ER AL RIE #7/106Mbps &

WPATNE 77 /2@ 2 NERN - 7 AIBTKIPEAES - S 2 B Al #EAR IS Hes ~

PhEgdRi2iEEER 5 - EPAESIETKIPIRFAE SARRMNE R - milREx Q
FATKIPRYEE - B B8R E 7 S W RS E54 MbpsEAH

- FRRWPAREWPA2HIAESINIZ AT - MEcE & A TERY
TP-Link 300M Asus RTNSSURMAR (#AR)

WPA2-PSK (AES)

WPA-PSK (AES) Ko - T 106
WPA2-PSK (TKIP)
WPA-PSK (TKIP) WPA (TKIP) . j 23.4
WEP
N WPA (AES) ‘ 101|
0 10 20 30 40 50 60
Mbps

WPA2 (AES)

|
(=]
N I
(=] I

| 102.5




A PAN ,IJ_._

WPA/WPA2H % &

- AHARBEI NHZE M
— FEHAZ#EET ( Pre-Shared Key + PSK - R?ﬁﬁﬁl/\’fﬁ‘b ) =X ET4A
U B ARY

}éﬂ_soz.lx B 22 5] B S A AN 0118 2 ) 5 A B
m&EZigo]PI=2 8 % 63 {& ASCII =

@@ﬁﬁ%Jé\ﬁﬁ@ﬂu/\fi’*iﬁiﬁﬁiﬂﬁﬁ
TG~ 3= 64 & 16 ENEF ( 2560177 )

hacker3

BERNEST
— WEE TN HspoonwpaZE T B - =25 ZRPIARII - WAz
= A PENARERERE - IR PES—(E
2P

I BRARERETIE - BES

BUNIEFIE - WEHIEFHEENKBEFER ( NRBENFEC

ERPRENS ) - K£B8R - WWWEH VLA RS
AEERGPUREZSBIIFIEEHNEN 2H B ZHE

1. WANFERERRENHEETES
2. REVWERURAEER Fhacker2BINIEH B RIEFAH - EHSBE/NRES

/I
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Wi-FIigi8 FRRIE

. BESESERE  BRNELRERSENSENSSID MARTREZINEE  ASE
EIIWEPSWPAWPA2INZ A S, - LU G IEEES  BRE AGHEIEEER
 HbTENBAI L A /EREBEHNSZEM  SFRHEKRPVEE @ EUNNBTiE  EERAE
NENEEimiliim A2ERNERERRE  TEEUTENERAPEER
- IRNMEBCHBNIELER  FHEREBSWALER  KEBENBRESHERE S EmEA
MR @
- HEESfmAHAREBCEABWEAAERABELSEBENEE  MBFEENERESRETE
- AR IBBE A SR RS 1 B LAINER 730 ATE R BY Wi-Fi 7T E R e X EBNNA A B
« }Z&H : Broadcom SecureEasySetup A1 Buffalo AirStation One-Touch Secure Setup
HimEie i A — BRI HEELEE | AtherosJumpStart
EZEOQR CodeEZsh EiFmBI o] E4R
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http://en.wikipedia.org/wiki/Broadcom
http://www.broadcom.com/products/secureeasysetup.php
http://www.buffalotech.com/wireless/products/AOSS.html
http://en.wikipedia.org/wiki/Atheros
http://www.atheros.com/pt/atheros_JumpStart_for_wireless_whitepaper.pdf

N~

'|Ir

ZAFQR Code:ZfE HE BN A AR AR

o https://www.mywifisign.com/zh-hant
* https://qifi.org/

=T BAIWIFiEE TR

o s
p ure J S Wl Fl Q R COd e BT ATAWIFIE
Generator

SpaceX WiF ‘
=iE
SSID Mars2021 ‘
|I|I
Encryption
WPAMWPAZIWPAS W ,_._ E 1 _I_ F‘E 9
SBREWIFI, ST WL TSR LTS, R
Key BB B T —EAC I E R, EREREA T WIFE A SRR AR HEATHRWIFERNER R,
- ® BT EVRE, (RRREA & L AOEAIE AR, BATL - FIED % FEPDFT .
OK, EEfTENRFEAERRIR?
) - I @ BEAIDETRERE RS TR, — S, ST EBWF =
Hidden (] ol e SpaceX WiFi
Generatel BiEERLWE? =
: 2o MEWFEAERESHEN, QEMRAE-ES. TSRS TEREEA SR Mars2021
Ao
is B im? HITIME DHIWIFiEF . mywifisign.com

=R AEHEFRIMLEAY: Cody Mikol, Kostas Nasis, MliERE. ST EZHMAREIRE.

= hEEE
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WPS (Wi-Fi Protected Setup)

« HR\ELZAEERIE - Fﬁ%ﬁ/‘One TouchRYME =R EEEE - Wi-Filli R R2004FRinsTime G 1 B \Q
Z= BB ZERANERR R ERIRE

Wi Protected Setup (WPS) BRI Z SR ABEBARRTE - WO MR LOBS - j“‘\\
RIS TE D TNEE . I A % EWPSHIAP

| TL- N Ver:10
L . |Illﬂlﬂill||Il\IIll|lll|Il\“\ll|l\|l\ll|\\|\\l\l\\l\l\l\\|\\~S I

. = |mmmmumumm\mu\\\um\m W
Billion BIPAC 7300GX D-Link DIR-655 ZH A} BR-6504n

« WPSER S IREBSIEIENTERIN - E,\\\,.?ZEZE\HEEZTEWPA&WPAZ Uﬂf\fi_ﬁ bﬁﬁAEAPE’\JHJ"TM
E - SSIDENMNEZEERES S EIHBE LBHER  IANERISEALBENEBBEERBEHAKT 28
ZWRERE  BEBOEWNNAR @ ZEHERE

« PIPINKPBCEIIWPSEL
BHAIWPSX: 1E2f@ 8 4718 I, : PIN (Personal Information Number) &PBC (Push Button Configuration)
EMEER ATV AR EIWI-FilfER o
— PINFIZBWA—EFRIREIIER
— PBCHIZZ®ZMN A ( B LI ZEESER VLA _ COERRE] )
e DESE
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WPS— iR % £ )fm)

. 20114 K22 HFEE Stefan ViehbockZE EBlog L A TWPSTHEAZ 22 RE - MESRE TS W\

~7]

XMBENRKEWERHE - ViehbockFr & 3RrVRME - ’KEEWPSETRA/E S MR EEPIN R’
T3 AP fE - A2 A o] DAER St 722/ \Es A B BRWP S {5 FHRIPIN G &\
- NIERERZBEPINGETHAEESTT:
1. EWPSIZFPINEZREEERTE—2K - AREZEEMBEMHEIRIA T
2. WPS PINSERZESAI EIE —(Elchecksum - RIEtEZEREE LA 7UHEND] - E—RPINIEHNEZE AR, 7 1007RA
- st 10005 E

112|348 )|6|7 0 Rl wﬂﬂugg@gﬂ\mwg@p\g

1** half of checksum | ||n§u|hullvgn4l|gm(ln§n[1;|\}gugg@3uhmmww

PIN 2" half of PIN | ( \mmnumg\mu;@{ﬂn\(\)\mumm

3. EBMPINNSMEAIE - EIF(GRAZEAR)ER LE2ZEWLEEPINRYAIF B 70 (RU4U) M2 F 3077 (B 3I) =
& IEHEBD D] - Viehbock?d E 55 —RPING R EEKXNE - BHEIZOEFln k0 —EEAP-NACKER - mMB1RZ
ClfE - WEEARAEZIFEENIPINAI B FEES S EE - RERARRTUBAPING K L —E4UBRYPINF—E
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WPA27ZZ i E

I||-UI\

« KRACKZE & %&Key Reinstallation Attack

. STEIREWI-FiZEARIWIi-Fi Protected Access (WPA)
HEMNKEFE - ;2017 FHEEF 7L EMathy
VanhoefA1 & K EFrank Piessens#£1g - WHL20175
108 -~ It BB FEAE

o UEWEFTEWPA2HETZEIL—ENonce ( — 1 EHEE

i ) ORIEF

— WPA2HIERAIRER B B s ERIWI-FiE HER - W sFFEAE
BREEES=XIEF  DIMEIRREENEE M

— AREEAEKEFEUBEEREAARETHE - FALIOJBELRIRE
FWE  c WEBEOIPDINBERE - NIEFREERMNER
WPA2HI IR & #8

- B2RESEEZLYE *ﬁlﬁﬁ’\]ﬁﬂﬂlﬂﬁﬁ% - ThE{FESNoncet EE B
BIFTRETHRRE  ERIEHFEEEHTENERE S5

S MESE

= ChunghwaTelecom

I IWEKRACK

Lets “ Shake the hand” #4-way Handshake

robe Request Response
Supplicant 50 4 o e i e A i e o i "
Authentication RR, Association RR
1

Pre-Shared Key 256 bit | ‘

SNounce

Key Installed

Authenticator

Pre-Shared Key 256 bit

Key Install Acknowledgement

ANounce

Key Installed
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WPA3

«  WPAS3 (Wi-Fi Protected Access 3) @& Wi-Fi Bt Bie L2 HEBERER \\
- D/WPA3-Personal (5 —f% X kE{H ) A1 WPA3-Enterprise (B & £ H) W

t
— WPA3-Personal - #£H#§ WPA2-Personal FIFAH £ 8 (PSK) B # S B2 BT 5858 (SAE) 2R &\
WEEENEE

— WPA3-Enterprise - i 192-bit 22 MINBERE G ~ B L RERESHINELTEH
- MHTEFEERFC 7664 T aDragonflyz> 12 K B MU @) X 12 FEFFKRACK I B2
- BXRSAE : ERim{R® - ok A AREFEMFEEEEOE R - U AFEME A ENVENER

__ Before SAE: BzZ oI L& T BB 4R 15 After SAE: REEZRHERE T R AEERFEIFN)

4 Eﬂﬁ,ﬁﬁ https://www.tp-link.com/tw/support/faq/2736/ 44
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~ ¥ & Realtek RTL8187
~ &% Ralink RT3070
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m 1]

RTL8187L+RTL8225+se2527 KINFKEEHE BREWNE
e ﬁﬂ Bfi S8 4 4 AR BR AR BE 222 40GB R N KRR 1E4E

B |s=e|

B $400

gE 1

TIENEE MAEME ) enessE
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RN 25RA
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A [ A1) MBEEERE
B IR

802.11n ZESHIER
Mt—3E BT4 RT3070
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dlnl

SRR — TR A

o ZIR[ERIVEER
— VMWare Workstation
o MNEINAREARARSE MHLive CD
— Belini
— XiaopanOS
— CDLIinux
— BackTrack 5
— Kali Linux

« BIBEREESREILive CD © EAAREICHRUBES B IHf
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S B EEWEP (1/2)

o FEiEVMWareR{EICDLinux
o« #HiTminidwep-gtkiZ

RUB4D0S B.4.4 26889-B2-21, Memory: G637R ~ 253M, MenuEnd: Bx46D9E

Safe Graphics Mode

Normal, please select a language:

>

(de_DE) Deutsch #ill kommen
(en_CA) English ¥el come
(en_GB) English ¥el come
(en_US) English ¥el come
(fr_CA) French Bienvenue
(fr_CH) French Bienvenue
(fr_FR) French Bienvenue
(ru_RU) Russian JoBpo TICHEANCBATD

(zh_CH) Chinese| Fie!]
(zh_TH) Chinese e

Home FeedingBottle

ﬁ =

hIRHE Inflator 1.0

@]

RERNE FRRAERET

<]

CDLINUX XAFER

>
MenTest86+: a thorough, stand alome memory tester for =86

se the * and 4 keys to highlight an entry. Press ENTER or "b’ to boot.
ress ‘e’ to edit the commands before booting, or ‘¢’ for a command-line.

) = = wl 11:54@

The highlighted entry will be booted automatically in 2 seconds.

= DESE
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EJ'L
=1%

w22 R EN 4

A\
‘

~
-
-

-

w
Home

minidwep-gtk-30131

Z B IR AEFWEP (2/2)

LT—_I-'T /E /\\\IIJ?I\\HEQ
ETTILEWEP

FEEM £ PEFMAC B

BE EE mEa

EPIEMAC

wlan0 ‘v

wilan0 Ralink
RTZ870/3070
rt2800ush - [phy0]

115737 >FFmSH

- \Tf—rr y’ @ O ~ | ) minidwep-gtk-30131

MEBE

ChunghwaTelecom

) & &= e 1157@

ol \\’T—n’ &£ @ 0 + | ] minidwep-gtk-30131

o
Home Feed
minidwep-gtk-30131

TEM B&HMAC i EE (EE AR

EFPEMAC

{00:0A:79:E5:AE:48_alex_ -64__3_ WEP__ wps
CA:6C:87:5E:FT:A4__MOEKA1549__ -60_ 11_ WEP__

wlan0 ‘v

wlan0 Ralink
RT2870/3070
rt2800ush - [phy0]

12:5250->F @SR

CET TR
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WEPH #Demo (1/2)

E/
* =7

Sme MEEE

ChunghwaTelecom

FeedingBottle

Inflator 1.0

CDLINUX

K A

minidwep-gtk

70' K £ 0 -

‘1))) N . ﬁl!20:48@
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WEPHE #2Demo (2/2)

- BBEREEEHE - JUURRISIV .
. ITERIB000EIVAE AR EEARREDS - SHIEEKey W
s WEEREGHAPHRHERN - AHEARBEHS

o BEBIZTAI3
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A FAKali Linuxt #2WEP Demo
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= B I R WPA/WPA?2 N

e FiEEEE INZ I TR 2IWPA/WPA2

UIRINE =

= DEJE

ChunghwaTelecom

Ly »,)

Home FeedingBottle

" minidwep-gtk-30131

FEM+F ﬁEIMAC Eﬁﬁ EE {58 mERRX E P EMAC

s = e = = = — p—

el | Wian0 T4:EA:3AES:5F42_ TPLINK -?2_2_WFA2WPA_wp5

:%;u?;;mko 40:4A:03:52:99:F1__hidden_ -72__ 1 WPA___
50:67:F0:38:50:11__Travis -72__ 1 WPAZ E—

mmus:gﬁ[phm 00:22:15:36:25:30__WLS20GC_MNPy___ -71_ 1 WPA___ WPA/WPAZE&%@

50:67:F0:61:78:DB__P876____-68___6_ WPA___ SN

1C:AFF7:1B:89:D2__ hidden_ -70___1_ WPA2___

BC:AE:C5:C4:D0:A8__hiVideo_AP____-68___1_ WPA2WPA___wps

All
' MBS
WPA/WPAZ ‘ A

4] [T |

il - EER

] Aireplay-ng Reaver

B (& - verioyna 13:02:02>E#FGHSH
[] Aireplay-ng WPSE}i ﬁg

[¥] sireplay-ng
" L] Aireplay-ng

- ™ i B W R

S|l (] sireplay-ng
ENERE

-Uﬁf K £ & 0 <! 1 minidwep-gtk-30131 13:02@
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WPA/WPA2HK FZDemo (1/3)

E/
Ry

= DEJE

ChunghwaTelecom

ry ’é)

Home FeedingBottle

wlan0 Ralink
RT2870/3070

|'w

mEsz -
i WPA/WPA2 | R

EEEMAC 2 BE HEE s

| ’ 'OUILY:CBILFE5:Y0__niaden__-b5_ 2 WPA__

38:83:45:54:61:78
5C:63:BF:CF:02:02
14:D6:4D:31:0F:F2
00:24:8C:8C:93:29
00:13:92:0E:86:D9

00:D0:41:CB:06: 6A

P EMAC

_hidden_ -63__ 1 WPA2WPA___
__TP-LINK_PocketAP_CF0202___ -62

_hidden_ -58 1 WPA2___
_hidden_ -56__6__WPA___ .
00:1C:10:B1:C5:7A__hidden_ -54__ 1 WPA2__ 68:09:27:0A:86: ec‘ H

botdf shared  -53_ 6_ WPAZ

6 WPA
__chtd1505__ -58__6__ WPA2WPA_ 00:1A:73

| [«]

”131

3 T -
|[v] Aireplay-ng

\[(] Aireplay-ng

1‘?} Alreplay-ng

~] OO Ut 5 W N

=
1»1

13: 0820->%{§ éCP

- | Reaver

Li2ah

AfRIE

1 minidwep-gtk-30131

) =

- ﬁn 13:08 @
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WPA/WPA2 EZDemo (2/3)

. WEEMNEMRhacker2 - I EEBITLURSEAEHEAPHE W

SEEUE &\\
P Request (F70)
((( ))) «— !7 Vy ? \%’/
Response(Z50) %' w
ERE =
acker3
hackerl ¢ 2\

hacker2

« 7% DeauthenticationF 81 FE B ET 4R W A #EEUSIEF I 6
- WS ZIEFIEETENNSE  RHEKEX2EA  BEXERE

3 MRS
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WPA/WPA2K EZDemo (3/3)

W
|
\uthentical

W

Deauthenticatton
,_Qéli .
1

O e

< Request
((M)) mISHEE 1 EREEREGAP

mimas 28
WPATINZR

g, 2MisEsE o
\(f : \b 3.2% Z PR EREH 3% (Deauthentication)
e RS W/ 5 BaERERETNE
42 0% e OATTEFHEEIIWPAZTS

S MEEE

ChunghwaTelecom
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WPS Demo (1/2)

E/
Ry

- pag

Wireless Cards

Bssid Essid PWR CH ENC Client

wlan0 v

wlan0 Unknown
rt2800usb - [phy0]

Channel

All

Encryption

WPA/WPA2

FLC:/5:1b:Ab:AL:IBE__easthomeyy -//__ 11  WPAZ___wps
90:F6:52:27:19:12__yuan -76___ 11 WPA2___ wps
74:EA:3A:E9:04:A4__ Lu_Family -76___ 6 WPA2
74:EA:3A:E5:55:BE__TP-LINK _LEE -75___ 6 WPA2WPA___
BC:AE:C5:EA:CD:0D__jandalee -74 11 WPA2___
54:E6:FC:E5:72:EC__A3-11F -67__ 9  WPA2WPA__ wps
00:23:54:B5:E4:CO__A3-9F__ 62 1

00:1D:73:A9:C1:90__001D73A9C190_G -30

-Mode selected
] Aireplay-ng

il |lv] Aireplay-ng

[] Aireplay-ng
] Aireplay-ng
[ ] Aireplay~ng
[ ] Aireplay-ng

Injection rate

20:17:48—>No action

500 | ¥

Dictionary
Attack

Lanch

Reaver

Abort
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WPS Demo (2/2)
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WPA3 Timing Attack
WPAS Timing Attack

e Password: potatol23

=

Handshake

Victim Password Accepted

N ++

, " ’ —
bd o el N - N L= ————-. L )

Attacler 'mowe nacewrord :

AlldCKel KINOWS PaSSWOoIQ O

A

W guess: Passl123

guess: mypass69

Attacker guess: potatol23 Vv

Router

Router

potatol23 = 3 iterations

Delay for

takes: 1 iterations

takes: 2 iterations

takes:




Wi-FirEI A IEINE T B . Wifiphisher

+ FIRS \\f‘??fi\__,\Wifiphisher“té’]%TWPA?JDJZ\E’\JAP,E\“E% EEHTEE bR N
B R

\
o BARAA M LREBMPEAKNE - Wifiphisherft KB G HEFET R IR AR 'Q\

.MM EBE R HEE—E

1. BRI EE A PUBRELE R IS B 28 ,\
AP IR BRI EEE (#8) ) wifiph]_sher

2RUBEFRRKRE

=4
—
AP o
[
Firmware Ve: Ctrl-C at an ime to copy an access point from below
num ch SSID

§

N} \ P"‘h‘?\.

L I P\
ﬂ -

Attacker 60



WIFI -

TR

ALt =

X 1TX

e https://www.mgteurope.com/

<5

MGT GHOST-SYSTEM NEW

2022

Digital Audio Transmission System

MGT GHOST-SYSTEM

NEW TINY
Digital Audio
Transmission System
+ Voice transmitted in stereo mode.
+' High-quality digital coding.

+ Low current use (40mA-Tx).
+ Mics with high sensitivity.

+ Crypto digital transmission.

= NEBE

ChunghwaTelecom

MGT PIXEL-NANO-3G

GSM Audio Transmitter

MGT PIXEL-NANO-3G

3G GSM,
NEW Listening Audio System
with ONE CALL

+ SMS tracking with a tiny GPS antenna.
+ Small 3G GSM dimensions.

+ It supports 2G GSM networks

+ Audio quality very clear.

+ GSM Audio Transmitter

)

MGT RM2033

Digital Room Monitoring System

MGT RM2033

TWO-CHANNEL
DIGITAL
ROOM MONITORING

+ Audio-secure digital transmission with jamming-prof.

+ Detection is strongly restricted.
+ LF-amplifier output for each channel is available.

+ Room Monitoring Surveillance Systems
+ Digital Room Monitoring Surveillance Systems

WE ARE SPECIALIST
IN COVERT SOLUTIONS

MGT- P6 GPS Jammer

Range:10~ 20
meters

4 antennas

3G: 2110 ~ 2170MHz
Wi-Fi / Bluetooth:
2400 ~ 2485MHz

MGT- 04 Wi-Fi Jammer

Range : 5 ~ 80 meters
4 antennas

MGT- MP200 Jammer

Range: 50 - 75m
Barrage + DDS
sweep jamming
20 to 2500 MHz.
Omni-directional
antennas

MGT- 03 Jammer

Range : 20 ~ 40 meters
External antennas

MGT- P6 Wi-Fi Jammer

Range : 10 ~ 20 meters
iDen - CDMA - GSM: 850
~ 960MHz

DCS - PCS: 1805 ~

1990MHz

3G: 2110 ~ 2170MHz
Wi-Fi / Bluetooth: 2400 ~
2485MHz

4 antennas

MGT- 3x13 Jammer

Range : 50 ~ 120 meters
3 frequency bands
jammed
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WIFI Pineapple

 https://www.wifipineapple.com/

g DEEE https://shop.hak5.org/products/wifi-pineapple
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WiFi Pineapple ¥

WIFi Pineapple
Dashboard
Recon
Clients
Filters
Modules «
Manage Modules
nmap
PineAP
Tracking
Logging
Reporting
Netwarking
Configuration
Advanced

Help

= DESE

ChunghwaTelecom

Available Modules

Module

Dwall

Deauth

Evil Portal
SSLsplit
Status

ettercap

Site Survey
urlsnarf
Occupineapple
tcpdump
DMNSspoof

SignalStrength

RandomRoll

Version

1.1

1.4

2.1

1.0

1.5

1.0

1.1

== —+4
| == ==
—— |1V

Description

Display's HTTP URLs, Cookies, POST DATA, and images from
browsing clients as a stream. Wall of Sheep style.

Deauthentication attacks of all devices connected to APs nearby
An Evil Captive Portal.

Perform man-in-the-middle attacks using SSLsplit

Display status information of the device

Perform man-in-the-middle attacks using ettercap

WiFi site survey

Output all requested URLs sniffed from hitp traffic using urisnarf
Broadcast spoofed WIFi SSIDs

Dump traffic on network using tcpdump

Forge replies to arbitrary DNS queries using DNSspoof

Displays signal strength for wireless cells that are within range. Can
be used to physically locate cells.

This module allows you to troll unsuspecting clients connected to
vour WiFi Pineannle

Author

sebkinne

whistlemaster

newbi3

whistlemaster

whistlemaster

whistlemaster

whistlemaster

whistlemaster

whistlemaster

whistlemaster

whistlemaster

radfish

foxtrot

0-

Refresh
Size Type Action
6.25kb GUI Install
7.21kb GUI Install
39.9Tkb GUI Install
6.89kb GUI Install
43.56kb GUI Install
8.27kb GUI Install
10.23kb GUI Install
5.95kb GUI Install
11.52Kb GUI Install
6.45kb GUI Install
65.39kb GUI Install
16.42Kb GUI Install
20403 63kb  GUI Install
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To install the git-master version of Kismet on Kali Linux, follow these steps

= Kismet a0 &
A Alerts
.Gﬂt 18 2017 19:56:17 NEWHTTFDUSER
. P - . . . . This iss the first time you have run Kismet on this account. A new
First, tell networkmanager to ignore the Wi-Fi device by adding these lines: Name . Twe eny signal Crannel Last Seen e
IEEEROR 11 94 2.462 GHz Oct 18 2017 19:56:32

e hismetiismet_htpd conf. You will need this password
1o configure Kismet from the web interface. {

[keyf'i ]e] Wi-Fi Briaged Devica IEEEBO2. 11 -/ 2.847 GHz Oct 18 2017 19:56:36 00-00-00 000000 4 OO 000000 00-00
unmanaged-devices=interface-name:wland B f— - ’ . —
et Wi-Fi Bridged Device IEEESG2. 11 a2 2482 GHz Oct 18 2017 19.56.42
Wi-Fi Brioged Devico |EEEBCE 11 85 2412 GHz Oct 18 2017 19:57.28
ta WHFI AP IEEEBCR 11 ] " Oct 18 2017 19:57.38
Wi-Fi AP IEEEBGR2 11 20 1 Oct 18 2017 19:5735
‘ Setc/Networ quanager/networkmanager . conf L LT ) Wi-Fi Bridged Devies IEEERC2. 11 20 2.442 GHe Oct 18 2017 18:67:23
Emire [ —— ra— - 2047 GHe Det 18 2017 198831
ThEI"I, restat Nemc rkl\ﬂanager: o Wi-Fi Briogeo Devica IEEEBG2 11 <] 2812GHz Oct 18 2017 19:57.22 |
Showing 1 10 7 86 enirios
‘ root@kali:~# systemct] restart NetworkManager Do e Bl
Oet 18 2017 19:57:81 Desectsd new 802 11 Wi-Fi device e #y s = packet 5859
Oct 18 2017 19:57:29 Detected rew 802.1 ] S0P packet 5590
Next, install updates and the git-master version of Kismet: Sou 18 f007 199,13 Duedied ron 0P ——
oot 18 3817 19:57:26 Ovsected v 80211 W- packat 144
Oct 18 2017 19:57:23 Detected new 802.1 sacket 5253
Oot 18 3017 19:57:22 Detectsd rew 802.1 N RAES BLAS sacket 5193
root@kali:~# apt update ot 18 3017 13:57:23  Dotected now 8021 seckar 5180
root@kald : ~# apt upgrade Oct 18 3017 19:57:19  Dotectsd now 802,11 WI-Fi dovico 8 ISR I8 BT B packet 5144
root@kali:~# git clone https://www. kismetwireless.net/git/kismet.git
root@kali:~# apt install build-essential T1ibmicrohttpd-dev 1ibnl-3-dev 1ibnl-genl-3-dev Tibcap-dev T1ibpcap
roct@kali:~# cd kismet ,c) E n p
root@kali:~# . /configure
root@kald:~# make ‘ Alerts
root@kali:~# make suidinstall 1
root@kali:~# Jusr/local /bin/kismet_capture_tools/kismet_cap_linux_wifi --1ist ‘ Oct 18 2017 19:48:59 NQNCEREU‘SE . L
root@kali:—# kismet -c wland WPA EAPOL RSN frame seen with a previously used anonce; this may indicate a KRACK-style WPA
N attack (anonce: 86466611F86F24A69BBBC059B5A6220EF95D072BCA86499641C9AGES0EB28BSD)

Next you can browse to http://localhost:2501 to view the Kismet interface and any alerts. Be sure to log in with the
credentials found in

‘ ~/. kismet/kismet_httpd. conf

MEBE

ChunghwaTelecom

AL AN T IO P E 5 kel O P o TN

A Oct 18 2017 19:45:14 CHANCHANGE |
IEEE80211 Access Point BSSID Fi1.5E fal = k% It SSID "Hudawls " &" changed advertised

channel from 6 to 1 which may indicate AP spoofing/impersonation
&l faan i w W S FF:FF:FF:FF:FF:FF
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Acrylic Wi-Fi Sniffer

= DESE

ChunghwaTelecom

Acrylic Wi-Fi Sniffer

We have recently launched a new tool that represents a radical evolution in the capture of WiFi traffic, previously
done with Airpcap cards in Windows. Using our WiFi Sniffer you can obtain all the information provided by AirPCAP
cards including SNR values, and additionally, capture all traffic transmitted on 802.11ac networks in all channel

widths (20/40/80/160Mhz).

The list of compatible cards is as follows:

Channel width (MHz)

Device 20 40
ALFA Network AWUS1900 b_§ v v
COMFAST CF-958AC - v v
ASUS USB-AC68 b_§ v v
D-Link DWA-192 4 v v
Edimax EW-7833UAC - v v
TP-LINK Archer TOUH - v v
ALFA AWUSD36ACH 4 v v
HP-Pavilion 802.11 n WLAN v v
Sweex LW153 802.11n Adapter v v
Sweex LW164 Wireless 150N Nano v v

https://www.acrylicwifi.com/en/blog/wifi-usb-cards-alternative-airpcap/

80

160

2.4

b/g/n
b/g/n
b/g/n
b/g/n
b/g/n
b/g/n
b/g/n
b/g/n
b/g/n

b/g/n

Bandwidth (GHz)

5

a/n/ac

a/nfac

a/nfac

a/n/ac

a/nfac

a/nfac

a/n/ac

SNR  Compatibility

v

Recommended

Recommended

Recommended

Recommended

Recommended

Recommended

Very Good

Good

Good

Good
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Commview for WIiF

© File Search View Tools Settings Rules Help ile Search View Tools Settings Rules Help
o . -l 'y o ‘ ‘ id - _‘ G | ] Statistics
Dawee-F- el ? 22 L FRTI™ dawey-F-adW
(& Nodes | (8 Channels | ¥ Latest IP Connections | 17 Packets | I Logging | 0 Rules | Gb Alarms | (& Modes | () Channels | % Lstest IP Connections | i) PacK | : se"::‘s ||
ac -
MAC Address Channel Type ssD MlACAdd Shanne) Type o
%, AsustekC:36:25:3D 1 AP WL520G T AsustekC36:25:2D 1 AP w TP Protocols
T, Ciscai23:F4:30 1 AP cht @ Geneol % Ciscoi23iF4:30 1 AP I;Z:hrpmtoco\s
.gAsustekc CFi28:30 1 AP RTNIL DI | | @ Packets B AsustekC:CF:28:80 1 AP RTI ® Hots
2:45:54:61:78 1 ap Protocols S, 388345546178 1 AP o L
3, AsustekCEC93:29 1 ap db15-a TP Protocols B 5% AsustekCAC03:20 1 ap | Lavp
T Cisco-LiBLCSTA 1 AP CHT Wi- 5“" Reloco FTP o % Cisco-LiBLICSTA 1 ap A | @ Mot B LOOPBACK 208
A || B Beenxa Lo
2, Cisco:20:3EE0 1 ap <ht By MAC EOPITIG Telnet u e Y R:port 1
4 HonHaiPrd5:1 4:5C 1 ap CHTN_TO By P [ieopanzse] NNTP 34 HonHaiPrd5:1A:5C 1 AP H —
i p @ Matrix I NetBIos : % Ciscoi23F31 1 p TR [LooPeACK 5357 )
' 1 2P i By MAC O HTTes - 22 % Cisco23Fa2 1 ap ek
ByIP Woons - % B Apple2s:82:28 1 sTA (Cther26% | 9#| PPPok 4152
B Apple:24:B3:2A 1 sTA HetfIOS LI % B Other 220 pple: &
@ Report HTTPS 3.14° %3 Cisco:203EE1 1 P DN
%, Cisco:203EEL 1 ap ! isco
DNS3.71%
5 HonHaiPrdd:DC:2C 1 sTA _ B HonHaiPraa:DC:2C 1 sTA
% Tp-LinkT:B2:50:A4 1 AP TP-LINK_| . — %‘Tp-LinkT:BZ‘Sﬂ:M 1 AP TP
S, AsustekC:CHD0:AB 1 ap hivideo_ % AsustekC:C4:D0:A8 1 ap hi Chart by:
% ZyxelComid2:D1:28 1 AP Paz4 & ZyxelCom43:D1:2B 1 4p Nurnber of packets
5 Apple:06:58:F4 1 sTa 9B Apple06:58:F4 1 sTA
1 sTA ¥ 68:09:27:0A86:80 1 sTA [l Apply current rules
1 2 CHTN G 4 HonHaiPr:39:87:C5 1 AP = nind
a ustomize ... e
1 A o011 8 ZyeelComECABIC 1 2 Capture time elapsed since last reset (hhimmise): 04
84 D-LinkIn:4 D:E8:76 1 AP hinet ag D-Linkn4 D:EB76 1 AP e BB/ 6078 7T EEALLY T T
.;é‘,u:m:ml.m:mﬁ 1 AP CHT Wi-R|| [ Apply current rules ﬁu:m:w:w:m:re 1 AP CHT Wi-Fi(... ”;awrzmra? 141 252 4 2 o 2
<
Capture: On Packets: 67,312 | Keys: None Capture time elapsed since last reset (hh:mmiss); 00:03:04 Capture: On Packets: 50,188 | Keys: None Auto-saving: On Rules: Off Alarms: Off 81% CPU Usage

2012/3/19 T4 05:29:33 1.167.39.122:
133 1.167.39.122:
2012/3/19 F4 05:29:37 1.167.39.122;
:37 1.167.39.122:
2 1.167.98.101:
:22 1.167.98.101:
:28 1.167.98.101:
2012/3/19 F4 05:30:28 1.167.98.101:
:28 1.167.98.101:
8 1.167.98.101:
128 1.167.98.101:
:28 1.167.98.101:
2012/3/19 T4 05:30:28 1.167.98.101:
128 1.167.98.101:
2012/3/19 F4 05:30:58 1.167.98.145:
:58 1.167.98.145:
58 1.167.98.145: GET api.kkbox.com.tw:80/get_lyrics.php?o:
:58 1.167.98.145:
:58 1.167.98.145:
2012/3/19 T4 05:30:58 1.167.98.145:
:58 1.167.98.145:
:58 1.167.98.145:
116 1.167.99.229:
216 1.167.99.229: GET wwiw.apple.com/library/test/success. htm
2012/3/19 F4 05:31:16 1.167.99.229:
116 1.167.99.229:
3/20/2012 4:24:32 PM 220.136.89.169:
4:32 PM 220.136.88.169:
3/20/2012 4:24:32 PM 220.136.89.169:
4:32 PM 220.136.88.169:

2012/3/19 F4 05:

2012/3/19 F4 05:

2012/3/19 F4 05:3:

3/20/2012 4:

3/20/2012 4:

P 24 3/20/2012 4:24:32 PM 220.136.89.169:

— 3/20/2012 4:24:32 PM 220.136.89.169:
m ﬁ g iE 3/20/2012 4:24:33 PM 220.136.89.169:
4:33 PM 220.136.89.169:

3/20/2012 4:24:54 PM 1.167.98.4: GET wuvv.appl library/test/: html
8.4: GET www.appl library/test/: htrnl [

3/20/2012 4:

ChunghwaTelecom

GET WLANAC.HINET.NET/no_cookie_loginpages/dns.shtmI?session=MOLOXAGSIBXQiAnYiAHBmIapyYMnorEncgAHctANCsFHE ...
GET WLANAC.HINET.NET/no_cookie_loginpages/dns.shtm|?session=MOLOXAGSIBXQIANYIAHBMIapY MnorEncqAHCtANCSFHC ...
GET WLAMAC.HINET.NET/no_caokie, .shtml 5ifulaTvF-QuYGQul qUrIXDEVWZyVKYulKbuVKaz1K ...
GET WLANAC.HINET.NET/no_cookie_loginpages/dns.shtmI?session=e85ifulaTvF-QuvGQulquUriXDEVWZyVKYulKbuVKaz1K ...
POST safebrowsing.clients.google.com/safebrowsing/downloads?client=googlechromegappver=17.0.963.798&pver=,
POST safebr lients.googl =17.0.963.798&pver=2 ...
GET safebrowsing-cache.google.com/safebrowsin /rdfChNnthnLWlhthhchlClhhde EAEY0-0EINZIBCoGITYBAPBAM:

GET safebrovisin: cache oogle.comy/safebrovising/rd/ChNnb29nLwW1hbHdhemUtc2hhdmFyYEAEY0-0EINZtBCOGLTYBAPBAM:

GET safebr a aoogl owsing/rd, hNnhZDnLWlhhHdhcmutczhhdeyEAAYJ?kEDSSBCan:w./EAAMyEY
GET safebrowsing-cache.google.com/safebrowsing/rd/Chinb29nLW1hbHdhemUtc2hhdmFyEAAY; 7kED55BCUFkaBAAM!BY
GET safebrowsing- cache google.com/safebrowsing/rd/ChFnb29nLXBoaXNoLXNaYXZhchABGNHPBSCg6gUqCvhoAQD_

GET safebr a aoogl owsing/rd/ChFnb29nl XBoaXNoLXNoYXZhchABGNHpBSCg6gUgEvh0AQD, W
GET safebrowsing-cache.google.com/safebrowsing/rd/ChFnb23nLXBoaxNoLXNoYXZhchAAGOG-DCCAWAWGGGGFAWD.

GET safebrowsing-cache.google.com/safebrowsing/rd/ChFnb29nLXBoaXNoLXNoYXZhchAAGOG-DCCAWAVGGGGFAWD

POST ts.kkbox.com.tw:80/ticket2.php

POST ts.kkbox.com.tw:80/ticket2.php

iphonegwi_lang=tc&enc=u&osver=>5.0.18&ver=04000012&oenc=kkt&son,
GET api.kkbox.com. tw:80/get_lyrics.php?os=iphoneguwi_lang=tc&enc=ugosver=5.0.1&ver=04000012&oenc=kkt&son
GET tdI-2.kkbox.com.tw/mac/v1/2FS9hS204aG 1nKFjri2Hv0P413321494558041. wma?ui_lang: pl

GET tdl-2.kkbax. com.tw/mac/v1/2F59h5204aG 1nKFjri2Hv0P413321494558041564d0bbeS5.wma?ui_lang=tcRosx=i| hUﬂES
GET api.kkbox.com.tw:80/get_lyrics.php?os=iphone&ui_lang=tc&enc=ulosver=5.0.18ver=04000012&oenc=kkt&song ...
GET api.kkbax.com. tw:80/get_lyrics.php?as=iphonefwi_lang=tc&enc=ugosver=5.0.18ver=04000012&oenc=kkt&song ...

GET wavaw.apple.com/librarytest/success.html

GET wvow.appl library/test/: html
GET wovow.apple.com/library/testysuccess. html
GET wvaw.appl library/test/: html
GET wvaw.appl library/test/: html
GET wvaw.appl library/test/: html
GET wvaw.appl library/test/: html
GET wvaw.appl library/test/: html
GET wvaw.appl library/test/: html
GET wvaw.appl library/test/: html
GET wvaw.appl library/test/: html
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Mem: 26% CPU: 02% T0.00B40.00B EH Jal W8 12828 ABH FF 157 48

roup by a.bssid

M S— C

Duration: 0.029 seconds * Col: 121 Row: 1/
= v > =
Full View Item View Script Output
bssid lat lon ssid capabilities -

1 00:0axc2:31:4d:ad 31.266503| 121.438306|ChinaNet-67cY [WPA-PSK-CCMP][WPA2-PSK-CCMP][WPS] [ESS] FJ

2 00:1d:0F97:1b:88 31.266503| 121.438306 TP-LINK [Ess)

W 00:23:cd:85:3e:18 31.266503|  121.438306 ahloo7 [weEP][ESS]

4 00:23:cd:e1:63:8 31.26671753| 121.4385221 fying [WPA-PSK-TKIP+CCMP][WPA2-PSK-TKIP+CCMP-preauth][ESS]

g 00:25:86:3c:10:30 31.266943| 121.4395591 |TP-LINK_3C1030 [wWPA2-PSK-CCMP-preauth][ESS] '

§ 00:25:86:82:41:16 31.266943| 121.4395591 MERCURY_824116  [WPA2-PSK-TKIP-preauth][ESS]

7 DO0:27:19:5e:(9:62 31.266503|  121.438306 | TP-LINK_5EF962 | [WPA-PSKTKIP+CCMP][WPAZ-PSK-TKIP+CCMP-preauth][ESS] |

g D0:27:19:98:1b:5¢ 31.2667301| 121.4388318 TP-LINK_981B5C | [WEF][ESS]

g 00:27:19:a2:06:08 31.266943| 121.4395591 | MERCURY_EMMA | [WEP][ESS]

10 Dc4c39:3d:89:7c 31.266503|  121.438306 | ChinaMet-ycl1 |[WPA-PSK-TKIP+CCMP][WPA2-PSK-TKIP+CCMP][ESS]

11 0c4c:39:3d:90:fc 31.266503|  121.438306 | ChinaNetycl2 | [WPA-PSK-TKIP+CCMP][WPA2-PSK-TKIP+CCMP][ESS]

12 14:06:04:37:09:32

Query OK
Row(s) returned: 99

31.26671753

121.4385221 msc

[WPA-PSK-CCMP] [WPAZ-PSK-CCMP][WPS][ESS] | B

select a.bssid, a.lat.alon b.ssid b.capabilities from location a .network b where a.bssid = b.bssid group by a.bssid

*»
y

e 5 2
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War-Driving_LE — WIGLE (1/2)

« https://play.google.com/store/apps/details?id=net.wigle.wigleandroid&hl=zh TW&gl=US
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’ Google Play zs mmeEs

b
U
{
0
T
i
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Qa O

O

WIGLE WiFi Wardriving

WIGLE.net

4.3% 50=+

4740 BIsFS RTE FAF

EBRBAXE v

)|

jH

BEEHES >
WiFiman
Ubiquiti Inc.
47%

NetSpot WiFi Heat Map Analyzer
—— . Etwok, Inc
BEREEEREX > 40 %
Wi-Fi Toolkit
TP-LINK GLOBAL INC
42 %

NETGEAR Nighthawk WiFi Router
NETGEAR, Inc
43

B HE
2024%F45258 N
I

Net Signal Pro:WiFi & 5G Meter
Phuongpn

47 % USS0.49 72

OB:00


https://play.google.com/store/apps/details?id=net.wigle.wigleandroid&hl=zh_TW&gl=US

War-Driving_LE — WIGLE (2/2)

WIGLE Wifi

MAP

New: 1799 DB: 3058
Lat: 37.73976111 +/-39 ft
x Lon: -122.46707278 Alt: 204 ft
WIGLE.net speed: 12,2 mph Sats: 0
53 scanned in 2052ms. DB Queue: 0
§8 cablewiFi
| 00:0d:67:1€:59:e2 - 1 - [ESS]
ER xfinitywifi
| 00:0d:67:1e:59:e1 - 1 - [ESS]

611 00:0d:67:1e:59:e8 - 1 - WPA2J[ESS]
@ CablewiFi
7| 00:0d:67:24:ab:b6 - 6 - [ESS]

ﬂi xfinitywifi
68 | 00:0d:67:24:ab:b5 - 6 - [ESS]
B8 xfinitywifi

| 00:0d:67:1€:59:d9 - 165 - [ESS]
B3 cablewiFi

1 00:0d:67:1e:59:da - 165 - [ESS]
&R ATT184

| 90:b1:34:93:¢f:20 - 6 - IWPAJWPA2J[ESS]

| 00:0d:67:1€:59:¢0 - 165 - [WPA2][ESS]
B@ xfinitywifi

| 00:0d:67:24:ab:ad - 153 - [ESS]
3 CableWiFi

| 00:0d:67:24:ab:ae - 153 - [ESS]
a drsskhan
| c0:c1:c0:7¢:f2:f0 - 6 - WPAJ[WPA2)WPS][ESS]
ii BronzeFlamingo-guest
| c0:c1:c0:7c:f2:f1 - 6 - [ESS]
ii Google Starbucks
| 9c:1c:12:1e:cb:30 - 1 - [ESS]
& 191w

| ac:5d:10:33:3e:71 - 6 - WPA[ESS]

| 9c:4e:20:5¢:f2:c0 - 11 - WPA2][ESS]
ii Google Starbucks
| 9c:1c:12:1e:ch:38 - 149 - [ESS]
R aTT712
| dc:45:17:bb:b5:20 - 6 - [WPA][WPA2][ESS]
8 HPD110a.558BEA
| 02:2f:ef:d6:34:d6 - 6 - IBSS]
R ATTE69
| 74:9d:dc:be:84:ce - 1 - [WPA][WPA2][ESS]
ii SchwabOne
| d8:c7:c8:2e:45:08 - 44 - [ESS]
a swise
| d8:c7:c8:2e:45:0a - 44 - [WPA2J[ESS]
wiseN
| d8:c7:c8:2€:45:09 - 44 - [WPA2][ESS]
€3 wPcA wiFil
| 00:22:24:64:52:11 - 4 - [WPA]IWPA2][ESS]
E swise
| d8:c7:c8:2e:41:ca- 36 - [WPA2J[ESS]
i@ Schwabone

©
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WarKitteh — 3

" B BN | n ~\‘\}

FHnLhAs AL - WIFi (23125

H Gasper §+ 7%, 2014/08/09 - 11:03am 2&3&
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