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ï : Wi-Fi

ï : 2.5G̘3G̘3.5G̘4G (LTE)̘5G
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: Business Insider : @Fibrestore: Network World



 VS. 

Ǎ ̘

Ǎ

 ( )

Ǎ Ǎ
( )

Ǎ

5



6



Å 2171

90.7%

Å16 64

ï94.9% 

ï67.1% 

ï42.4% 

ï35.2% 

ï17% 

ï14% 

ï 7 13

Å

73.31 MbpsǍ
7.7%

7: https://datareportal.com/reports/digital -2024-taiwan  

https://datareportal.com/reports/digital-2024-taiwan
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Ǡ

Å

Ǎ Ǎ Ǎ
?

ï

Å  StatCounter 

Ǎ

Å  Android + iOS 54.75% 

 Windows 32.69%+ OS X 8.26%

Å Ǎ ̘
Ǎ ̘

10: https://gs.statcounter.com/platform -market -share/desktop -mobile/taiwan/#yearly -2018-2024 

https://gs.statcounter.com/platform-market-share/desktop-mobile/taiwan/#yearly-2018-2024
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Å Ǎ Ǎ

IEEE 802.11

ÅIEEE 1997 ƄƄIEEE 802.11̙

ǉMAC Ǌ

/

Å 2.4GHz ISM Ǎ

2M bit/s̙ ǉad hocǊ

Ǎ ǉBase Station, BSǊ ǉAccess Point, APǊ

CSMA/CA

Å Ǎ CSMA/CAǉCarrier Sense Multi 

Access/Collision AvoidanceǊ

http://zh.wikipedia.org/wiki/1997%E5%B9%B4
http://zh.wikipedia.org/wiki/%E5%AA%92%E9%AB%94%E5%AD%98%E5%8F%96%E6%8E%A7%E5%88%B6%E5%B1%A4
http://zh.wikipedia.org/wiki/%E5%AA%92%E9%AB%94%E5%AD%98%E5%8F%96%E6%8E%A7%E5%88%B6%E5%B1%A4
http://zh.wikipedia.org/wiki/%E7%89%A9%E7%90%86%E5%B1%82
http://zh.wikipedia.org/wiki/ISM%E9%A2%91%E6%AE%B5
http://zh.wikipedia.org/wiki/%E5%B1%95%E9%A0%BB
http://zh.wikipedia.org/wiki/%E8%B0%83%E9%A2%91
http://zh.wikipedia.org/w/index.php?title=%E7%BA%A2%E5%A4%96%E4%BC%A0%E8%BE%93&action=edit&redlink=1
http://zh.wikipedia.org/wiki/Ad_hoc
http://zh.wikipedia.org/wiki/%E5%9F%BA%E7%AB%99
http://zh.wikipedia.org/wiki/CSMA/CA


Å WPAN

(Wireless Personal Area Network)

Å WLAN 

(Wireless Local Area Network)

Å WMAN 

(Wireless Metropolitan Area Network)

Å WWAN 

(Wireless Wide Area Network)
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WPAN   WLAN WMAN  WWAN

IEEE 802.11 a/b/g/n/ac /ax

IEEE 802.16 WiMAX

2G/3G/4G/5G

Bluetooth

1~10m

/ /
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LTE (4G)
5G



 802.11 
Å 802.11  Ǜ1997 Ǎ (2 Mbps @ 2.4 GHz)

Å 802.11aǛ1999 Ǎ (54 Mbps @ 5 GHz)

Å 802.11bǛ1999 Ǎ (11 Mbps @ 2.4 GHz) 

Å 802.11cǛ 802.1D (MAC) (MAC Layer Bridging) 

Å 802.11dǛ

Å 802.11eǛ (Quality of Service, QoS)

Å 802.11f Ǜ (Interoperability) 

Å 802.11gǛ (54 Mbps @ 2.4 GHz) 

Å 802.11hǛ Ǎ (indoor) (outdoor) (5 GHz ) 

Å 802.11i Ǜ (Authentication)

Å 802.11n (Wi-Fi 4)Ǜ Ǎ 72.2 MbpsǍ 40 MHzǍ 150 Mbps̙
(Multi-Input Multi-Output, MIMO)

Å 802.11ac (Wi-Fi 5)Ǜ802.11n Ǎ Ǎ 1 GbpsǍ
500 Mbps

Å 802.11ax (Wi-Fi 6)Ǜ 1 GHz 5 GHz ISM Ǎ 2.4 GHz 5 GHzǉ5.8 GHzǊ Ǎ  IEEE 

802.11a/b/g/n/ac̙ ̘ ̙ 802.11acǍ 4 Ǎ
37%Ǎ 75%

Å 802.11ax (Wi-Fi 6E)ǛE Ǎ Wi-Fi 6 802.11ax Ǎ 6 GHz Ǎ 7 160 MHz

Ǎ Ǎ
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16

Legacy 1997 2.4 GHz 20 MHz 2 Mbps 20m 100m

802.11a 1999 5 GHz 20 MHz 54 Mbps 35m 120m

802.11b 1999 2.4 GHz 20 MHz 11 Mbps 35m 120m

802.11g 2003 2.4 GHz 20 MHz 54 Mbps 38m 140m

802.11n
(Wi-Fi 4)

2008 2.4 / 5 GHz 20̘40 MHz 72 ŀ600 Mbps  * 70m 250m

802.11ac
(Wi-Fi 5)

2014 5 GHz 20̘40̘80̘160 MHz 433 ŀ6933 Mbps  * 70m 250m

802.11ax
(Wi-Fi 6)

2019 2.4 / 5 GHz 20̘40̘80̘160 MHz 574 ŀ9608 Mbps  * 70m 250m

802.11ax
(Wi-Fi 6E)

2020 2.4 / 5  /  6 GHz 20̘40̘80̘160 MHz 574 ŀ9608 Mbps  * 70m 250m

* ̘



Wi-Fi

ÅWi-Fi  (Wi-Fi Alliance)
ï Wi-Fi

Ǎ ̘
ï

ï 918 (2022 )

ï 12

ï Ǜ 30%̘ 51ǆǍ
19ǆ

ï ̘ ̘ ̘ ̘
̘ ̘ Wi-Fi

ï IEEE 802.11 Wi-Fi
Ǎ Wi-Fi

Wi-Fi

17

Ǎ Wi-Fi
(Alliance)



802.11ac

Å ACxxxxǍ
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2.4 GHz  (Mb/s) 5 GHz  (Mb/s)

N150 150 (n) N/A

N300 300 (n) N/A

N450 450 (n) N/A

N600
300 (n)

600 (n)

300 (n)

N/A

AC1200 300 (n) 867 (ac)

AC1300 450 (n) 867 (ac)

AC1750 450 (n) 1300 (ac)

AC1900 600 (n) 1300 (ac)

AC2200 450 (n) 1733 (ac)

AC3200 600 (n) 1300 (ac band1) + 1300 (ac band 2)

AC5300 600 (n) 2167 (1024-QAM band1) + 2167 (1024-QAM band 2)

802.11ac (5GHz) 

1300 Mb/s



802.11ax
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ÅWi-Fi 6 Ǎ  AX1500̘AX3000̘AX6000 
 AX11000 

Å  AX11000  AX6000 ǍAX3000 
̣TxƊ4̘ RxƊ4̤ ̣TxƊ2 ̘ RxƊ2̤Ǎ  2.4GHz 

 600Mbps Ǎ  5GHz  160MHz 
 OFDMA Ǎ  2,402Mbps 

Å  AX1500Ǎ  5GHz  80MHz Ǎ
 1,201Mbps Ǎ  2.4GHz  300Mbps

1. OFDMAǛ
2. MU -MIMO Ǜ

3. 1024-QAMǛ  Wi-Fi 5 Ǎ 25% Ǎ
39%

4. BSS ColoringǛ Ǎ
5. TWTǛ  Wi-Fi  (  IoT ) 
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Å PC

Ǎ Ǎ

AP Ǎ

Ad Hoc

Å Ǎ

AP Ǎ

Ǎ

Infrastructure



Å  (Access Point) Å
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Å Å
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Wi-Fi

Å  Wi-Fi Ǎ ̙
Ǎ

Å Ǎ Ǎ
̣ ̤Ǎ
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SSID BSSID (1/2)

Å (Service Set)
ï

ï  (SSID)

ï  (Basic Service Set, BSS) 
 (Extended  Service 

Set, ESS) 

Å  (BSS)
ï

ï

Å  (ESS)
ïESS BSS

24BSS BSS

SSID



SSID BSSID (2/2)

ÅBSSID (Basic Service Set Identifier)
ï AP BSS 

ïAP MAC Ǎ

ï : aa:bb:cc:dd:ee:ff

ÅSSID (Service Set Identifier)
ï ̘ESS  (ESSID)

ï 32 ̘

ï : TP_Link_1201

Å AP BSSID SSID

Å ESS SSID Ǎ ESS
AP BSSID

ï AP SSID Ǎ
AP BSSID SSID

25

BSS BSS



Wi-Fi Mesh
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 (1/2)

Å : WiFi Analyzer (Open Source) 

(Android)

Å : 

ï  Wi-Fi 

ï

Å :

ïhttps://play.google.com/store/apps/

details?id=com.vrem.wifianalyzer

27

https://play.google.com/store/apps/details?id=com.vrem.wifianalyzer


 (2/2)

Å : WirelessMon  (PC)

Å : 

ï

ï

ï

Ǎ

Å : 

ïhttps://www.passmark.com/pr
oducts/wirelessmonitor/  
(30 )

28

https://www.passmark.com/products/wirelessmonitor/
https://www.passmark.com/products/wirelessmonitor/
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Å Ǎ
Ǎ
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Request

Response

Internet



(1/2)

Å
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hacker1

hacker3

Internet

Request

Response

hacker2

hacker1 hacker2 hacker3

Response 

only

Request & 

Response

Request only



(2/2)

ÅRequest

ÅResponse
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hacker1 hacker2 hacker3

Response 

only

Request & 

Response

Request only



Å

Å WEP̘WPA̘WPA2̘WPA3
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Request ( )

Response ( )

Internet

1.
( ̘ )

2.
3.  ( )
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WEP(Wired Equivalent Privacy)

Wi-Fi Protected Access -WPA/WPA2 /WPA3

Wi-Fi Protected Setup -WPS



WEP (Wired Equivalent Privacy)

Å 1999/9  802.11 

Å RC4 (Rivest Cipher)Ǎ CRC (Cyclic 

Redundancy Check)

Å 2001 Ǎ Ǎ RC4

Å WEP

ï Ǎ 24 IV (Initialization Vector) 40 104 WEP

Ǎ 64 128 RC4 Ǎ

ïWEP ǍIV 24 Ǎ

ï 24 IV Ǎ 1,600 Ǎ Ǎ
Ǎ Ǎ Ǎ Ǎ WEP

ï Ǎ CRC Ǎ CRC Ǎ
WEP CRC Ǎ Ǎ

Å 2003 Wi-Fi WPA

Å 2004 802.11i Ǎ WPA2 Ǎ
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WPA/WPA2 (Wi-Fi Protected Access)

Å Wi-Fi Protected Access
ï WPA  Wi-Fi Protected AccessǍ ǉWi-FiǊ

Ǎ ǉWEPǊ

Å WPA
ï WPA 802.1X

ǜ  ñpre-shared keyò (PSK) Ǎ

ï WPA 128 48 Ǎ RC4

ï Wi-Fi pre-shared key WPA WPA2 Ǎ
802.1X WPA WPA2 

ï ̘ ̘
ǍWPA ̙WPA 

 30 

Å WPA2
ï WPA2  Wi-Fi IEEE 802.11i ̙WPA2 

 802.11i Ǎ  Michael CCMP

̘  RC4 AES

36

http://zh.wikipedia.org/wiki/802.1X
http://zh.wikipedia.org/wiki/IEEE_802.11i
http://zh.wikipedia.org/w/index.php?title=CCMP&action=edit&redlink=1
http://zh.wikipedia.org/wiki/Advanced_Encryption_Standard


WPA/WPA2

Å RT-N56U Ǎ 106Mbps̙
WPA 2 Ǎ TKIP AESǍ

2 ̙ AES TKIP Ǎ
TKIP Ǎ 54 Mbps

Å WPA WPA2 AES Ǎ

37



WPA/WPA2

Å

ï ǉPre-Shared KeyǍPSKǍ Ǌ
 802.1X 

ï Ǎ  8  63  ASCII 

̘  64  16 ǉ256 Ǌ

Å

ï spoonwpa Ǎ Ǎ
Ǎ Ǎ

Ǎ ǉ
Ǌ̙ Ǎ :

1. Ǎ GPU

2. hacker2 Ǎ
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Wi-Fi

Å Ǎ SSIDǍ Ǎ
WEP WPA/WPA2 Ǎ Ǎ

Å Ǎ Ǎ Ǎ Ǎ
Ǎ

Å Ǎ Ǎ Ǎ

Å Ǎ
̙  Wi-Fi 

Å ǛBroadcom SecureEasySetup Buffalo AirStation One-Touch Secure Setup

Å ǛAtherosJumpStart

Å QR Code

39

http://en.wikipedia.org/wiki/Broadcom
http://www.broadcom.com/products/secureeasysetup.php
http://www.buffalotech.com/wireless/products/AOSS.html
http://en.wikipedia.org/wiki/Atheros
http://www.atheros.com/pt/atheros_JumpStart_for_wireless_whitepaper.pdf


QR Code

Åhttps://www.mywifisign.com/zh-hant

Åhttps://qifi.org/

40

https://www.mywifisign.com/zh-hant
https://qifi.org/


WPS (Wi-Fi Protected Setup)

Å Ǎ One Touch ǍWi-Fi 2004

Å Wi-Fi Protected Setup (WPS) Ǎ Ǎ
Ǎ WPS AP

Å WPS Ǎ WPA WPA2 Ǎ EAP

ǍSSID Ǎ Ǎ
Ǎ Ǎ

Å PIN PBC WPS

WPS 2 ǛPIN (Personal Information Number) PBC (Push Button Configuration)Ǎ
2 Wi-Fi
ï PIN

ï PBC ǉ Ǌ
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WPS

Å 2011 Stefan Viehbock Blog WPS Ǎ
̙Viehbock Ǎ WPS PIN

̙ 2 WPS PIN

Å PIN :

1. WPS PIN Ǎ

2. WPS PIN 8 checksumǍ 7 ̙ PIN 10 7

Ǎ 1000

3. PIN Ǎ ( ) PIN ( 4 ) ( 3 )

̙Viehbock PIN Ǎ EAP-NACK Ǎ
Ǎ PIN ̙ 7 PIN 4 PIN

3 PIN̙ Ǎ Ǎ 1000 Ǎ 11000 (10 4 +10 3 ) 

42



WPA2 KRACK

Å KRACK Key Reinstallation Attack

Å Wi-Fi Wi-Fi Protected Access (WPA)

Ǎ 2017 Mathy

Vanhoef Frank Piessens Ǎ 2017

10

Å WPA2 Nonceǉ
Ǌ
ï WPA2 Wi-Fi Ǎ

Ǎ

ï Ǎ
̙

WPA2

ï Ǎ Nonce

Ǎ

43



WPA3

Å WPA3 (Wi-Fi Protected Access 3)  Wi-Fi 

Å WPA3-Personal ( )  WPA3-Enterprise ( )

ïWPA3-PersonalǍ  WPA2-Personal  (PSK)  (SAE) 

ïWPA3-EnterpriseǍ  192-bit ̘

Å RFC 7664 Dragonfly KRACK

Å SAEǛ Ǎ Ǎ

44

After  SAE: ( ) Before  SAE: 

https://www.tp-link.com/tw/support/faq/2736/ 

https://www.tp-link.com/tw/support/faq/2736/


Ǎ WEP WPS?

Å

Å

Å
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 ï 

Å Ǎ Ǜ

ï  Realtek RTL8187

ï  Ralink RT3070
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 ï 

Å

ïVMWare Workstation

Å Live CD

ïBeini

ïXiaopanOS

ïCDLinux

ïBackTrack 5

ïKali Linux

Å Live CDǍ

47



WEP (1/2)

Å VMWare CDLinux

Å minidwep-gtk
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WEP (2/2)

Å

Å WEP
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WEP Demo (1/2)

Å
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WEP Demo (2/2)

Å Ǎ IV

Å 8000 IV Ǎ Key

Å AP Ǎ

Å 3
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Kali Linux WEP Demo

Å wifite
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WPA/WPA2

Å WPA/WPA2
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WPA/WPA2

WPS



WPA/WPA2 Demo (1/3)

Å
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WPA/WPA2 Demo (2/3)

Å hacker2Ǎ AP

Å Deauthentication

Å Ǎ Ǎ
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WPA/WPA2 Demo (3/3)
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hacker

Internet

Response

1. AP

2.
3. (Deauthentication )

5.
6. WPA

4.

Request

Authentication Request

Authentication Reponses

Association Reponses

Association Request

Deauthentication

Data

Deauthentication

WPA



WPS Demo (1/2)

Å
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WPS Demo (2/2)

Å AP Ǎ

Å 8
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WPA3 Timing Attack
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Wi-Fi ǛWifiphisher

Å Wifiphisher WPA AP

Ǎ

Å ǍWifiphisher

60

1.

AP

2.

AP

3.

ǉ Ǌ



WiFi 

Åhttps://www.mgteurope.com/ 

61

https://www.mgteurope.com/


WiFi Pineapple

Åhttps://www.wifipineapple.com/ 

62https://shop.hak5.org/products/wifi-pineapple

https://www.wifipineapple.com/


WiFi Pineapple
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