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90 70/ PERCENTAGE OF INTERNET USERS AGED 16 TO 64 WHO OWN EACH KIND OF DEVICE
. 0
ANY KIND OF SMART FEATURE

A 16 6 4 MOBILE PHONE PHONE PHONE

CHANGE

I 42.4% “0.2% (208P8 oPs)

TV STREAMING SMART HOME VIRTUAL REALITY

| 3 5 . 2 % - AN DEVICE DEVICE DEVICE
T 17% e
14.0%

R CHAMGE ANG YE MIGE

. by (+40 BPS)
| ! 13
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A n i are. 4 eltwater

73.31 Mbps A
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FI

s projected

Make sure to grab an umbrella

if you head out. It

to rain.

It's a comfortable 75°F now.

Air quality is good today.

Humidity has risen to 30%,
2% higher than yesterday.

‘@ GoodMorming

ChunghwaTelecom
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A

StatCounter
A

A Android + iOS 54.75%

Windows 32.69%+ OS X 8.26%
A y

-

A

= DESE
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. https://gs.statcounter.com/platform

A\
Desktop vs Mobile Market Share Taiwan

2018 - 2024

55% , >
— e —— ;—fff_f’
e ——d e e ———

b ’;\
e — W

N,
33% @

O Mcbile <O Desktop

Edit Chart Data

Operating System Market Share Taiwan

2018 -2024
/><
>—<
\

Android O OSX Unknown <O Linux = Other (dotted)

-market - share/desktop - mobile/taiwan/#yearly -2018-2024 10
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A
IEEE 802.11

AIEEE 1997
i MAC NJ

2.4GHz ISM
2M bit/s,

A j Base Station, BSNJ

CSMA/CA
A

Access/Collision AvoidanceNJ

= DESE

ChunghwaTelecom

b HEEE 802.11

lj ad hocNJ

A

lj Access Point, APNJ

CSMA/CAIj Carrier Sense Multi
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http://zh.wikipedia.org/wiki/%E7%89%A9%E7%90%86%E5%B1%82
http://zh.wikipedia.org/wiki/ISM%E9%A2%91%E6%AE%B5
http://zh.wikipedia.org/wiki/%E5%B1%95%E9%A0%BB
http://zh.wikipedia.org/wiki/%E8%B0%83%E9%A2%91
http://zh.wikipedia.org/w/index.php?title=%E7%BA%A2%E5%A4%96%E4%BC%A0%E8%BE%93&action=edit&redlink=1
http://zh.wikipedia.org/wiki/Ad_hoc
http://zh.wikipedia.org/wiki/%E5%9F%BA%E7%AB%99
http://zh.wikipedia.org/wiki/CSMA/CA

WPAN \

A
(Wireless Personal Area Network) @
A WLAN —
(Wireless Local Area Network) -
A WMAN @WLAN WMAN WWAN
(Wireless Metropolitan Area Network) I
A WWAN

IEEE 802.16 WiIMAX

(Wireless Wide Area Network)

2G/3G/4AG/5G



802.11al
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f’ﬂﬂ e
) ~
) R A Speed
802.11ah R a
f -.__'5' S \ WI FI
, - - . h"h R
!, J G N\ \\
y b Y
/ / : \
; f’ \\ \‘ WiMAX
/ - - \ \ ;TGE -
! ad 1 - E Vo B ‘
8 ; > g \ ~ )
! / 4 \ HSPA
' ' ' | UMTS GSM
‘ \ . o 5 p / Mobility
by "'h.‘ e -r"" 2 | >
- L _ 2.4 GHz - -
b - - - -
‘ih-____gﬂimiz_——_--‘
54 to 790 MHz
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* 802.11

A 802.11 U1997 A (2 Mbps @ 2.4 GHz)
A 802.11aU 1999 A (54 Mbps @ 5 GHz)
A 802.11bU 1999 A (11 Mbps @ 2.4 GHz)
A 802.11cU 802.1D (MAC)  (MAC Layer Bridging)
A 802.11dU
A 802.11eU (Quality of Service, QoS)
A 802.11fU (Interoperability)
A 802.11gU (54 Mbps @ 2.4 GHz)
A 802.11hU A (indoor) (outdoor) (5GHz )
A 802.11i U (Authentication)
A 802.11n (Wi-Fi 4)U A 72.2 MbpsA 40 MHzA 150 Mbps,
(Multi-Input Multi-Output, MIMO)
A 802.11ac (Wi-Fi 5)U 802.11n A A 1 GbpsA
500 Mbps
A 802.11ax (Wi-Fi 6)U 1GHz 5GHz ISM A 24GHz 5GHzlj 5.8GHzNJ A |IEEE
802.11a/b/g{n/ach . ) 802.11acA 4 A
37%A 75%
A 802.11ax (Wi-Fi 6E)U E A Wi-Fi6 802.11ax A 6 GHz A 7 160 MHz
A A
fme MEEE
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Legacy 1997 2.4 GHz 20 MHz 2 Mbps 20m 100m \\
802.11a 1999 5 GHz 20 MHz 54 Mbps 35m 120m .
802.11b 1999 2.4 GHz 20 MHz 11 Mbps 35m 120m
802.11g  |2003 2.4 GHz 20 MHz 54 Mbps 38m 140m
802.1In 15508 2.4 |5 GHz 20, 40 MHz 72 | 600 Mbps * 70m 250m
(Wi-Fi 4)
?V(\)/?_'Ilzilggz 2014 5 GHz 20, 40, 80 160 MHz 433 | 6933 Mbps * 70m 250m
E(gv?/?-'llrilaes;( 2019 2.4 /5 GHz 20, 40, 80 160 MHz 574 | 9608 Mbps * 70m 250m
802.11ax 15500 24/5/6GHz |20 40 80, 160 MHz 574 | 9608 Mbps * 70m 250m
(Wi-Fi 6E)
Band  #olWiFi  BW *
12 345 67 8 9 101412 13 14 saGHz 3 2w MM
2412 2437 2.462 2.484 1 oMz
26 20wz ARRARMAN A
soiy 1 owe BARE ARARAS
3 reomrz —
2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2500 { ! A ; ol
GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz e et e 4
F—22 MHz —| i ; i ; .
oo AAAMAAAAAAAAA LA A L
N sory 2 dom: ARARARARRAARARSAASASSSARAAARRAN
—~ el 7 v 7 7 T v Vv VT 7 T T 7 T
M MERE Wer 7 owes /S M S S S S 6
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Wi-FI

A Wi-Fi

A

12

19dz

(WI-FI Alliance)
Wi-Fi

918

30%,

(2022

Wi-Fi

IEEE 802.11

Wi-Fi

Wi-Fi

)

51dZA

Wi-Fi

Wi G}

CERTIFIED

(Alliance)

Wi-Fi
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802.11ac

A

© A EHR TS

rG54Mbps

_HN150Mbps
FN300Mbps
FN450 Mbps
FNEOO Mbps
FN300 Mbps
FACB00Mbps
FACT750Mbps
FAC1100Mbps
FAC1200Mbps
FAC1300Mbps
FAC1750 Mbps
-AC1500 Mbps|
FAC2400 Mbps
FAC2600 Mbps
FAC3200 Mbps
FAC3900 Mbps
FAC5300 Mbps

i
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ChunghwaTelecom

ACXXXXA

300 Mb/s

N150 150 (n) N/A

N300 300 (n) N/A

N450 450 (n) N/A

w |0 000

AC1200 300 (n) 867 (ac)

AC1300 450 (n) 867 (ac)

AC1750 450 (n) 1300 (ac)} 802.11ac (5GH2z)
AC1900 600 (n) 1300 (ac)

AC2200 450 (n) 1733 (ac)

AC3200 600 (n) 1300 (ac band1) + 1300 (ac band 2)} 1
AC5300 600 (n) 2167 (1024-QAM bandl) + 2167 (1024-QAM band 2)

18




802.11ax 802.11ax/Wi-Fi 6Lya e @ e
|

A Wi-Fi 6 A AX1500, AX3000. AX6000
AX11000
§ HMOFDMA © O O O O \
A AX11000 AX6000 A AX3000 FROFDMA o o o A\
TXD4, RxD4 . TxD2. RxD2 A 2.4GHz EMMUNMD. © © O e
600Mbps A 5GHz 160MHz T
OFDMA A 2,402Mbps IS ERSRT « O o) 0 ') 0O
REEES
A AX1500A 5GHz 80MHz A e Vgake O o
1,201Mbps A  2.4GHz 300Mbps _
Operating Mode O
Indication
& Wi-Fi 6 (802.11ax) LK 1. OFDMAU
EEMIMO % | M | 24CHz MBEE 5GHz M i332 2. MU-MIMO U
AX11000 = Tx:4-Rx:4 160MHz 1,148Mbps 4,804Mbps + 4,804Mbps R . .
AX6000 Wi Tx:4 Rx:4 | 160MHz 1,148Mbps 4,804Mbps 3. 1024-QAMU Wi-Fi5A 25% A
AX6000 Wi Tx 8 Rx:8 80MHz 1,148Mbps 4,804Mbps 39%
AX3000 3 [ Tx:2:Rx:2 | 160MHz 600Mbps 2,402Mbps 4. BSS ColoringU A
AX1500 wi Tx:2 Rx:2 | 80MHz 300Mbps 1,201Mbps 5 TWTU  Wi-Fi ( loT )
- PEEE

n
ll l|‘
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Al
c1s¢o

(Access Point)

[ (inteD) Modet: 1265NGW

[ Intel® Dual Band Wireless-AC 7265
§ FCCID: PDITZ65NG IC: 1000M-7265NG

WFM:6057181E8DA1
| BDM:6057181E6DAS @

| TAH35357-003

Made in Chea MAIN  AUX

SPS:756749-001 0C

o

A P
23438 &
£ 250 2
38 B30

@
&
@

CRMINT-T285NGW
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SSID BSSID (1/2)

A (Service Set)

I (SSID)
I (Basic Service Set, BSS)

(Extended Service
Set, ESS)

A (BSS)

A (ESS)
I ESS BSS

S MEEE

= ChunghwaTelecom

‘ AF1

aglD="marketing"

SSID

ESSID1=-=55I0

8

me
= Sas

ﬁfﬁ hiDefender
[-) e
f‘ CHT Wi-Fi

. %)
;’\‘
8 cHTwi-fisG \\

82 cHTWiFi 137 246

‘
ﬁfﬁ CHTD-Fit GUEST WiFi 4x4 &

% Feng ching&JiPhone

82 Fit- GUESTWi-Fi

BSSID2=-=55I0

55|D=-'marketing"$

BSS 24



SSID BSSID (2/2)

A BSSID (Basic Service Set Identifier)

AP BSS

i AP MAC A

- aa:bb:cc:dd:ee:ff

A SSID (Service Set Identifier)

A
A

_ ESS
32 4
' TP_Link_1201
AP BSSID SSID
ESS SSID

(ESSID)

A ESS

AP BSSID

AP

AP BSSID

SSID A
SSID

AP
BSSID1=-=55ID
$ S5ID="rnarketing" $

BSSID2=-=55I0

55|D=-'marketing"$

BSS
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Wi-FI Mesh

With Client Steering

01‘0
STA access to STA access to
the network the network
~— ~
Nce” N
STA STA
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(1/2)

A : WiFi Analyzer (Open Source) | \\
(Android) &
I Wi-Fi
,
P> GoogePlay 2 mmex == == == a ®
A

I https://play.google.com/store/apps/
details?id=com.vrem.wiflanalyzer

WiFi Analyzer (open-

source)

S MESEE

ChunghwaTelecom -
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(2/2)

DL PEITRODP

: WirelessMon (PC) o E—

| ]
[ Map | 1% Carmecion | Graptm | Stants | Summary

S50 | gk CE6550 Usng6PS [y

MAC Addess (F4ECERBCEAST4 GPS Sgre [
Svengh |57 S anx Soolter N
Speed M| 1444 WiSey [no
[ ]

fedh Type (WPAZ AES)
Frequency | 2457 MMz

Onaered 12

Suswmnary Lict Fiber | Show of

S & $S0 RSSI Channed

“ Relosd Cads

Signel Srength Crarnel Usage

5GM2 Usage (3664 149165

Max Pste Sugo MAL Addess Fast Tme Seen 1~
wd CE4%0 LEiE 24 ” FesCEBLESs 172853 N Me
FonWFi r @ K008 172253 M
Touba\SESCY ' 5 | 1013314685 17253 s
Tobbo Ar f s n Q0N BX 172853 N Me
TeknadF4212 v BHEEEFA2 172853 1 Ma
Fon Wit G 121331465 17285371 Ma
TebtiaDAD349 L 1810408 172906 1M
Rory L ST AR 1728053 Na
TeltraBB0E2Y € 8. 0058865 172853 e
I 172015 31Ma
I 172851 1Ma
r 172853 NMe
L BC0sAT8L 172853 1Ma
TetshaDB0OCD r FOAB 050580 17853 NMe
L} AS1810A08 172906 e
Opnua_4DBFDS5_ %6k 1 ™ x THES 340 BF 172053 NMe
TabhaD A5 6 LR 3 MANN 00N 17285371 Ma
T ol sAD5EFH 0 5 12 144 Mb/y BREE X A053 172253 NN 2020 NMs 7 -
150 (115 secure - 0 ovedable
~7
& wrelesshaon X
File Configuration Help
BEePLAPEZTHO
Selech Netmork Caed | Reeskek RTLSECZSE BO2 1 0c PCle Adeptes | TRoloed Carte >
SebeciGraph | 2 4GH: Spectnum Ansies | Sebect Sowcs | Cument Netwodk Card v

37dBm

| Mag [ 1P Corrmeson | Orors  Susisticy | Sunmary

46dBm

https://www.passmark.com/pr

oducts/wirelessmonitor/

= DESE

(30

91dBm

100 APs detected (75 secure - 24 uvsecured) -« 6 vailable
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\\
hackerl hacker2 hacker3 @

Response Request & | Request only
only Response

¢ 2y
\(iq v

Y
hacker3

hackerl

Sme MESE hacker2
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A Request

GET / HTTR/Ll.1

Accept: text/html, application/xhtml4xml, */*
Accept-Language: zh-TW

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0;
LAocept-Encoding: gzip, deflate
Proxy—-Connection: Keep-Alive

Host: www.google.com.tw

(2/2)

Vindows T €.1; Trident/5.0)

Cookie: PREF=ID=2a777ac87dblecbef:U=6cfdabhi8e43cE8e :FF=0:TH=1303715105:LM=1322£23574:5=m75_ OPNpvHAXTELT;

NID=53=HlEwv_ 4wWSFmtl O4alieWfiOhXmMsac0V2D--aulTePOTqoVWolinAZZ ASwEJNF7-0TLUEDI388 yUJSEhdZ1ZVoEBcAaEyQhlxlyhEjC-

Iw3nHHx INZxZ9TH=35ALVE?

SID=DOAAAHoOAAADt ZkeHO9pAfel JrGRREFMondOknY3cLgEzd W7 -tnjoB K lddThwe ISGD v Hemr hWETZ IESFMECuo3 h3LhFHeWuWEsSmRCSESTET

Zo99h0fZeTOTEeSECSUTD oIvSeRASWEQERSNLHL EolEvmnlD7AOTATZ veShod4slyCEeaBTHOA; HSTD=AETECSLoTHXUS 1T5

A Response

HTTP/1.1l 302 Found

Location: https://www.google.com.tw/
Cache-Control: private

Content-Type: text/html; charset=UTF-8
Date: Tues, 20 Mar Z012 0Z:05:51 GMT
SErVer: gws

Content-Length: ZI3

¥-¥353-Protection: 1l; mode=bhlock
X-Frame-Options: SAMECQRIGIN

<HTML><HEAD»><mseta http-equiv="content-type" content="text/html;charsect=ucf-5">

<TITLE>302 Moved</TITLE»</HEAD><ECODT>

<H1»302 Moved</Hl>

The document has moved

<A HREF="https://www.google.com. tw/ ">here</L>.
</BODY></HTHL>

—
—
—

MEBE

ChunghwaTelecom

hackerl

hacker2

hacker3

Response
only

Request &
Response

Request only
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[ 802.11b

802.11i

O OWEP [ wea H WPA2 |

Relationship between WEP, WPA and IWPAZ2

34
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WEP (Wired Equivalent Privacy)

A 1999/9 802.11
A RC4 (Rivest Cipher)A CRC (Cyclic
Redundancy Check)
A 2001 A A RC4
A WEP
I 5 A 24 IV (Ipitialization Vector) 40 104 WEP
A 64 128 RC4 A
i WEP AV 24 A
i 24 vV A 1,600 A ) A )
A A A A WEP
i A CRC ) A CRC ) A
WEP CRC A A
A 2003  Wi-Fi WPA
A 2004 802.11i A WPA2 A

S MEEE
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WPA/WPA2 (Wi-Fi Protected Access)

—HFE  WPS WDS ESFHNZE]  RADIUS FE

A Wi-Fi Protected Access

i WPA Wi-Fi Protected AccessA [ Wi-FINJ
A i WEPNJ

G - —BEE
HEL T EESERSE -
SSID

ES% SSID

A WPA

FERE Site Survey

home

@z 0z

=& ¥ blg Protection

Server

i WPA 802.1X
U Aipsdared keyd (PSK) 20/40 wz g
=E v |
i WPA 128 48 A RC4 =l
:gg%;\zigfg:?;unal
i Wi-Fi pre-shared key WPA WPA2 A |
802.1X WPA WPA2 WPAPSK £
| HEcEEIER
A WPA ~ WPA
g Internet
30 ,)))"1 I((((
A WPA2 ‘, o
i WPA2 Wi-Fi IEEE 802.11i . WPA2 AV —u S ii
802.11i A Michael CCMP '
RC4 AES
¢ 802.1x  EAPOL) SR RADIUS/EAP 4
- ED-EQ ‘g ¢ Authentication method ’

ChunghwaTelecom
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http://zh.wikipedia.org/wiki/802.1X
http://zh.wikipedia.org/wiki/IEEE_802.11i
http://zh.wikipedia.org/w/index.php?title=CCMP&action=edit&redlink=1
http://zh.wikipedia.org/wiki/Advanced_Encryption_Standard

WPA/WPA2 Q

«“‘\
A RT-N56U A 106Mbps ‘Q\
WPA 2 A TKIP AESA |
2 h AES TKIP A Q
TKIP A 54 Mbps
A WPA WPA2 AES A
TP-Link 300M Asus RT-N> -NSEUEAREE (AR )
WPAZ2-PSK (AES)
WPA-PSK (AES) Al
WPA2-PSK (TKIP)
WPA-PSK (TKIP) WPA (TKIP)
5 puEE

0 20 40 60 80 100 120 37



WPA/WPA2

w
A
i i Pre-Shared KeyA PSKA NJ
802.1X
I A 8 63 ASCIl
64 16 j 256  NJ
A
i spoonwpa A A
A A
A J
NJ A
1. A GPU
2. hacker2 A
= mEEE
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Wi-FI

A A SSIDA
WEP WPA/WPA2 A A
A A A A
A
A A A
A A
h Wi-Fi
A U Broadcom SecureEasySetup  Buffalo AirStation One-Touch Secure Setup
A U AtherosJumpStart
A QR Code
e DESE

ChunghwaTelecom
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http://en.wikipedia.org/wiki/Broadcom
http://www.broadcom.com/products/secureeasysetup.php
http://www.buffalotech.com/wireless/products/AOSS.html
http://en.wikipedia.org/wiki/Atheros
http://www.atheros.com/pt/atheros_JumpStart_for_wireless_whitepaper.pdf

QR Code

A https://www.mywifisign.com/zh-hant

A https://qifi.org/

pure JS WiFi QR Code
Generator

SSID

Encryption

WPAWPA2IWPA3 v

Key
o

Hidden (]

= hEEE

ChunghwaTelecom

=T BAIWIFiEE TR

L

ST FAEAWIFIER

W&

SpaceX WiF ‘

‘ Mars2021 ‘

ERE?

BB E] LSRR TS B T — kAR RS, RAREETWIFINERM AR HF R EEEWIF
BTENARRE, IRRREMEQ LANFREREAWIFIER, M7l =FIEE FHPDFT.

OK, EfETTEIRISAERIR?

FRIE! @BETEMEEARIF AT S TRIAE, —F DAERWIF, 4 TEBWIFR
WANEEFERNTHE.

FREER2E?
=2 MOWFEAERRSNEH, REARARER. SUERENTEREENESZHEER
Ae

iE B
= (ORI ERIMEAY: Cody Mikol, Kostas Nasis, FI3EE A, SR ESHIMERITH,

BEEWIFI, BT RERIRE L ARITERIE. HAR
HEATANWIFIZENEEEE.

SpaceX WiFi

Mars2021

3EIRE 2EWIFiE T mywifisign.com
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https://www.mywifisign.com/zh-hant
https://qifi.org/

WPS (Wi-Fi Protected Setup)

A A One Touch A Wi-Fi 2004
A Wi-Fi Protected Setup (WPS) A A
A WPS AP
- - l_lN;( 7 Wireless N Router
A R
R A,
| Billion BIPAC 7300GX D-Link DIR-655 £H. 4+ BR-6504n |
A WPS A WPA WPA2 A EAP
A SSID A A
A A
A PIN PBC WPS ‘
WPS 2 U PIN (Personal Information Number) PBC (Push Button Configuration)A
2 Wi-Fi
T PIN
T PBC lj NJ
= DESE

ChunghwaTelecom
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WPS

A 2011 Stefan Viehbock
Viehbock
A PIN
1.  WPS PIN
2. WPS PIN 8 checksumA
A 1000
1/2(3|4|5|6]|7 0
1°* half of checksum
PIN 2" half of PIN
3. PIN A (
Viehbock PIN
A PIN
3 PIN, A
e MESE

ChunghwaTelecom

Blog WPS A \‘\
A WPS PIN .
2 WPS PIN @
A
7 : PIN 10 7
57;" LINK Wireless N Router
SRR

I
940C6DE65SBOE
| A
61792340 |

) PIN (4 ) ( 3 )
A EAP-NACK A
i 7 PIN 4 PIN
1000 A 11000 (10 4  +10 3 )
42



WPA?2 KRACK

A KRACK Key Reinstallation Attack

A Wi-Fi Wi-Fi Protected Access (WPA)
A 2017 Mathy
Vanhoef Frank Piessens A 2017
10

A WPA2 Noncelj
NJ
i WPA2 Wi-Fi A

WPA2
i A Nonce

= DEEE

ChunghwaTelecom

Lets “ Shake the hand” #4-way Handshake

Probe Request Response
Supplicant e i st ket -ﬁ‘
Authentication RR, Association RR

1
Pre-Shared Key 256 bit ‘ Pre-Shared Key 256 bit |

|

Authent

__M_eggéﬂ_e_} ------------- ANounce
&mmm—""" ANounce
SNounce
AL Message2 __________ ‘e ;PT :
Snounce + MIC
Key Installed ‘
Key Install Acknowledgement > Key Installed
43



WPA3

A WPAS3 (Wi-Fi Protected Access 3)

A WPA3-Personal (
i WPA3-PersonalA

i WPA3-EnterpriseA
A RFC 7664
A SAEU

__ Before SAE:
E DERE

ChunghwaTelecom

~

A

WPAZ2-Personal

192-bit
Dragonfly

Wi-Fi
)  WPA3-Enterprise ( )
(PSK) (SAE)
KRACK
A

12345678 €3
No Attempts Left!

LN

After SAE:

. 22345678 R

https://www.tp-link.com/tw/support/faq/2736/

44
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WEP WPS?
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A
I VMWare Workstation
A Live CD
I Beini
I XiaopanOS
I CDLInux
I BackTrack 5
I Kali Linux
A Live CDA
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WEP (1/2)

VMWare
minidwep-gtk

RUB4D0S B.4.4 26889-B2-21, Memory: G637R ~ 253M, MenuEnd: Bx46D9E

Normal,
>

(de_DE)
(en_CA)
(en_GB)
(en_US)
(fr_CA)
(fr_CH)
(fr_FR)
(ru_RU)

(zh_TH)

se the * and 4 keys to highlight an entry. Press ENTER or "b’ to boot.
ress ‘e’ to edit the commands before booting, or ‘¢’ for a command-line.

Safe Graphics Mode

please select a language:

Deutsch #illkommen
English Hel come
English el come
English Hel come:
French Bienvenue
French Bienvenue
French Bienvenue
Russian JoBpo TICHEANCBATD

(zh_CH) Chinese| Fie!]

Chinese e

>
MenTest86+: a thorough, stand alome memory tester for =86

The highlighted entry will be booted automatically in 2 seconds.

= DESE

ChunghwaTelecom

CDLIinux

Home FeedingBottle

ﬁ =

hIRHE Inflator 1.0

T

RERNE FRRAERET

<]

CDLINUX XAFER

) = = wl 11:54@
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Home

minidwep-g

WEP (2/2)

WEP

FEEM £

PEEIMAC 2

BE EE mEa

EPIEMAC

wlan0

3

wilan0 Ralink
RTZ870/3070
rt2800usb - [phy0]

Aireplay-ng -
Aireplay-ng -
] Aireplay-ng -
Aireplay-ng -
] Aireplay-ng -

MERES

ChunghwaTelecom

15737 > meh

2 1 2 @G | e

ORI

Home

minidwep-g

TEM

BEHMAC i EE (EE AR EFPEMAC

wlan0

3

{00:0A:79:ES:AE48_alex 64 3 WEP_ wps

wlan0 Ralink
RT2870/3070
rt2800usb - [phyo]

CA:6C:87:5E:F7:A4__MOEKA1549 -60___

11 WEP__

12:52:50>E& S Hh

2 1 2 @G - |

O ETS
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WEP Demo (1/2)

%)

FeedingBottle

Inflator 1.0

CDLINUX

K A

minidwep-gtk

‘1))) N . ﬁl!20:48@
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WEP Demo (2/2)
A A

A 8000 IV

A AP

A 3

Key
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Kall Linux WEP Demo
A wifite




WPA/WPAZ2

WPA/WPA2

FEEMAC £ BEE {SE mEsx

EPIEMAC

wlan0

— = — —————— =——T =

wlan0 Ralink
RT2870/3070
rt2800usb - [phy0]

All
M=
WPA/WPA2 ‘v

74:EA3AES:SFA2 TPLINK  -72 2 WPA2WPA__ wps

40:4A:03:52:99:F1__hidden_ -72__ 1 WPA___
50:67:F0:38:5D:11__Travis____-72__ 1 WPAZ___
00:22:15:36:25:3D0__WL520GC_MNPy___ -71__ 1 WPA___
50:67:F0:61:78:DB__P876___ -68___ 6 WPA___
1C:AF:F7:1B:89:D2__hidden__ -70___1__ WPA2___
BC:AE:C5:C4:D0:A8__hiVideo_AP____-68___ 1 WPA2WPA__ wps

T TULETE
¥] Aireplay-ng
cDL Aireplay-ng
[ sireplay-ng
[¥] sireplay-ng

- ™ i B W R

.‘ L] Aireplay-ng
S|l (] sireplay-ng

2 | 4 Q) |0 gt |

MERES

ChunghwaTelecom

"
Wi,

13:02:02>E#FGHSH

Reaver

e m®

WPA/WPA2
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WPA/WPA2

A & )

Demo (1/3)

Home FeedingBottle

wlan0 Ralink
RT2870/3070

|'w

mEsz -
i WPA/WPA2 | R

EEEMAC 2 BE HEE s

| ’ 'OUILY:CBILFE5:Y0__niaden__-b5_ 2 WPA__

38:83:45:54:61:78
5C:63:BF:CF:02:02
14:D6:4D:31:0F:F2
00:24:8C:8C:93:29
00:13:92:0E:86:D9

00:D0:41:CB:06: 6A

P EMAC

_hidden_ -63__ 1 WPA2WPA___
__TP-LINK_PocketAP_CF0202___ -62

_hidden_ -58 1 WPA2___
_hidden_ -56__6__WPA___ .
00:1C:10:B1:C5:7A__hidden_ -54__ 1 WPA2__ 68:09:27:0A:86: ec‘ H

botdf shared  -53_ 6_ WPAZ

6 WPA
__chtd1505__ -58__6__ WPA2WPA_ 00:1A:73

| [«]

”131

3 T -
|[v] Aireplay-ng

\[(] Aireplay-ng

1‘?} Alreplay-ng

~] OO Ut 5 W N

= DEJE

ChunghwaTelecom

=
1»1

13: 0820->%{§ éCP

- | Reaver

Li2ah

AfRIE

1 minidwep-gtk-30131

) =

- ﬁn 13:08 @
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WPA/WPA2

Demo (2/3)

A hacker2A

A Deauthentication
A

AP
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WPA/WPA2

Internet

WPA

Demo (3/3)

henticadl
__Association-Request

Deauthentica#ien
‘____QQE—I —
1
||' :

(((.,)) < Reest
" Response @

2
Y s

T
N

hacker

1. AP

(Deauthentication )

WPA
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WPS Demo (1/2)

- pag

Wireless Cards

Bssid Essid PWR CH ENC Client

wlan0 v

wlan0 Unknown
rt2800usb - [phy0]

Channel

All

Encryption

WPA/WPA2

FLC:/5:1b:Ab:AL:IBE__easthomeyy -//__ 11  WPAZ___wps
90:F6:52:27:19:12__yuan -76___ 11 WPA2___ wps
74:EA:3A:E9:04:A4__ Lu_Family -76___ 6 WPA2
74:EA:3A:E5:55:BE__TP-LINK _LEE -75___ 6 WPA2WPA___
BC:AE:C5:EA:CD:0D__jandalee -74 11 WPA2___
54:E6:FC:E5:72:EC__A3-11F -67__ 9  WPA2WPA__ wps
00:23:54:B5:E4:CO__A3-9F__ 62 1

00:1D:73:A9:C1:90__001D73A9C190_G -30

-Mode selected
] Aireplay-ng

il |lv] Aireplay-ng

[] Aireplay-ng
] Aireplay-ng
[ ] Aireplay~ng
[ ] Aireplay-ng

Injection rate

20:17:48—>No action

500 | ¥

Dictionary
Attack

Lanch

Reaver

Abort
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WPS Demo (2/2)

A AP
A 8



WPA3 Timing Attack
WPAS Timing Attack

e Password: potatol23

=

Handshake

Victim Password Accepted

N ++

, " ’ —
bd o el N - N L= ————-. L )

Attacler 'mowe nacewrord :

AlldCKel KINOWS PaSSWOoIQ O

A

W guess: Passl123

guess: mypass69

Attacker guess: potatol23 Vv

Router

Router

potatol23 = 3 iterations

Delay for

takes: 1 iterations

takes: 2 iterations

takes:




Wi-Fi U Wifiphisher
A Wifiphisher WPA AP

A A Wifiphisher

=N
@ wifiphisher

B

Terget AP P

Product: DSL-2640R [+] Ctrl-C at any time to copy an access point from below
l ESSID

Web Administration

FIRMWARE UPGRADE:

A new firmware is available to improve functionality and performance.

DOWNLOAD AND UPGRADE

Current Firmware Version: 1.04

' | |
OO =

6

N o)

WPA Password:
Submit

= hEEE

ChunghwaTelecom Attacke



WiFI

A https://www.mgteurope.com/

<5

MGT GHOST-SYSTEM NEW

2022

Digital Audio Transmission System

MGT GHOST-SYSTEM
NEW TINY
Digital Audio
Transmission System

+ Voice transmitted in stereo mode.
+' High-quality digital coding.

+ Low current use (40mA-Tx).

+ Mics with high sensitivity.

+ Crypto digital transmission.

MEBE

ChunghwaTelecom

MGT PIXEL-NANO-3G

GSM Audio Transmitter

MGT PIXEL-NANO-3G
3G GSM,
NEW Listening Audio System
with ONE CALL

+ SMS tracking with a tiny GPS antenna.
+ Small 3G GSM dimensions.

+ It supports 2G GSM networks.

+ Audio quality very clear.

+ GSM Audio Transmitter

A sign Up

MGT RM2033

Digital Room Monitoring System

MGT RM2033
TWO-CHANNEL
DIGITAL
ROOM MONITORING

+ Audio-secure digital transmission with jamming-prof.

+ Detection is strongly restricted.
+ LF-amplifier output for each channel is available.

+ Room Monitoring Surveillance Systems
+ Digital Room Monitoring Surveillance Systems

WE ARE SPECIALIST
IN COVERT SOLUTIONS

MGT- P6 GPS Jammer

Range:10~ 20
meters

4 antennas

3G: 2110 ~ 2170MHz
Wi-Fi / Bluetooth:
2400 ~ 2485MHz

MGT- 04 Wi-Fi Jammer

: Range : 5 ~ 80 meters
4 antennas

MGT- MP200 Jammer

Range: 50 - 75m
Barrage + DDS
sweep jamming
20 to 2500 MHz.
Omni-directional
antennas

MGT- 03 Jammer

Range : 20 ~ 40 meters
External antennas

MGT- P6 Wi-Fi Jammer

Range : 10 ~ 20 meters
iDen - CDMA - GSM: 850
~ 960MHz

DCS - PCS: 1805 ~

1990MHz

3G: 2110 ~ 2170MHz
Wi-Fi / Bluetooth: 2400 ~
2485MHz

4 antennas

MGT- 3x13 Jammer

Range : 50 ~ 120 meters
3 frequency bands
jammed
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https://www.mgteurope.com/

WIiFI Pineapple

A https://www.wifipineapple.com/

g DEEE https://shop.hak5.org/products/wifi-pineapple

DEF CON25 BACKSTAGE
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https://www.wifipineapple.com/

WIiFI Pineapple
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