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TWNIC 2023 
1̧8  84.67%

¸  81.76%
ü

¸ (mobile-only)  18.76%

: TWNIC
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Å 48.8
Å 80 61% (Oberlo, 2024)

Å
Å2023 130 (Kaspersky, 2024)

Å 15.4 (Mobile Banking Trojan)

Å 113 (worldbackupday.com, 2024)

Å App
Å6500 App 95% OWASP MASVS (Mobile 

Application Security Verification Standard) 
(NowSecure, 2023)
Å 54%  (App )

Å 47%  (App )

Å 43%  ( ǯ ǯ
)



2023 Mobile Threat Landscape
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: Lookout

Android ǯ ǯ
iOS ǯ ǯ



Android
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2022/02 BRATA
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: iThome , Cleafy

BRATA APP Icon

BRATA Downloader (2022/01)

APP



2022/03 TeaBot Google Play
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: iThome , Cleafy



2022/03 

11

: 



2022/03 FB
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: iThome , Pradeo



2022/07 
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: iThome , 
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3. App
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2022/11 
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: iThome



2022/12 3 App
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: Ettoday , Synopsys



2023/04 Android
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: TWCERT/CC, Cyble



2023/05 
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: Ettoday , 



2023/05 App
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: unwire.hk



2023/08 OCR
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: iThome , 



2023/10 Google Play
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: TWCERT/CC



2023/12 17 APP
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: ESET, TVBS



2023/12 
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: iThome , Threat Fabric

ĺĺ



2024/01 App
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: McAfee, ETToday



2024/02 App PDF
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: Newtalk , ThreatFabric



2024/03 VPN App
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1.Lite VPN 15.Secure Thunder

2.Byte Blade VPN 16.Shine Secure

3.Fast Fly VPN 17.Speed Surf

4.Fast Fox VPN 18.Anims Keyboard

5.Fast Line VPN 19.Blaze Stride

6.Oko VPN 20.Android 12 Launcher 

(by CaptainDroid)

7.Quick Flow VPN 21.Android 13 Launcher 

(by CaptainDroid)

8.Sample VPN 22.Android 14 Launcher 

(by CaptainDroid)

9.Swift Shield VPN 23.Free Old Classic 

Movies (by CaptainDroid)

10.Turbo Track VPN 24.Phone Comparison (by 

CaptainDroid)

11.Turbo Tunnel VPN 25.CaptainDroid Feeds

12.Yellow Flash VPN 26.Funny Char Ging

Animation

13.VPN Ultra 27.Limo Edges

14.Run VPN 28.Phone App Launcher

: , Bleeping Computer



2024/04 
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: iThome



Dropper
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¸ Google Play Ǎ App
Google Play Ǎ

ü Dropper

: Bleeping Computer



Android
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Ģoogle

¸ Ǎ

: ZDnet



Pixel 8 7
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: iThome , Google



Google Android
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: iThome , Google



Google App
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: iThome , Google



Google Play Protect 
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: , Google



Google Find My Device
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: iThome , Google



MASA App
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: iThome , Google

......



Android
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¸ 22.4% 13(T)

¸ 40.1% 10(Q)

¸ Ǎ Google
V

Ǜ 2023/10

: Google



Android
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: https://transparencyreport.google.com/android -security/overview



é iOS Ǡ
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2021/11 App
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Şophos 2022 Threat Report Ǎ 2021
iOS AppǍ

ü App Ǎ

ü App

ü AppǍ Ǎ

: https://www.sophos.com/en-us/medialibrary/pdfs/technical-papers/sophos-2022-threat-report.pdf



2021/12 
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: 



2022/01 HomeKit
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: unwire.hk, @TrevorSpiniolas



2022/01 
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: unwire.hk, zecOps



2022/01 Safari
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: , unwire.hk



2022/10 iOS VPN
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: iThome , Tommy Mysk


