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A 48.8
A 80 61% (Oberlo, 2024)
A 2023 130 (Kaspersky, 2024)
A 15.4 (Mobile Banking Trojan)
A 113 (worldbackupday.com, 2024)
A App
A 6500 App 95% OWASP MASVS (Mobile
Application Security Verification Standard)
(NowSecure, 2023)
A 54% (App )
A 47% (App )
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ChunghwaTelecom

New Threat Families by Platform

Vulnerability
Trojan

Tall Fraud

Surveillanceware
Spyware
Root Enabler

Riskware

Click Fraud And roid
Chargeware IOS
Backdoor

App Dropper

Adware
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2022/02 BRATA

AndroidiRfTAREEBRATABEIRS, StiREiSRS BRATA  APP Icon

BEESEEFH

> N\
E2019F # B IR A ANdroid BT R EBRATA » BEF1IABENRBEE  EXEECealyTE1 248 AFME  IHHE Q <,:
RIEEE  AREHBEEEREZER  HHATEEREN  ZRAL FHEIERGFHEApPp
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X/ WifFE | 2022-01-26 2%

=2 FEClealy FERTR - —EERBRAANANdOIdABES - 7 emmEEResoay - g22a  BRATA Downloader (2022/01)
EERFPFHRARES - -

1 Y (© 1security vendor flagged this file as malicious
BRATAZBrazilian RAT Android =#122019FFEHEZR - BREREA - i AndroidFH u SO W oot e
RAT ( remote access trojan ) BRAMEE - BZBETBAZIZERANTEM - ClealyIRASEF1IIFER ? 's:‘::”;k _— : B hotkseg
EERAEFIBRATAEE) » BRTHTEM - EAFASRAER - WITRRE - ¥l I AT RPENEZER D @
=.

ERFSRT  BRATAREBENZ EREE TSR ZNUREHFEE  MXEIEEF# L - EEBRATASENES APP Quer pagar e receber a
- = e P = qualquer hora e de graca?
BE#E - 2IBRATA  MIEASBRTEERNERET  BEEEUFENETZIEHIE  BEEEFHER

Chegou o Pix com um [l de

%F - GPSTEM - MCACEABR Y EFEFESEEHEE (HTTP - TCP) » LURBEBVNC ( Virtual Network Seyance. tadasirg et
Computing - EERBERSESS ) REBABIENASETESEESEN -

BYREFHEALENE  FIINRSIAppEEEIR » BILTZER  BRAIAFERAFREZISER 2580
EFHEERS ( Accessibility Services ) IBIEIVNC - 3EEGPSENL2#E R EETF i R EX MEFEERR
BEil - IRABIELY  BELEERTEEESTERMkKIl switchIng ; BB EMER - ERRPHSHE
ERIF - IEEROERNT - BRVEMBRFTAER DUAEIE - prsa B

129 12344-4

- lembrar agéncia + conta
FECAMESEETHEIEE  tERElRESE=lEERFER M TEERESEA -

=& BRATANZ EEHEEIIRERET TUHTTPREMCACHERRBEIESE - BETRIREES FHihE
App » BRI EERMWebSocketiBE - LUESEHLCACRRS BN BTSSR EINFRANSLTS - :
. :iThome , Cleafy




2022/03 TeaBot

TeaBotERIASSiBiEGoogle Play,
AfFiSiminss

BEBREEEILQR Code & Barcode Scanner F22%F|Google Play#® » BEXk T TS ES U EHERX TRt EER
RISHEEIR » LIREE FEASH A ETeaBotEIBRBIEEIHNEAER

EXelRE

A #ZE M AThomein =

3/ BREEF] | 2022-03-02 %%

EXxEEClealyA B85 » 2021 F5 AR BRIERIA SR A TeaBotE A EEANdroid I E T2 sih&EGoogle
Play » EREEEREERIEQR Code & Barcode Scanner » W EH FEHEITER -

TeaBot 7RI =EMA AT HENEENR - FEASHONRERNLFEERSE TEHFEERVLC Media Player -
DHLEIUPSEmERIRE - (B LR AMRERTTE =TRIANdroidTs » fiB  SHE2H T EIRAHTIR
TeaBot » BEEMIEEREREE » AIEE T Google Play - HREBEENRREINEG - EMIERYT - THECE
BIER -

Google Play

Cleafyg + Google Play FHIQR Code & Barcode ScannerEBR RS, » BEEZE 7% » CUEEKER
BETEH  MEESBEMRENENERE  LUEZEleaBot - ZEAMNBHILIFE EREGoogle Play » TIE
ERFERAETHATEZ —EAFHRGItHub QR Code Scanner: Add-Onfg=, -

—BERAENT T E—RENEN » TeaBotEEREBZEERF » EXEFEEW TERBERYE (Accessibility
Services ) BYRERR « DUEETeaBotiSLIERAZRIERE - DIRBRANTTY  AE0ARENERENRER
HARES  #EAIERRAERENTRETR -

HiihRYTeaBothk r MR =UEIE 29 thIEA T HERE » {ERFEHEEMC0EEE - 1EINFEBI00(E » B 7R
TEUZS  TEAFREES - MEEREE  LENZERRSTLE b5 BERAISIENES » g8l
HN - P BRSNS R B RNT L RS -

Cleafyi2E » B TeaBotiZBE T MGoogle Playsi#h « @F K/ ENERE » BN LEEAAZ8NENER
TEZSER  FEEFETESHEEAEMNRE  NEBERENSRE - BEEIENE  Ii—FClealyH&
HIEEREES AT Google Play |+ “FiEEGoogle 2&EWE|Cleafy@A0 -

QR Code & Barcode - Scanner

QR BarCode Scanner Bussiness LLC  Tools

PEGI 3

[ Add to wishist m

SCAN CODES QUICKLY
AND EASILY

S FORMATS
ORTED

GENERATE
YOUR OWN CODES

VIEW CODES HISTORY

QR Code Scanner: Add-On

Accessibility Q
Screen reader

Allow QR Code Scanner: Add-On to
Visibility enhancements have full control of your device?
Full control is appropriate for apps that help
you with accessibility needs, but not for

Hearing enhancements most apps.

© View and control screen
Interaction and dexterity Serhfpobteritlit

¥ View and perform actions
t can track your interactions w

Advanced settings » hardware sensor, and interact wit

Installed services ALLOW
5 services

About Accessnbllit°
Contact Us

DENY

Lleafy | LABS

:iThome , Cleafy
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ZE AR RMIER ! AP FREApp HRMBEEEARERS « ¢
fREVER

2022/03/06 16:51
X/ oEREE

REZEHEEZEZAEINCCGroup BMMMERSES  AH#EREGoogle PlayBEFE—REA
MSharkBot s BI¥T &5 Android EEAERSHE  ERLAEFEMMNETAEER - #HEE=
REBEEEMN BT, IBEEEZEREAFTHIESHENERERRN  BS|IBFTE I
438 Google Play NEZES 4 -

ZEFHRAFE —BEFTHENMRT » TEHELE®REA "SharkBot, AERSENEREEAE . &
ERNAUEETERR MEEAEFREEE A ANEN  REFRUIINEBHARE  ESEZENF
BREIZAETHMERNESE  HERNSTFREELZANER VE—TEEME . RAFFRETH
HERRTApp BPEBR—ESERBEIERERDEN 2K ERBEAFRTENER &
HAGEER -

HRISH3®EE "SharkBot, AERSHNINESEEAERIEE » 315 : - Powerful Cleaner,
Antivirus ( FTE X E 458 ) - Atom Clean-Booster ( F&E R E#5F ) - Antivirus, Super
Cleaner ( FEIREM1T ) - Alpha Antivirus, Cleaner ( FEREMH100) - LS N ERRA
BVNENHHS . HPlayBEEESEEETRE2022F2H108 - BEEARAENERMANERES
H—HB—% EE2LEERA ELEAEERSNERRER  NEX#EGoogle PlayB E&HIT

Ao
=)0

ZEHREAEEZAndOIdAF » BE&EGoogle PlayBE TEHB LI E L BRERMB S 8ME
App  BUEHRBICHFRESMRE - FZEEEEEPayBELNERRAERRELZS
RELARRE, ZEEETHEZERSHE  SEUEMHUEENEENRERELES -

—

1
|| 'I.

' Google Play ##t st =w  mw

Antivirus, Super Cleaner

' GooglePlay =8 mmEt @&w W

Alpha Antivirus, Cleaner
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T HERBIEEEZMAndroidiE BT
B10E=88

&AL L2 Google Play—EBS BRI Craftsart Cartoon Photo ToolsBERIAE  #XERRELERESAERT  LIFEEE
AEmARR

ST/ [EEEF] | 2022-03-22 %%

TEIEZEEPradeo=FIEH » Google Play &3 7 —ASFIARBERNES ER2NEERT, » H2aNEES
Craftsart Cartoon Photo Tools » STl inEEEEERRGERFEAY BEEABBI0EEANdOdEER
=£E -
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Pradeo® » Craftsart Cartoon Photo Tools###i A 7 & &FacestealerfJAndroid R EER, » EFEAETEHITL

HEER  BAZHRBRENEAZE  £EAESARSREEZER KL ESEXIHBETHICAC
EIAR -

WERERENSEELEFNSEENEERTEN  TARBMACET MR - AN sAh RN
B -

EREEMEENCACARRNERBENIMNEY - BEZ@EHEECwER7F - BEFZEETaEAm

BHE -

PradeofE3H21 BISE ISR - R NFERGoogle Play L (E&BRGoogle S E F 22 - EXEZEAMN
ERERTEEREEER S  EZZERREET » LIRS RS EHE -

o

Craftsart Cartoon Photo Tools

Alex Visa Art & Design
€ Everyone

E Add to Wishlist

Contains Ads

Craftsart
y Car

You Con Edit For

Login to experience the full function of application B

f Continue with facebook

.

?phm%te@h

:iThome , Pradeo
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HEBRANndroidiETEERIE LAY ALY

#HEEEEBANroidWZEZERET (Toll Fraud ) HHAERHEE » FHE## EGoogle Play FFIEZRE_ SMEEER
MBLALEHNZHEEN  CEZEBFREEBENESEERRANTZ  DIRNIHEARTEN

37/ BRIF | 20220701 %%
GooglefE2017F£2019%ER » #5tEGoogle Play L# 71,7008 &5 )okerEBEZ = AndroidiZ

= - JokerBl BN EFRNBERIRE - REGoogleSEE—FHIGET - T£Google Play FHHIRHEEER
$ o BEENEAT47.3%HEHRER 0 ERANZNEFRED  57348% -

WEFFRNFE—REHTHENEEER  BEAEER—EIEAN - WRTIH  ZEZAhEREN

ESRENT > BETREAELTHAES=EEEN ) —BEIIRINRE LI -
Microsoft 365 DefenderBF:RAR - BEEEENBESERENRZE (Wireless Application

Protocol - WAP ) 3RERRINEFER - WAPREMREH - EEES U] BALRELEEEERENR - 5FE
FrERpAEEREEREEAREERUNERENEN  2eEAEE0ARBETRER  ERIWE!
NANBLREEFEN —XRUZELENR  BRLECEERAAZKEREDE— U -

Bl » ZESEAFEAFRNWI-FZSSSERSTRETHES Bt EEIEEH » EHEXE
BREIREZE  REZGEEN—RUEE BEXBHELEEEEER  WHUERNENEN - E—&
BHNFEALER  BUIEART -

M4 7 #EGoogle Play » E&EERBFIERENERARBHNERER  AIIRHER - BAEA=RE
2% ME—F LEEGoogle Play FAIRRAR 2R » BRI THEEI—ENHE » L EEERENES
BEMNSABEEAE  AREVEERFAEAETERE MBS -

=

akrw

I:l Mobile device

Browses through
premium services

Premium service
provider

Opens subscription
page

==t

v

Clicks subscribe

*Receives request and
— sends OTP to confirm
the subscription

v

*Receives OTP and
sends it back to
confirm subscription

*Verifies OTP and
—» sends SMS confirmation
ff subscription

v

*Receives SMS
confirmation

pX

* Not always present

App

App

:iThome,

ChunghwaTelecom
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WAP

SMS
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2022/12 3 App

ETtodayHBE > 3CKE

3CKRE =& smian FHTH

SEERAPP [ RE4E

RMER ! SRAPPRIER IR B2008AF
2 NEinrsE=E

SLERNE REHE

20224124068 21:17

EZEFHFBREE (Synopsys) MIBLEL RSN (CyRC) THAAESHE » B3
Al fEGoogle Play s TEMIAPPETE BRERARE » EXEEAPPHE SR
EERHEEESEN - BAIE37APPIEGoogle Playfy TEEEEIE 200 B
:’R’ o

BFEIMERE > HEHAEZRFNAPPABIE MLazy Mouses ~ TPC
Keyboard) LR TTelepad) » =E3:RFEMAEINEELEHAPP » AndroidBETF
B BFRERRITEENBEIEE - BAISRAPPIHEZEEA > CyRC
BESRHBEIRAPPHIFES - BEERKIIEE -

CyRCERT » fRIRAT R » SMAPPHRNEEIETEE - ESEFRR2E2NER
FE > EREEHESAPPhEERREBREEANE » BLLENEBESE
> BaiENEEZMENRASTelepad 1.0.7 XESFhkas » PC Keyboard 30
BERHRE - Lazy Mouse 2.0.1 rE R hRZs o

Z5 > CyRCEHR - E3RAPPRERAZEMEHERER - EF4ENCVSSERGE
BRREETDEE.SS (M 104) » HER3(ERIRS5.14 » M3RAPPHEBE2
FREH » ERERATASLFEEFRSLERSE » AILCYRCHFSE » ETHEE
3RAPPEIH R FIRMPR - UREEEEA ©
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Lazy Mouse - PC

Remote & & Re

&

CyRC Vulnerability Advisory: Remote
code execution vulnerabilities in mouse
and keyboard apps

Posted by Mohammed Alshehri on nesday, November 30, 2022

CVE-2022-45477, CVE-2022-45478, CVE-2022-45479, CVE-2022-45480, CVE-2022-45481,
CVE-2022-45482, CVE-2022-45483 are remote code execution vulnerabilities in three popular

mouse and keyboard apps.

Overview

The Synopsys Cybersecurity Research Center (CyRC) has exposed multiple vulnerabilities in
three applications that enable an Android device to be used as a remote keyboard and mouse

for their computers.

Lazy Mouse, Telepad, and PC Keyboard are keyboard and mouse applications that connect to
a server on a desktop or laptop computer and transmit mouse and keyboard events to the
server. The free and paid versions of these three apps have a combined total of more than

two million downloads from Google Play.

: Ettoday, Synopsys
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2023/04 Android

TEEIRAY T EEEE 4 Android BEEEE - ERERIIRTT - HF - MESE App

Ou#%HE : 2023-04-21 FEAN: N BOK a E.g
%% TWCERT/CC 27 F155:2023-04-21
22419

EZ/E Cyble ETHIZEEZHEAE  iTHF%IE—{E Android E=E52 "Chameleon, ; EEEEHESEHASE
7 BREASNES%L BET App - BALEERESRHSBEEIE -

& Cyble EZEX{5E » Chameleon #EERBEEATIRIEAR Android TEIEEFEFEERINE EFCEERE
AFIEEHFFEN -~ K& IKO F]17E CoinSpot NE S#E35 FE

#{&5iEE » Chameleon EEITHFETSERDS » DILESEEEMHENEE#EIRIEE - 26385 + Chameleon
EBERZEE Android £EEZEEE oot ( 5 ) FERL debug B « DIFFES T ASHTT -

MEFZENEEE "IEE . #7  Chameleon EERKFERESETSESHENFERER » 1 H £ Google Play Protect {7
Eid thFEEHEEEESIMES App ; EE Chameleon EESTEHIERSE BT RAESHRE - &
5% - Root #REE -~ FREER - BEEEZESER -

BE Chameleon EXTE B S MR » wAIS L webview BRZRERESH URL  SIAEEKAE  BEH
SHEAEEERRAE  DUTSEEEINME » 2EEH cookie - TREH  \ABSSEHEN FANEFREAE - BR
FREETHEATERE  ENEEBAERNEREAUSE BB REFABEEE -

E2Z Android P& FEiZ8E10 App B+ FER 7 Google =4 Play Store HETEEESMNEREETS  Z1B8ET
FE-HEREAEENFERFES FETUERRERS -

= DEEE

ChunghwaTelecom

Use CoinSpot?

Coinspot needs to;

* Obserue your actluns
R tificatic wher

teracting with an app

Retrleve wmdow content
the content of a wir N YL

Turn un Explure hyr Tuuch
]l s will be spoken alol
Creen Can be expio USIng C

Perform gestures
Can tap, swipe, pinch, and perform other

Qesture

CANCEL

: TWCERT/CC,Cyble
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ETtoday#iFiE > 3CKE 20235058234 13:52

3CRRE =& SHin FRTR

EEAPP | BHE4EE

ZEFREITR BE [ A00EZFHHRK

Cycbercriminal Business on Infected Devices

WhatsApp
promotion platform

Facebook promotion Ad promotion

RITLIE = F plezionm platform
Bl 5’5’5&%%;@’%% fatf Jatf
%E%M‘Wﬁﬁ/ ﬁéﬁg Proxy provider SMS gateway

SMS received SMS promotion
platform platform

BHRAREAEEENATHE 5 50 EFERMEHNSE 890 B FHE HrRATHM
ERTEEHEE - £2/AF) Sophos Wi ASHKERREREH LA
Guerrillay » Btk %k » th7EGoogle Playd #1518 App thE TR L #RE2 o e

plugin

Guerrilla {TB—B&P » FEERNERCIEERS S NEHEREEN » 1Y @ @ @

BRERSEHIHNEEENIHEMRE  seREARARNEIE -

BANRBELESERRNARIZFEES Lemon Group) » &SRR . . . . . . .

Hj%%ﬁ%ﬁﬁ o Guerrilla ﬁ'?{fﬁﬁ}ﬁ B@%ﬁtﬁﬁﬁ%ﬁ% ? Egﬁ%ﬁﬁﬁﬁﬁﬁ Infected device
w#ﬁ%ﬁ@;‘mjﬁlﬁ{&mﬁ Eﬁ o £2023 TREND MICRD
BERRMREARSRT  BERERE - TES LA « B8 - BEEATMHN ® Asia 55.26%
—i2%  TEEFRAZRNTIA - SRR MERENRE LSS ® Africa 0.96%
RPERTFRNELERR « FRASHAAERE » Sdsid ST o TOTAL ® Europe 3.85%
8,968,754 - %
BERAFHEETNEREEE  HREERNT  HERADS « ENRE T ¢ NorthAmerica  16.95%
® Oceania 0.05%

o TNBEHREBRSERTESEENGME o
® South America 13.96%

P _AEER TechCrunch §4m - IwEPIRET > HiB EHHER%R Android
BRS BEEEEEE - BRE > ELERSEEE h616 M To5 BI5R » @iy ©2023 TREND MICRO
LSHUEHIRFESREE » 7R Guerrilla BRFER—1% » TTMUERTEBENEFRER . EttOday

BRF o ILREEHESEA clickbot - EHEBARMBEFESREERESRA ' !




2023/05 App s my DEWIE
& Google Play Q

iRecorder - Screen Recorder
l Coffeeholic Dev

o ER®f EEH:E Android App

INSTALL

Contains ads

42 % 50K+ a
259 reviews Downloads PEGI3 ©®

E=R FEREAT ESET MEROMBEESLS  —F Android IEEE 2 (iRecorder — Screen Recorder)
WRIRAZAFRE AhMyth HEE » EERLSEENEHNAFNEEEZR - ESET 15 (iRecorder —

2023-05-28 Screen Recorder} 7 2019 EXBE—RNEENER  REERERTESER -

{iRecorder — Screen Recorder) L ESHETEBAS EXTENEE  BIE— T CLENEESE

3nE = BTG TRIFMZIER  ESETHRZEZETHRNEEEANR 2022 £8 8 BE—REMEEM

ATEERAG  ZER—ESEE -~V EER Android #£EA - 2(E%#7 (iRecorder — Screen

AAr Recorder} SILIFIFMSEEERE  TEHFAFER  aiEls  SEEE - ABEE - BELE -

SMS FEAAEE A SR FEIEEHIEEERESE -

Google Play (R EEBEEEE ESET H1E3R%E » 27 (iRecorder — Screen Recorder} i Play Store T |
g EXEEENEMERERRMEAZEERENE » (iRecorder — Screen Recorder) IREHEHDIEETE Capture Screen - Simple Edit Crop Photo & Video - Add
Eft Android BEEERE  ESETBEAE T8, CEZENAETEZESHRBRE - Music

EREEFREE : gizching READ MORE

Ratings and reviews ®

Lo ——

:unwire.hk
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ZEfE CherryBlosFIFHOCRE: f#ri5ENIRS 2565

Ukraine ROBOT

BERT BRI HEBHBEREAN CherryBlosTEZE T » BELULENE (OCR) BMBENZEZRANNEELESE @ For the o erm develapment af our rast prject,for the stabity af aur account, and for everyane's
i jence, our ici the apk of

Next, | will send the installation package to the group, now only for Android phone users

X/ WS | 2023-08-01 == m o Robot999_510_.apk

X ]
ZEHEEBREIIHZER —SAndroidBEZ 2= » SEFIAAENE (OCR) HITEMEFHEZENNE » LI @ Ukraine ROBOT

hitps:/fww.robot998.net/robot999.apk

1
|| 'I.

O oo N - -
HE ﬁﬁ%ﬁ% e If you encounter difficulties during the download process, please use this link to download again

Ukraine ROBOT pinned "Breaking news For the long-ter..."

BRANESEIARRTRARNSEERARNE - HPh—REBBNRMAILAHEERCherryBlosHIBEER » H—
FBIEZ7EGoogle Play Store_EAIEEERApP -

gptalkO

gptalkO

Follow

0 Following O Followers 7 Likes

HEorCherryBlosE&EFOCRE&HHE T ERVEREEET - SF4HCCherryBlosfR ATSIZTREEERIApp T « BB
# ~ TikTok - Telegram={E1& » ESESBEFEQREM FEFIEAndroidF# - CherryBlos B #IfFFEEL
MZSEIRSEEES W B EFREEE IS ZEMEREL  DIEERPEE -

) Get Free 200 GPTC www.chatgptc.io/
MEAEEER » CherryBlosEEZESHEMLERER - SHBFEE  SEEAEBLIEANTEHET

Bliagubao ( 360MMEfR ) AEMZERMEE » DINZCherryBlos A&7 F 5 E/#EHIHE . 1E1]

Label Package name Phishing domain
WebVIeW%EﬁEﬁLX%%%%EﬂJB\ o GPTalk com.gptalk.wallet chatgptcl.lio
Happy Miner com.app.happyminer happyminer[.Jcom
CherryBlosTIZBIABESRE - SERMENSNERNT - BERSRRETROAPEBTHFETE - roor 99 com sampi e rbosst e
EREFEEFLTHT - CherryBlosEBBEE TR EAppRAES - LEFEERFMATEAE e e -
( passphrase ) - [REFAINZ  BISHBIEEGERET & - EFAPEEE LB AZER » CherryBlosBEHT = Table 1. Apps containing CherryBlos

=8E ) DOCREEHXZIE=%  BBERE EREANSTFREAppEHSESEN  ERATETHN
CRCHEMRE - Itoh  ERFHTSTEEREIBCHE L EFHEE » CherryBlosEG 2 01481 Bian s
FRiZHIgaRs » LIE s e - “iThome,




2023/10 Google Play

%{E Android == ##2 22 Google Play Store - T & 200 =X

Of#FHH : 2023-10-30 =R o

ZHETWCERTICC
5RAZe #7150

S A E2023-10-30

EZmE Doctor Web EE THIEZHEAS » iRBIRAEZEEESE Android FEFREZAIN F2REEREEEIES Google Play
Store 1 - BHLAEEEERZEFEETIZE  ELTEZERYZ=E 200 23X -

WEAEET B App WI=ZRIZ¥ E FakeApp - Joker - HiddenAds FISSEEiiE + E4 FakeApp Ei5EHEEEMEEFESE
S EHEREER - Joker EEEBESERE  BIEIEERSE M HiddenAds BIZESEE8E e FEEEREETELET
FREEE -

& Doctor Web #1355 H » =5 FakeWeb FIEE Android FEFEENEE » TEREISZHMIT : Eternal Maze (50,000 2&) - Jungle
Jewels (10,000 &) - Stellar Secrets (10,000 &) - Fire Fruits (10,000 3X) ~ Cowboy’s Frontier (10,000 ) - Enchanted Elixir
(10,000 &) -

A= Joker I E Android App + TEREEEZEIEIE : Love Emoji Messenger (50,000 Z¢) ~ Beauty WallPaper HD (1,000 ) -

M= HiddenAds EEEEER] Android App TEiRBBIESZ R L — & » &3F Super Skibydi Killer (1,000,000 &) - Agent Shooter
(500,000 3%) + Rainbow Stretch (50,000 3%) - Rubber Punch 3D (500,000 3&) -

22 Android EHBEBMEEET Google Play Store S THZEE R » SAERSEE  FHARSZEMNEHASTE  BEXEEST
HEHE -
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ChunghwaTelecom

o)

-
\1/
Z{EAndroidES g &2

Play Store F#:Z2008 X

ot

B Google Play aQa o

Apps

Kﬁ Super Sklbydl Killer

zing Game Studi

About this game >

: TWCERT/CC
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Rl ! 17FAPPAR "2 FE Y. 12008 A TH B

BRiafe
20234125108

EZATIESETER—IERE  #IBEE (Android ) FHEAPPERS » BEAER
MSpyLoan , BEEF » MEN7TAAINGEEE » ZEfEGoogle Play 3R+ EEH12008 AR

-

EEREA "Spyloan, MEERBELISZER  SHEEREGEIES - EB L, EFHFT
EIAPPE » FRIMEHEEREA RFER - BRELTHESEMNE -

THHE  BEAPPEEfRE | EFRRBRAR  BABRINEE  FREEMTH LFIE
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¥ money.
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Chameleon Android Banking Trojan

Capabilities
Distribution Monetization ATO Fraud DTO fraud Resilience

Phishing PUShISMS Interception Overlay attack

Key Logger
Legit CON URL

Cookie Stealing

Disrupting Biometric Operations

Transition from Biometric authentication to PIN
authentication in Infected Device
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1.Lite VPN

15.Secure Thunder

2.Byte Blade VPN

16.Shine Secure

3.Fast Fly VPN

17.Speed Surf

4. Fast Fox VPN

18.Anims Keyboard

5.Fast Line VPN

19.Blaze Stride

6.0ko VPN 20.Android 12 Launcher
(by CaptainDroid)

7.Quick Flow VPN 21.Android 13 Launcher
(by CaptainDroid)

8.Sample VPN 22.Android 14 Launcher
(by CaptainDroid)

9.Swift Shield VPN

23.Free Old Classic
Movies (by CaptainDroid)

10.Turbo Track VPN

24.Phone Comparison (by
CaptainDroid)

11.Turbo Tunnel VPN

25.CaptainDroid Feeds

12.Yellow Flash VPN

26.Funny Char Ging
Animation

13.VPN Ultra

27.Limo Edges

14.Run VPN

28.Phone App Launcher
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Dropper

Google Play
Google Play

u Dropper

Anatsa Android malware downloaded 150,000 times via Google
Play

By Bill Toulas February 19,2024 08:34 AM 1

The Anatsa banking trojan has been targeting users in Europe by infecting Android devices through
malware droppers hosted on Google Play.

Over the past four months, security researchers noticed five campaigns tailored to deliver the malware to
users in the UK, Germany, Spain, Slovakia, Slovenia, and the Czech Republic.

Researchers at fraud detection company ThreatFabric noticed an increase of Anatsa activity since
November, with at least 150,000 infections.

Each attack wave focuses on specific geographic regions and employs dropper apps crafted to reach the
“Top New Free” categories on Google Play, lending them credibility and increasing the success rate.

ThreatFabric's report notes that the dropper apps now implement a multi-staged infection process and
have evolved to abuse Android’s Accessibility Service to bypass security measures present in versions of
the mobile operating system up to Android 13.

Last summer, ThreatFabric warned of another Europe-focused Anatsa campaign that also used dropper
apps hosted on Google Play, primarily fake PDF viewer apps.

—

e DEBE
— ChunghwaTelecom
A App
A
Anatsa dropper apps

In the latest Anatsa campaign, the malware operators uses both PDF and fake cleaner apps that promise
to free up space on the device by deleting unnecessary files.

One example that ThreatFabric's researchers highlights is an app named ‘Phone Cleaner — File Explorer’,
which was counted over 10,000 downloads.

' Google Play  Gaves  Asps  Movies  Books  Kids Q
) Tuesday, Nov 28, 2023 —
Phone Cleaner - File Explorer F) Phone clesnar- Fle Explo
e one aner - File Explorer b Tuesday, Nov 28, 2023
B Top New Free - Application #3 13 Phone Cleaner - File Explorer =
o " 1l Top New Free - Overall w7 |
8 TopFree - Tools o : Top New Free - Tcolls "
' Top New Free - Tools 30 Top Mew Free - Application Lt ]
1 Top Free - Application 108 1 Top Mew Free - Overall L3
1 u DPP 1 § Top Free - Tools #32
SpSTsE e 1 Top Free - Application w192
— el rel el 'Y ey a
] e Py o P X Ry Ry R
4 & & > v
o & « & e & & & o
-
I

Anatsa dropper app (Threat Fabric)

ThreatFabric told BleepingComputer that one Anatsa campaign also used another app called PDF
Reader: File Manager', which recorded more than 100,000 downloads.

At the time of writing, Google removed all Anatsa dropper apps from the official Android store except for
the PDF Reader, which continues to be available.

: Bleeping Computer
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Google warns: Android ‘patch gap'is leaving these
smartphones vulnerable to attack

Google says it is working with Android smartphone manufacturers to get them to release patches for
multiple critical Arm Mali GPU driver bugs.

E i
Wwritten by Liam Tung, Contributing Writer on Nov. 25, 2022
' L |
- ]
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ChunghwaTelecom

Arm fixed them in July and August and assigned them the vulnerability
identifier CVE-2022-36449, disclosed them on the Arm Mali Driver
Vulnerabilities page, and published the patched driver source on their
public developer website. Another Mali GPU bug Arm fixed is tracked
as CVE-2022-33917. Beers refers to both bugs in his report about the
"patch gap" by Android phone vendors.

So, for several months, vendors have had the information available to
patch them, but on a recent check by GPZ, none of the major Android
handset brands had issued a fix for them.

: ZDnet

)0
C




Pixel 8 7
Pixel 854G TIHNS 7 EERYERIL TR

21— Pixel 8% 5 HAEH 8 Tensor GIEEE EAndroid 141FE &4 TRERE/FNEBEIE

3/ BEF | 2023-10-05 2% A5

GoogleA= ( 10/4 ) 837 —CHIPixel 8% 3IF1## » E1H56.20APixel 8E6.7I¥HIPixel 8 Pro » B
BEEAEFNTensor GIEEREANdroid 14FE£24  BEHRESEFREETF -

Googlelt 2R BHR FEFTNERMIRA - BERRWAAINEZEBiPhonelREBIEFIR - BFER
BEERUSFIFZERAGEN - dnE@AEANZEEH » —7AH » AndroidERERRZHR KBS

Al > BRI E A —  FRAIEEELESHGoogleE KAndroid s ERIEE R/ ETREREMER

ZEEH -

MotherboardZ E{EZAaron GordonE7E2022F 1278 » SHEMMATERRFIPixel 3R A3EN LT »
BESAEHIRE  BHETEBECELSHREE AiPhonefIEH » GordonBI BN T B EE
RIS -

5—HH » EEGooglefr2021F108 2= IPixel 6 » EEH (3ERNFELRETASENZEE
7o A48 > Pixel 8% F—E18  BERHTFHNREET » E2AndroidBEERFHNEN - K EFHMA
EERINEEEAT ) BAEEEEP ixel 825 FHAEAE » F12030FMEEMSKHGoogleFIHEEE A -

BT R U7 FHBEER S - Googletl STHELEEPixel 82IIBREBAZEZTF » LUDSHHEN
EGE - Google® R » RA—REEENESAFRIIGEMRENLESIE  MENFRZPixelF
BN RHEEERENEE -

FAndroidEsE22 4 —2EARBAENZZEYN » MEBA XEABRNFHEES
Fairphone £ 2 {E&1 738 r Google » ZATIES F8HEERFairphone 5124 7 5FRIRE - 5{E
Android R ARIEE K ER » DIRRENZZEH -

= DES(E

ChunghwaTelecom

:iThome , Google




Google

Google{Z#fiPixel FHBIFERIA, FHHEE
yAGIES

AFAPixel FEHMBITEFRK LiBES  E0BE2ECEIANSHERE ) SN E  BEARNETHNEEESENT
e

X/ BBME | 2024-04-09 =

4H28Googleft#Pixel FH#H LA RTER » LR EEFE2ESAEBRECVE-2024-29745 - CVE-2024-
29748 » CHREBRSHHARBROBETE -

Hop» CVE-2024-297455EAAERT - SRBEATERR ; CVE-2024-29748 R ERZFRE « S RFH
iz MESRSEAREERKNED -

MR CRAESFERR - B ILERIAndroid PR £ #iGrapheneOSHBRERE—FSRELRNA - LINEE
HATEENAELERT -

ESEENE  BARTHINEE  SRAT T EREE0RE AN TFERIED BN - BEBNERER
A hEEAUEEREENR  MERFRERR -

HEHANERBNAE  WERASFET » CVE-2024-29745 2721 HREEI# ( fastboot ) #52 « &S ASIE
HEIE =B T8 AAfter First Unlockiii g + #TTEPixel E#E M BR2AS -

ZRS—ERBCVE 202429748 » BIETHAREREESRREEFMRT - MEGATERDETRS -
YN=E L]
- BT B 2024 £ 4 3 Android 2N EPHFILMESIEHT 1 Google EE B2 T XA

ERENERR -

W iR RERSET A HASFERNELN T RESTERE -
» CVE-2024-29745

» CVE-2024-29748

Android

= DES(E

ChunghwaTelecom

n
L "|

AOSP > z#f > Bt EHREENE? 1Y

Android Z&MH AL -2024 F£4 H -
2024-04-01 EEHEHEXSHRELEEREFE

THISENEE 2024-04-01 Z:HEREASHEENSEZ R IEHTHESN - ABRESFEN
THREERESFEIE  niFMEERERNINTE  @E CVEID - EHEEERN REEER - BER
E - EERERT  ZAECEW LEH Android BRREEIBSERT - BNALHESSLIERTH

5 R D ZEGTIEHENEE » G0 Androd BHRRBEIEEE5E - IFE—#FEZEER
2E ) MOLIEB#ZER D #EMNESEEMAENINSEEN - 5 Android 10 kL ERFHIEETRE
ZIENZ 2 EHA Google Play % E5H -

R

FHPERENEZEREEENEETTEEENM TR « AITRATRIER -

EFH Android BERIEIEES

CVE 2EEH PR BREERE SmEE
CVE-2024-23710 A-311374917 EoP =1 13-14
CVE-2024-23713 A-305926929 EoP =1 12-12L 1314
CVE-2024-0022 A-298635078 1D =1 13-14
CVE-2024-23712 A-304983146 Dos =1 12-12L 1314

B
FHRPERENEERAIERNESAREERNNTER » (Il BA TR -

e ; EF8 Android B R AT
S 5 Pl =

CVE =z = mEEE

CVE-2024-23704 A-299931761 EoP =1 1314

CVE-2023-21267 A-218495634 [2][3] D =} 12-12L 13~ 14

:iThome , Google

C10;




Google App

oogleBligiL11 HiitfSigGoogle Play LRIEE
Ea
Google Play BN EREZRAMEAndroid lEAFTSTEERAPIZL » Google FER EA N Android BE TEZRE
37/ BEEEF] | 2022-04-07 &%

GoogleA&EEAR 7 Google Play#Androidi 2= BZAPIZENER  FHESF118E  BENEASRRLE
ITRIFEANdroid iR A FTZIERIAPIZ S » #THIAndroid i E R £ 3RS S A2 -

Google##fE » &— @ AIAndroid IRAEME# 7= & RAEE LIS » BRSEEERENAndroid & » F

FrE—{EAndroid B &R0 B B EEE ( Manifest files ) ECE B1ZAPIZL ( S BESDKARZ ) » LUEHEZ
BHURERRERIAndroid iR A _LEME - M&EEAndroid iR AR S AR ECHI BRAPIZAR » FllIAndroid 118ECAPI

Level 30 » Android 1238BCAPI Level 31 » S2Android 13#EAPI Level 32 -

= DESE(E

ChunghwaTelecom
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Google Play Protect

App scan recommended
Scanning...

&) WiFi Booster

&) WiFi Booster

ing the app may take a little while.
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Harmful app blocked
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Don't install
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NordVPN - fast VPN for privacy
Nord Security m

In-app purchases

4.5% 50M+ )

T41K reviews @ Downloads Everyone O

Browse safe from malware and hackers with NordVPN.

Independent Security Review

VPN apps with this badge in the Data safety
section have been independently validated @
against a global security standard.

Learn more

:iThome , Google
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Android Platform/API

ANDROID PLATFORM
VERSION

API LEVEL

CUMULATIVE
DISTRIBUTION

T

New features Security and privacy

T optirr

Behavior changes
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=75 PHARIERSEEERA 7L (K Android A4l 77)

EHETDAY Android FRA R #T 90% & Android £E S FERENR - TAEAERTEZE Android liE4 - E0&£ 7T —E PHA i E571th -

E—FEREL Android BE @

Bl TEESERERER (PHA) ZEE4H

14

2023F108 - 20235128 ~

5202258 T2  REEFRIRELERAE{LRERERERNTS  ANFMAZ2RIBERELARERE - EREREINHETENEN - RMSESHE
EERERNTB R EERAES -

- https://transparencyreport.google.com/android -security/overview
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2021/11 App

. Sophos 2022 Threat Report A 2021
iIOS AppA
¥ App A
u App
¥ AppA A

ratings and comments

1Ei|J(’f *zi = —
full mark of § ﬂn«“@r
SOPHOS

. https://www.sophos.com/en-us/medialibrary/pdfs/technical-papers/sophos-2022-threat-report.pdf
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st FER#E % Zero-click L2 : Pegasus #010] 58 GIF #& 383 iPhone ?

fEE W EZ | 2HEE 2021 £12 23 B1734| 9F apple, iPhone, ERES
BiERXEAEE "R IRE,
FER PDF 32 JBIG2 » ZEFERESEET 3% CoreGraphics PDF B R LIFEAESEREE » 2 BIG2 :Tk

REFHEAR - REBMKE
B Xpdf « FLERSEHE -
BIBIG2 TERTES - REGRT  #AELEE (scipng ) 5571 - BEXBEPRES  FLUIEHEES BIG2T

NSO Group IR ForcedEntry AMESEESRE  ERFFE "RE,  SEEET Ap

dick) IE  EEREEREIREERE ISRV EAEUEEES  OEESES T B FES
LEEfE?
WEERIE BIG2 BEAEENE TR ERREES  BEEHEEEISTEEEFNEE  SHFEE BIG2 5%

i REEEETEERERA - £8  RERFAS  EFERTASSIEER -

TEESMA #4480 AND - OR ~ XOR « XNOR SJ2EEE -
Eit - WEEEHT EEBIG2 ESAEERERLHNEREE A5 FE - INEEANEE  IRELEE . B E

Google E%EE Project Zero 75 A B lan Beer #l Samuel Gross &= » " &A% RBE

RIESRURERES  FTREANEEFARB LT - 1IEHME JavaScript SEELIRIES(EF -
EREETENA -
Javascript F0ER - BIEEREER -

Project Zero ZHEASIEH » B 7 EAHIRER » 58058 IBIG2 bootstrap A T#E, (SandBox ) EEBEES - 7

BRT BERUOSHERNERE  ESERHENMETT

FEEERESREFANERL -

FRE @ AR iPhone ?
TEAEBAEEEEIIE  EE0RENT - FERTEE . RN -

AEHENZ - MBAE iPhone BIF]EALZ iMessage - FTLIRENESERHSEETE
MHEARE

Tit

iMessage T#EUT gif B8« BiE2EH—E "E GIF, (EELZEPDF) » BH#EESE GIF
HRAS - ZESIAREE
HRETEIEE  SMLIESERTAREEEEE A BEE=ME B2 11 A 23 BiEE NSO Group » WEEKAZE

BT EEERIE GIF & -
ZIFEERIEAEREE - REIES  EERBET5000 =nEE: - SEEREZ LTI AR OEHZEE -

#AM CoreGraphics PDF B2 A E2EETREIES - MEWASE S BLEREREAPL

Alp

engine ) -

i& Google Project Zero &lE#E - PDF EERLE=RESRAI NIBIG2, » EEZE0ESE
bitmap EfEZITR/] » TEF 1990 FEE XEROX WorkCenter BEEER - IREBREEES:

RESE7 AEEZAGNBREERSHIE - #EATNLESENTETY  FEERSTH - #RES2SEnRt &
BSESEEWE 5180 EF - 85 EE AL - 65 BEEEEE - 600 SMUTUEA MM ZERES EEEFZEERE

REZEFRTE  BEERH-

ErOEES JBIG2 -
—HRE BERREFERPDF RTYSHNERERESE  oHERSBENHSRES]
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@15 The Verge HAT3H E1565% & Trevor Spiniolas EFE%E—18 HomeKit

ERNERERAE » WHID Apple fELEHR » Apple 7L 8 A 10 HRtAFERREH
71 + X.& Spiniolas ~F7 2022 ¥ 7 A& WREZHE - 74 Spiniolas 1§
Apple TFREREEE  ®EMI0S 147 RBEEHATI0S 15.2 KHAFE -

242 Spiniolas 89353 » IS/ HomeKit 2SR BATINS0EFE  fie
%i0S 2L L RHE  ARBARIIENERRE - #7—BREFFELEHSE
FREM 50 BF » B i0S 15 ZHNRFHE » E=ARABEEEY
HomeKit EEE2FHIER  FALIEEENZERT  ESHERIOS £E2
mEER -

FESHIE iCloud REBEENEHTERE HomeKit £EEERE S EBRE—
iCloud IESEHEEFEERRLSME. - IS » EREMFARTENAZ » 4
MBEBFEMAREREESEMESESTHE - IHERIOS 14 AERRESR
HEEE  EfRERECLE iCloud EHEE » E# Home Controls fi
Hh Bk 1F5REBER Home B MIERE I0S 24 -
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Trevor Spiniolas
@TrevorSpiniolas

Four months ago | discovered and reported a serious
denial of service bug in iOS that still remains in the
latest release. It persists through reboots and can
trigger after restores under certain conditions.
trevorspiniolas.com/doorlock/doorl...

T43:49 . 20221518 - Twitter for iPhone

:unwire.hk, @TrevorSpiniolas
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RAEEEEER » WHRE App Store ZERE -

F ZecOps #3%E9 NoReboot + EZ2HAEAS ; :
BE30{BIE LB iPhone RYBS » BIREEDEENER _' BRIEEER I0S
BAEMHEREENEERNELZFE - SEf =g
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EFEBREENE  DEIGEEERREE
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2022/01 Safari

Safari 5)RH - FIF Google IR3E & - EHBLHBINY © B BERE O hor

fE5 £ @7 | 2WEE 2022 £01 217 B 1123 | 5 Apple, i0S, iPad0s

EEEFREAEE S ER BT Fingerprints SEHMEREERE 1 i0S 15 - iPadOS & macOS 15 ¥ Safari ( Safari 15 ik ) &
REERAE  ASEAEEEaETIE LS -

iPad0s 15.3
Fingerprintjs 5t - EERASTEE Safari BEE IndexedDB AP| LHIBiE: . BHSET TIndexedDE 28BS HIEER | el inc.
6937 MB
APl EERABEELER . TEETCIMESHESSEN, -
: ’ iPad0S 15.3 4% iPad MIIMBENRREAS - RMFERARY -
Safari WEEI S EAER IndexedDB #9481s + U B SHENEINES ; BASBRE » TEHE Google EEHI A Apple REBIHRRNTNAR » HEI LIS -
HEENER . EERTEE Google IEZEE, - https:f/support.apple.com/zh-hkfHT201222
EFEERASEEINSEBEERNESER - tREAP SR ERSER PR -
HU A\ TIAEE7E » F0ESRL Safari AREREE A TLLT ? Fingerprintjs 1547 - EEER T Safari 15 EAEEANEEN
IEESNE -
TR
Safari 15 EREZMEARESE ? Fingerprings B - EESNRFEREAH SR B1R2EE ; NRCAEERE
B2 . H7 7 SFEBEIFA JavaScript - BEEEENEkE  EESRISEEIREETE - P ER R RS Safari BB IndexedDB AP B » Fox4 23

FESARENEEENEARNAERES « EEE ABM Google IRIEE
il - EEFERFTENERERT  EHAEBLAIOS 15.3 - iPadOS 15.3 71
macOs 12.2 BHELE -

BT (B8 Safari 15 #7 IndexedDB &iE + Apple EREEE T Z@EEEEER
HOEEENS  ERESLHEERENTEE  BRNSNEAETHESNZS
HEEAEE » Apple EEHESHAETNA "EEFERPZE, BT
iR -

T i0S - iPadOS 1 macOS » Apple TiE%3E H watchOS 8.4 # tvOS 15.2
RIS DIBREEEER) Safari 15 /il -
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Android
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