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SEZRMR LH=R

TWNIC 2023 8& @I msETh
@18 FRM EHREKRAE 84.67%

® FRITEIE MR _ EHRALLAIZA A 81.76%
> TEIRENE NERDBHE R TR

® U’Eﬁ@]tnﬂ(moblle only)&E¥15 18.76%

ERMTHERE NREFES

HEE2006 22023 FHERERETHERERE/EFRS 20N FTHERAFRERFEECUEREEARER

2 SEEMENEREEAUET  BEARTIEEERERREREAERZNES

Q =#22 Q 7255 ) 5618

893%

815%  81.76%
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- ZEKSOBAORE - 89561% (Oberlo, 2024)

 BEMNEZRSH
« 2023EHIZI130EZTEIE R L ERIEN(Kaspersky, 2024)
- Hp15 482 B1TERITAE (Mobile Banking Trojan)
- BoEA113EFHIEXRIHFE(worldbackupday.com, 2024)

=\

« RAZEHIApPD
» 65002 F4FIAppH - HI5%MAEBOWASP MASVS (Mobile
Application Security Verification Standard) ZZ 415 %
(NowSecure, 2023)
« 54% #AEERE (App IR S BN o sEMFAE)
o 47% FERE (AppBEE R R RO BE K FEEY)
« 43% IETERE (REHHEAKRZENGE FAAEENFE=FRIAE - XE
RAENESHITEERLATIR L Z 1)




2023 Mobile Threat Landscape <% $#%E

ChunghwaTelecom

New Threat Families by Platform

Vulnerability
Trojan

Tall Fraud

Surveillanceware

Spyware
Root Enabler

Riskware

Cack Fraud Android BB LIRS - BEIEERS - FHEAE
IOSELE LI AR ERAS - BaRERRE - EIEERERE

Chargeware
Backdoor
App Dropper

Adware

20 25
mi0S mAndroid

ERIEGE: Lookout
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AndroidfR{TAEBRATABEIRE, SciRERRF % EBRATAKBAPP Icon

BEERESTH

E2019F # B IR A ANdroid BT R EBRATA » BEF1IABENRBEE  EXEECealyTE1 248 AFME  IHHE
RIEEE  AREHBEEEREZER  HHATEEREN  ZRAL FHEIERGFHEApPp

X/ WifFE | 2022-01-26 2%

Z2FEClealyiTHER » —EERBRATANANdroId R EER » I 7 ERMAEFRTRSGERY » 28R
EEFFPFHEARES -

BRATAZBrazilian RAT Android 2#122019FFEHEER « BRENER - f¥Android HFER

RAT ( remote access trojan ) BRAMEE - BZBETBAZIZERANTEM - ClealyIRASEF1IIFER
EEAZFIBRATATEE) » BRTHIT =M - EAASEARE  IWATERE - K WART RTELEZERE
=.

EREFES  BRATAREBENFERE TEMENREEE  MEZHIFEF#E L - EEBRATAEEE3
EE5E - 7 HBRATA  TIEASHREEERNERE D SEEFEMETS2EHE  SREEFHURK
FHIE - GPSTEM ~ MCRCEARRE 2EEAZEEREE (HTTP - TCP) -« RIEERVNC ( Virtual Network
Computing - BEREZERERSE ) REZAFEEENAFRTEFZBEEN -

BYREFHEALENE  FIINRSIAppEEEIR » BILTZER  BRAIAFERAFREZISER 2580

EFHEERS ( Accessibility Services ) IBIEIVNC - 3EEGPSENL2#E R EETF i R EX MEFEERR

BEil - IRABIELY  BELEERTEEESTERMkKIl switchIng ; BB EMER - ERRPHSHE
ERIF - IEEROERNT - BRVEMBRFTAER DUAEIE -

FEICAMEREETHETSE - aXHEMRESEE2AFEERPER M2 BHHESREA -

=& BRATANZ EEHBEENERRETAMHTTPRENCACERBEILEE - RRETRFRE CHhE
App - BEBRIIEEWRWebSocketiZE - LIEFFIECACHRRENESNEREINFTRENSEEE
=.

PELEES 8 AiThomerissE

®MOQ

BRATA DownloaderdF A= #FrE51215:81(2022/01)

(D) 1security vendor flagged this file as malicious

fAl iR

4d9af2be2c55¢f306391b10cc1c893fOC

isecurity.apk

android apk reflection

TAPPIEE

5590c0f5b59e20e2d0l 117 MB 2022-01-02 14:15:48 UTC

Quer pagar e receber a
qualquer hora e de graca?

chegou o Pix com um [l de
seguranga. Cadastre-se!

agénca conta
129 12344-4

- lembrar agéncia  conta

ERRIR: iThome, Cleafy
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2022/03 TeaBot A{RGoogle Play

TeaBot£FiAEiRiEGoogle Play, iEXEBRE

RFiRimtERS

BEBREEEILQR Code & Barcode Scanner F22%F|Google Play#® » BEXk T TS ES U EHERX TRt EER
RISHEEIR » LIREE FEASH A ETeaBotEIBRBIEEIHNEAER

A #ZE M AThomein =

3T/ [REF] | 2022-03-02 2%

EXxEEClealyA B85 » 2021 F5 AR BRIERIA SR A TeaBotE A EEANdroid I E T2 sih&EGoogle
Play » EREEEREERIEQR Code & Barcode Scanner » W EH FEHEITER -

TeaBot 7RI =EMA AT HENEENR - FEASHONRERNLFEERSE TEHFEERVLC Media Player -
DHLEIUPSEmERIRE - (B LR AMRERTTE =TRIANdroidTs » fiB  SHE2H T EIRAHTIR
TeaBot » BEEMIEEREREE » AIEE T Google Play - HREBEENRREINEG - EMIERYT - THECE
BIER -

Cleafyg + Google Play FHIQR Code & Barcode ScannerEBR RS, » BEEZE 7% » CUEEKER
BETEH  MEESBEMRENENERE  LUEZEleaBot - ZEAMNBHILIFE EREGoogle Play » TIE
ERFERAETHATEZ —EAFHRGItHub QR Code Scanner: Add-Onfg=, -

—BERAENT T E—RENEN » TeaBotEEREBZEERF » EXEFEEW TERBERYE (Accessibility
Services ) BYRERR « DUEETeaBotiSLIERAZRIERE - DIRBRANTTY  AE0ARENERENRER
HARES  #EAIERRAERENTRETR -

HiihRYTeaBothk r MR =UEIE 29 thIEA T HERE » {ERFEHEEMC0EEE - 1EINFEBI00(E » B 7R
TEUZS  TEAFREES - MEEREE  LENZERRSTLE b5 BERAISIENES » g8l
HN - P BRSNS R B RNT L RS -

Cleafyi2E » B TeaBotiZBE T MGoogle Playsi#h « @F K/ ENERE » BN LEEAAZ8NENER
TEZSER  FEEFETESHEEAEMNRE  NEBERENSRE - BEEIENE  Ii—FClealyH&
HIEEREES AT Google Play |+ “FiEEGoogle 2&EWE|Cleafy@A0 -

QR Code & Barcode - Scanner

QR BarCode Scanner Bussiness LLC  Tools

PEGI 3

[ Add to wishist m

S FORMATS
ORTED

SCAN CODES QUICKLY
AND EASILY

GENERATE
YOUR OWN CODES

VIEW CODES HISTORY

QR Code Scanner: Add-On

Accessibility Q
Screen reader

Allow QR Code Scanner: Add-On to
Visibility enhancements have full control of your device?
Full control is appropriate for apps that help
you with accessibility needs, but not for

Hearing enhancements most apps.

@ View and control screen
Interaction and dexterity gt il

¥ View and perform actions
t can track your interactions w

tha
Advanced settings

Installed services ALLOW
5 services

About Accessnbllit°
Contact Us

DENY

Lleafy | LABS

ERRIR: iThome, Cleafy
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2022/03 P ErEE g i 7K.

ZE AR RMIER ! AP FREApp HRMBEEEARERS « ¢
fREVER

2022/03/06 16:51
X/ oEREE

REZEHEEZEZAEINCCGroup BMMMERSES  AH#EREGoogle PlayBEFE—REA
MSharkBot s BI¥T &5 Android EEAERSHE  ERLAEFEMMNETAEER - #HEE=
REBEEEMN BT, IBEEEZEREAFTHIESHENERERRN  BS|IBFTE I
438 Google Play NEZES 4 -

ZEFHRAFE —BEFTHENMRT » TEHELE®REA "SharkBot, AERSENEREEAE . &
ERNAUEETERR MEEAEFREEE A ANEN  REFRUIINEBHARE  ESEZENF
BREIZAETHMERNESE  HERNSTFREELZANER VE—TEEME . RAFFRETH
HERRTApp BPEBR—ESERBEIERERDEN 2K ERBEAFRTENER &
HAGEER -

HRISH3®EE "SharkBot, AERSHNINESEEAERIEE » 315 : - Powerful Cleaner,
Antivirus ( FTE X E 458 ) - Atom Clean-Booster ( F&E R E#5F ) - Antivirus, Super
Cleaner ( FEIREM1T ) - Alpha Antivirus, Cleaner ( FEREMH100) - LS N ERRA
BVNENHHS . HPlayBEEESEEETRE2022F2H108 - BEEARAENERMANERES
H—HB—% EE2LEERA ELEAEERSNERRER  NEX#EGoogle PlayB E&HIT

Ao
=)0

ZEHREAEEZAndOIdAF » BE&EGoogle PlayBE TEHB LI E L BRERMB S 8ME
App  BUEHRBICHFRESMRE - FZEEEEEPayBELNERRAERRELZS
RELARRE, ZEEETHEZERSHE  SEUEMHUEENEENRERELES -

= PESEE
"y = Chunghwa Telecom
P GooglePlay am wwex s

Antivirus, Super Cleaner

uuuuuuuuuuuu

1000 ]
R
[0 EMSHIRUR e R M
BESE A RBRIEEM -
R ERES
Q ;?::rnfftuhly junk virus cleaner
’ Google Play #8 mamet ®w W aQa @
Alpha Antivirus, Cleaner
MASRREE 4

ERZOR: AR




2022/03 FBE AR 8 8 INIE

o] BRI EEEAndroidiEs Bl R 8B
—-——

H10R=ERE L

&AL L2 Google Play—EBS BRI Craftsart Cartoon Photo ToolsBERIAE  #XERRELERESAERT  LIFEEE

AEmARR

37/ TEIEF] | 2022-03-22 2%

TEIEZEEPradeo=FIEH » Google Play &3 7 —ASFIARBERNES ER2NEERT, » H2aNEES
Craftsart Cartoon Photo Tools » STl inEEEEERRGERFEAY BEEABBI0EEANdOdEER
=£E -

= DESE

ChunghwaTelecom

Pradeo® » Craftsart Cartoon Photo Tools###i A 7 & &FacestealerfJAndroid R EER, » EFEAETEHITL
ZEF ElIEHRRENEAER  THEEEHAEERSEZER » L REEEIREEEFIRCAC
fEREE -

WERERENSEELEFNSEENEERTEN  TARBMACET MR - AN sAh RN
B -

EREEMEENCACARRNERBENIMNEY - BEZ@EHEECwER7F - BEFZEETaEAm

BHE -

PradeofE3H21 BISE ISR - R NFERGoogle Play L (E&BRGoogle S E F 22 - EXEZEAMN

ERERTEERETER N IEZZERRETNE  LINEESIRIEHESERE -

o

Craftsart Cartoon Photo Tools

Alex Visa Art & Design

= § Everyone
gr |

T— v

E Add to Wishlist

Contains Ads

You Con Edit For

f Continue with facebook

B RIZGE: iThome, Pradeo

Login to experience the full function of application B




2022/07 MERIBEIFERIEX F X i DEeE

HEBRANndroidiETEERIE LAY ALY

#HEEEEBANroidWZEZERET (Toll Fraud ) HHAERHEE » FHE## EGoogle Play FFIEZRE_ SMEEER
MBLALEHNZHEEN  CEZEBFREEBENESEERRANTZ  DIRNIHEARTEN

37/ BIEF | 2022-07-01 8%

GooglefE2017F£2019%ER » #5tEGoogle Play L# 71,7008 &5 )okerEBEZ = AndroidiZ
= + JokerB1 BN EFRNEERARE  BEGoogleSEF—EMFiE » #£Google Play HIRMEEER
 BEHES 747 3%MEHFER ) EREZNEFRER » 57348% -

WEFFRNFE—REHTHENEEER  BEAEER—EIEAN - WRTIH  ZEZAhEREN
EERENT ETHEAZSLTHEESRREN  —ETIRBRE FHER -

Microsoft 365 DefenderBF:RAR - BEEEENBESERENRZE (Wireless Application

Protocol » WAP ) SRZFINEEFER » WAPREIRiEH » EHEE 0] FAKRBILEREERENR  FHR
FAERp AEEAEEAEEREEERUNERBIEN » ZEERAESELAREBIHER - BRI
WEARIBLEEEEZN —RUTBLUERE  BELECEEREAZXKERERE—REEE -

Bl » ZESEAFEAFRNWI-FZSSSERSTRETHES Bt EEIEEH » EHEXE
BIMBLIRIEE  BEZAEEN—RUEE  BREBLEREREEER - UWEUHIENGMEN - E—Z
BHFEALER  BUWIFEEERET -

M4 7 #EGoogle Play » E&EERBFIERENERARBHNERER  AIIRHER - BAEA=RE
2% ME—F LEEGoogle Play FAIRRAR 2R » BRI THEEI—ENHE » L EEERENES
BEMNSABEEAE  AREVEERFAEAETERE MBS -

. . WAP
I:l Mobile device L cevice
g provider

Browses through Opens subscription
premium services page

*Receives request and
Clicks subscribe =~ ————— sends OTP to confirm *
the subscription

SMS

*Receives OTP and *Verifies OTP and
sends it back to —» sends SMS confirmation
confirm subscription ff subscription
*Receives SMS

confirmation

* Not always present

MBI EFRTEMR ZE

1. BEEAQUEKRIR N Z5EAPP

2. AEERIRMHEEN - FIN AR BEFE

fiI - R FENERERRISVIRE

NE IR TAE ZAPPHIFE A
ZHRHZEEEAEHSER

HEEBIRIRELZEEMFERBIRE

akrw

BRIZGE: iThome, fER
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2022/12 3FRAppiE;

ETtodayHBE > 3CKE

scxm

SEERAPP [ RE4E

Al

EEiaH FHETHR

Y
Rt
S
7
i,

20224124068 21:17

RMER ! SRAPPRIER IR B2008AF
B NRmFEEE
SERNE REHRE

EZEFHFBREE (Synopsys) MIBLEL RSN (CyRC) THAAESHE » B3
Al fEGoogle Play s TEMIAPPETE BRERARE » EXEEAPPHE SR
EERHEEESEN - BAIE37APPIEGoogle Playfy TEEEEIE 200 B
:’R’ o

BFEIMERE > HEHAEZRFNAPPABIE MLazy Mouses ~ TPC
Keyboard) LR TTelepad) » =E3:RFEMAEINEELEHAPP » AndroidBETF
B BFRERRITEENBEIEE - BAISRAPPIHEZEEA > CyRC
BESRHBEIRAPPHIFES - BEERKIIEE -

CyRCERT » fRIRAT R » SMAPPHRNEEIETEE - ESEFRR2E2NER
FE > EREEHESAPPhEERREBREEANE » BLLENEBESE
> BaiENEEZMENRASTelepad 1.0.7 XESFhkas » PC Keyboard 30
BERHRE - Lazy Mouse 2.0.1 rE R hRZs o

Z5 > CyRCERR - SE3RAPPRERBZEEERFER - HPAENCVSSERGE
BRREETDEE.SS (M 104) » HER3(ERIRS5.14 » M3RAPPHEBE2
FREH » ERERATASLFEEFRSLERSE » AILCYRCHFSE » ETHEE
3RAPPEIH R FIRMPR - UREEEEA ©

| —

= DEE(E

ChunghwaTelecom

Lazy Mouse - PC

Remote & & Re

&

CyRC Vulnerability Advisory: Remote
code execution vulnerabilities in mouse
and keyboard apps

Posted by Mohammed Alshehri on Wednesday, November 30, 2022

CVE-2022-45477, CVE-2022-45478, CVE-2022-45479, CVE-2022-45480, CVE-2022-45481,
CVE-2022-45482, CVE-2022-45483 are remote code execution vulnerabilities in three popular

mouse and keyboard apps.

Overview

The Synopsys Cybersecurity Research Center (CyRC) has exposed multiple vulnerabilities in
three applications that enable an Android device to be used as a remote keyboard and mouse

for their computers.

Lazy Mouse, Telepad, and PC Keyboard are keyboard and mouse applications that connect to
a server on a desktop or laptop computer and transmit mouse and keyboard events to the
server. The free and paid versions of these three apps have a combined total of more than

two million downloads from Google Play.

E 12K Ettoday, Synopsys

15
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2023/04 EEEEANndroidEBE

1N 7050

ThEZIRA T B EBEE L Android EEREEE - EBRERRIT - BN - MZEEE App
OBHEE : 2023-04-21 FRRL: N B R « . g
#HE L TWCERT/CC B3 HF:2023-04-21

E5RFZR & 2419

EZ/E Cyble ETHIZEEZHEAE  iTHF%IE—{E Android E=E52 "Chameleon, ; EEEEHESEHASE
7 BREASNES%L BET App - BALEERESRHSBEEIE -

& Cyble EZEX{5E » Chameleon #EERBEEATIRIEAR Android TEIEEFEFEERINE EFCEERE
AFIEEHFFEN -~ K& IKO F]17E CoinSpot NE S#E35 FE

#{&5iEE » Chameleon EEITHFETSERDS » DILESEEEMHENEE#EIRIEE - 26385 + Chameleon
EBERZEE Android £EEZEEE oot ( 5 ) FERL debug B « DIFFES T ASHTT -

XS

MEFZENEEE "IEE . #7  Chameleon EERKFERESETSESHENFERER » 1 H £ Google Play Protect {7
Eid thFEEHEEEESIMES App ; EE Chameleon EESTEHIERSE BT RAESHRE - &
5% - Root #REE -~ FREER - BEEEZESER -

BE Chameleon EXTE B S MR » wAIS L webview BRZRERESH URL  SIAEEKAE  BEH
SHEAEEERRAE  DUTSEEEINME » 2EEH cookie - TREH  \ABSSEHEN FANEFREAE - BR
FREETHEATERE  ENEEBAERNEREAUSE BB REFABEEE -

E2Z Android P& FEiZ8E10 App B+ FER 7 Google =4 Play Store HETEEESMNEREETS  Z1B8ET
FE-HEREAEENFERFES FETUERRERS -

= DESE

ChunghwaTelecom

Use CoinSpot?

Coinspot needs to;

* Obserue your actluns
K tifications wher
acting with an app

Retrieve window content
teractini

Turn un Explnre by Tuuch
||'| will be spoken alo
can be explored using gesiures

Perform gestures
A0 tap, SWipe, pin

gesture

CANCEL OK

ZHFE: TWCERT/CC, Cyble




2023/05 FHEH By

ETtoday#iFiE > 3CKE 20235058234 13:52

3CRE =& FHicH FHTIR
WEIAPP | FBEE

REFHEIE WS T005ZFHLmRK
AILRREERE

REMAIE G ERE

BEZATESARERMATHR » 50 BFRMERNSE 890 BHFHRE AR
BT SEHEE - ¥2/AF) Sophos WA SHEESEHEMLS
Guerrillay » Btk %k » th7EGoogle Playd #1518 App thE TR L #RE2 o

Guerrilla TR—B#%F] » EREANEREHEER M MERRESSER - XL
BRERSEHIHNEEENIHEMRE  seREARARNEIE -

BANRBELESERRNARIZFEES Lemon Group) » &SRR
HEBESR o Guerrilla BEAFMES FHRRRRES - EEREREIAR
MFREREHLEEAFER o

EEREMEARRT > EESEEY > TEIRAHE Bl « S AT
—LIEEE  TREBIRARENFA - SinsERENARNRE AR
RPERFRNEEAS - ARRBTRRAS » SuSfic & HMEEEHEX o

BRZERAFREETHNEREXE - ERESEAT - ERAR - HFEMNMGE
B TEEAERERERERERZENRE -

FE 1A EEH TechCrunch 45 » {EPIET > BB ERHEERNESK Android
BRS  BEERETE - REE  ELERSERE h616 B To5 BIsk » [
LSHUEHIRFESREE » 7R Guerrilla BRFER—1% » TTMUERTEBENEFRER
BRF o ILREEHESEA clickbot - EHEBARMBEFESREERESRA

=
)

—

= DES(E

ChunghwaTelecom

Cycbercriminal Business on Infected Devices

WhatsApp
promotion platform

Facebook promotion Ad promotion
platform platform

Proxy provider SMS gateway

SMS received SMS premotion

platform platform

Main
plugin

Proxy Cookie Splash
plugin plugin plugin
som. com.

Popular  android
apps. settings.
s

com.
android, B":fl"'“ Facebook  WhatsApp android.

phone

Infected device

£2023 TREND MICRO

® Asia 55.26%
® Africa 9.96%
TOTAL ® Europe 3.85%

8,968,754

North America 16.93%

® Oceania 0.05%
® South America 13.96%

©2023 TREND MICRO

ERIZE: Ettoday, 828R
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2023/05 =

¢  Google Play Q

iRecorder - Screen Recorder
nl Coffeeholic Dev

o ER®f EEH:E Android App

INSTALL

Contains ads

42 % 50K+ a
259 reviews Downloads PEGI3 ©®

E=R FEREAT ESET MEROMBEESLS  —F Android IEEE 2 (iRecorder — Screen Recorder) "

WEIBAZARED AhMyth EE  EECENEENERAFNEEER - ESET 15 (iRecorder— =
2023-05-28 Screen Recorder} 7 2019 EXBE—RNEENER  REERERTESER - i) :

{iRecorder — Screen Recorder} HEEESHES THER S EX MEAEE 272 FLENEHEEY " P

InE = BTG TRIFMZIER  ESETHRZEZETHRNEEEANR 2022 £8 8 BE—REMEEM ;i

ATEEEIE  ZBI—EFEE AV EFH Android £ER - 2687 (iRecorder—Screen | | e 4
AAr Recorder) SILIFIEHSIEEERE  MHEAFEFEN » QEUE  ESEEE - JEER - BFALE

SMS ERABHEAER BB ETARE - fre i
Google Play fREBEKTE 5 ESET BB % » T4 (iRecorder — Screen Recorder} # Play Store T : )

R EXEZENEMERERABEAZEERIE - (iRecorder— Screen Recorder} IRFEEBARET Capture Screen - Simple Edit Crop Photo & Video - Add

Eff Android BB EEHE  ESET BEFETE  CEZENEETEZERER - Music

SR E %% : gizching R

Ratings and reviews ®

b

B RIZGE: unwire.hk




2023/08 BEREXMAOCREE i 1=
oz, CherryBlosFFHOCRE AT FEENIRSIRZE T

Ukraine ROBOT pinned ""

BRI R RN REINHANCherryBlosEBER T » BELULEMHE (OCR) BMBNREEBANNEEEESE @ e

For the long-term development of our robot project, for the stability of our account, and for everyone's

%ﬁﬂ ce, our ici the apk of
Next, | will send the installation package to the group, now only for Android phone users
Sy EhE 93.08.01 = m Robot999_510_.apk
-K/ T\ = | 2023-08-01 =% 34.4 MB - Download
LY

ZEHBEIPRITHERE —EAndroidIEZE » SEFANEWE (OCR ) KiTEREFHEENNF » LIE ®

hitps:/fww.robot998.net/robot999.apk

O oo N - -
HE ﬁﬁ%ﬁ% e If you encounter difficulties during the download process, please use this link to download again

Ukraine ROBOT pinned "Breaking news For the long-ter..."

BRANESEIARRTRARNSEERARNE - HPh—REBBNRMAILAHEERCherryBlosHIBEER » H—
FBIEZ7EGoogle Play Store_EAIEEERApP -

gptalkO

gptalkO

Follow

0 Following O Followers 7 Likes

HEorCherryBlosE&EFOCRE&HHE T ERVEREEET - SF4HCCherryBlosfR ATSIZTREEERIApp T « BB
# ~ TikTok - Telegram={E1& » ESESBEFEQREM FEFIEAndroidF# - CherryBlos B #IfFFEEL
MZSEIRSEEES W B EFREEE IS ZEMEREL  DIEERPEE -

) Get Free 200 GPTC www.chatgptc.io/
MEAEEER » CherryBlosEEZESHEMLERER - SHBFEE  SEEAEBLIEANTEHET

Eliagubao ( 360ME R ) AEMZBEMIE » BINZECherryBlos KB A FE » B/ ¥EHIRIEE . gl

Label Package name Phishing domain
WebVIeW%EﬁEﬁLX%%%%EﬂJB\ o GPTalk com.gptalk.wallet chatgptcl.lio
Happy Miner com.app.happyminer happyminer[.Jcom
CherryBlosTIZBIABESRE - SERMENSNERNT - BERSRRETROAPEBTHFETE - com sampi e rbosst e
EREFEEFLTHT - CherryBlosEBBEE TR EAppRAES - LEFEERFMATEAE -

(passphrase ) - REFFHZ  MEEMNIEGEMHIE  ERFPTESE FHAZTIER » CherryBlosERHT=
SiEE - DIOCREIZRXFER%E  9RERE - ERBEANETFEEAppEHSREEN - BRATEEEN
CaCERE - IE5h » ERFHRSTERMFIECHNE FEFHER » CherryBlosEi 2 @I BRUNEIES

R4S B I s - BERIZGE: iThome, BRI

Table 1. Apps containing CherryBlos




2023/10 Google Play - =B 8 fa

%{E Android == ##2 22 Google Play Store - T & 200 =X
@4 HE : 2023-10-30 il ) L th AN ry E <

ZHETWCERTICC
5RAZe #7150

S A E2023-10-30

EZmE Doctor Web EE THIEZHEAS » iRBIRAEZEEESE Android FEFREZAIN F2REEREEEIES Google Play
Store 1 - BHLAEEEERZEFEETIZE  ELTEZERYZ=E 200 23X -

WEAEET B App WI=ZRIZ¥ E FakeApp - Joker - HiddenAds FISSEEiiE + E4 FakeApp Ei5EHEEEMEEFESE
S EHEREER - Joker EEEBESERE  BIEIEERSE M HiddenAds BIZESEE8E e FEEEREETELET
FREEE -

& Doctor Web #1355 H » =5 FakeWeb FIEE Android FEFEENEE » TEREISZHMIT : Eternal Maze (50,000 2&) - Jungle
Jewels (10,000 &) - Stellar Secrets (10,000 &) - Fire Fruits (10,000 3X) ~ Cowboy’s Frontier (10,000 ) - Enchanted Elixir
(10,000 &) -

A= Joker I E Android App + TEREEEZEIEIE : Love Emoji Messenger (50,000 Z¢) ~ Beauty WallPaper HD (1,000 ) -

M= HiddenAds EEEEER] Android App TEiRBBIESZ R L — & » &3F Super Skibydi Killer (1,000,000 &) - Agent Shooter
(500,000 3%) + Rainbow Stretch (50,000 3%) - Rubber Punch 3D (500,000 3&) -

22 Android EHBEBMEEET Google Play Store S THZEE R » SAERSEE  FHARSZEMNEHASTE  BEXEEST
HEHE -
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ChunghwaTelecom
| E” 2 r Zo s = 5 NoSIM & 10:53 - 113 @ oeLN
M | 175APPA (R T2 TN . 12008 A FHEIB we — wa
: OKrédito-
Préstamos de efe... Préstamos crédito
o BRia 1% Administracion Integral SA “ en efectivo cash -
2023F128108 GET [...] OKrédito
@ OKrédito
4+
47% 5M+ 3]
A ESETRFE—ERE | BAES (Androd) FRAPPEAES | EEALS @ . [ —
"Spyloan. EERF » MEN7THMINGEEBEE » EfEGoogle Play 32+ EEF12008 AR b
‘FEE a y haz tu vida mas facil L
. 205, prreiizeri Ul
ELEA TSpyloan, WESHEZZISZEER  SEAREERIEZE: - EBL BHFT =N e
SIAPPE » FTEIWEEEA  RFER - BREESEMNE -
About this app >
_ . _ . Personal credit, cash loans, safe and flexible
ERE  SEAPPEEEE | AFREAR  EAZRINEE  FREEMEH CME &, @ marey
E EHFIN&# - - ZT=ZZEMDMN - T ENEERNERFETHETHAPP  FE —
M Qi
1+ AA Kredit 11 - Instantaneo Préstamo R
2 - Amor Cash 12 - Cartera grande RapiCrédito
3 - GuayabaCash 13~ Répido Crédito mm +57  e9sssezesd
4 - EasyCredit 14 - Finupp Lending
Obtener
5 - Cashwow 15 - 4S Cash o
6 - CrediBus 16 - TrueNaira 12 3
4 5 6 —
7 - FlashLoan 17 - EasyCash p 8 9 @
8 - PréstamosCrédito . 0 s

9 - Préstamos De Crédito-YumiCash

10 ~ Go Crédito ERE: ESET, TVBS
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CEXD 3

3/ FEE | 2023-12-25 8%

EZ/ASlThreat Fabric22IEE2i@AndroidiR TR EChameleonfI 5% » B Z8ISSE SR BEMNAES » Bl 2=

BRIBEYIHE

EFREAFIAFS - 2&ChameleonEMEEZHFIILE - SLEEASRESEYNIFENLES - B2
BEERHTMLE® » AETEEAANdroid 132 RFIEEE ( Restricted Settings ) JIAERIEE « th I LIBIRE#EILN
BEARFZ - BB EEChameleon BB N EEFEEN - HNERASERFTANEZZHE -

fESELR » Threat FabricZIRETAR S ChameleonfESiB £ SANTEETERER  FREENSZEEY
BREAE - ETWMEAEE—NEAE F3BChameleonfFHE - EMEEFEERE  EASEOGIER A
RAEEINEE  WHEBREXRERANIES T AENREAEFELSE

ChameleonBEHRTASEE:HRITEBREANNMNBERERE  BAZTEENES  MUBEEEEREEN
1TRME » WEAAndroidE BN INAEETINREEEE ( Account Takeover ) FIEEEE ( Device Takeover ) fI8
# - WEERmEEA R #EMChameleon - BXERIFEERFSEE - BHAERASZERES  UHERE
ERICDNEETEEE - BFEChameleonEE 2 BEAENRESIIEESBIMNRTERRES -

MBS ESEZT ASBREEChameleon » EEZUBEERIRE - B 7 ERFATRAFRNINGE 25 » EINAER
INEE » ChameleonBi2 BB T EEEZombinderdl# » W EEFR A AGoogle ChromeEFREE » R HEAIL
BEi . BRZEENEAT -

BANEERFRFEMETIEYHEEN  EEERBHERINDERR  NES A RRBLGBENEN -
PINEZZERE  EESHEEABMEE  FATHBENNPINESZERHEES  EMT 28 HENR

E .
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Chameleon Android Banking Trojan

Capabilities

Distribution Monetization ATO Fraud DTO fraud Resilience

Disrupting Biometric Operations

Transition from Biometric authentication to PIN
authentication in Infected Device
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LB BRfFIFE R SIS

BREAE | BEAREELHhRNERS » AL13MAppERISERERS - BiEE
AppLZRGoogle PlayE s » BRIRM THECESEIZE » AR THZ®E » AlfE
AR AR EERTRUIRSREES - BRIAERK -

IR¥E McAfee BRAVIRE » FEUAESZEHIE "Xamaliciousy » BEEAEFE
Google Play BJE » SLAppiRZERE « $58) « EEM4EESHB » #ABRTE

E1E Google Play L#Ef » EAZHELEERABENNATUEE=AHIZ TH o

HMEPISE » FHAUAKEZEHIE Xamaliciouss Z1EH Xamarin BIRY
Android #F9 » Xamarin 2—{EIRIESS » A FFER NET # C# B3I Android
i0S FEFERET - B BBERBRAEFE -

HRTEF# LR THEP > RS AKEIRIER > ¥ ASthE A amalicious MES
FEERFEARTETL Cash Magnet) Z MG > FERREXEERERS - LEE
BRI EMITARMFEEEEWA - MZETH AL A ETHENAE R
ATENTD - @Y€ -

RTHERERE > BLEBERARKIEHEHFZNARE 58 ~ B8 -
®Et s TR 40 - #EBEEE - Ho » THRERZHZ Essential
Horoscope for Android » 3% 100,000 Z¢ » EZr2 3D Skin Editor for PE
Minecraft #1 Logo Maker Pro » 9% 100,000 % ©

ELEEEEARARETBIRALNEARY - 2K RESETRMAET
A ARETHREARANEIEEZ 2  EBRUERNZRTHERREL
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n
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ERRASE FRiRE Eofac
Essential Horoscope for Android 100,000 =1
3D Skin Editor for PE Minecraft 100,000 43
Logo Maker Pro 100,000 E

Auto Click Repeater 10,000 TR
Count Easy Calorie Calculator 10,000 F£E
Sound Volume Extender 5,000 =
LetterLink 1,000 i
NUMEROLOGY: PERSONAL HOROSCOPE &NUMBER PREDICTIONS 1,000 hE
Step Keeper: Easy Pedometer 500 BE
Track Your Sleep 500 BE
Sound Volume Booster 100 T8
Astrological Navigator: Daily Horoscope & Tarot 100 =E
Universal Calculator 100 I8

ERRIR: McAfee, ETToday
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GoogleES | 5B EAppREKR L EPDFRHE=E S FE208 X
NewtallkFBS / £35 / @ FsaRE o jon [= S
275 2024.02.20 1801 Ay =27} B W @=

Anatsa $E1T — BT A T SRR PDFEESRAppH A = - REEAFAE
Aﬁiﬂfrﬂﬁiﬁﬁﬁﬁx%ﬁ’ﬂ@%ﬁiﬁ - R EZL /A S ThreatFabric & » £AZE A58 Android

T

AppEifAnatsa BT ASHIZREE « BOEEIANdroid 132 SR (S L b)) B2 B - B

AppBEEE11BEETEGoogle Play B/E E22 » BIESI T41155
BUHES REZETESRNELSHESE -

Z20EXH T & » Googletl

ESFEEAppT » A3FWEPDFEESE » #FIZE : Phone Cleaner - File Explorer -~ PDF
BHBEFHEETE &5 :

- Phone Cleaner: File Explorer -

Viewer - File ExplorerfIPDF Reader: File Manager -
Phone Cleaner - File Explorer

ThreatFabric 15 + Anatsa ST A FEELNBREFEBESENTETE(DTO)ER « itFIBER
EXEHEEENZBRENRERE  BATHREE - £t F1EERPTARENELT - ShEE

HWETFREEANEASEER  UNTERBTHEIRBSERERE -

L5 BTBILENHBEREBRESE
B ZAppEHO MR ASRRER

ThreatFabric 2EERFE » £ FE{L @ App 25 -
T EEBETEAppIAEEBAER -

i3

Google HWZFIEHE  BEBELAppiLPlay Store FF& L8k - ELEEERE  IEAP
ZRETEHASEEApp  BZEERMERES - ZFAnatsa BT AFTEEMNEXRE | ZEH - &

B WA - HEKE - BERETRNER » MEEEEEHHANdEEZREHE -

== 0

AE AN

' Google Play ~ Games  Apps

Phone Cleaner - File Explorer

anlina

Dow

10K+

nlozds

Movies

= DEEE

ChunghwaTelecom

Books Kids

Tuesday, Nov 28, 2023

{ [

‘73 Phone Cleaner - File Explorer L

Tuesday, Nov 28,2023

B Top New Free - Application #3 ’:] Phone Cleaner - File Explorer =
B Top New Free - Overall #7 5
8 Top Free - Tools 49 § Top New Free - Tools #2
§ Top New Free - Tools i | 0 Top New Free - Application #3
o B Top New Free - Overall #6
§ Top Free - Application #104
Bk - i § Top Free - Tools #32
Op:rree=Uverd §l Top Free - Application #192
P P
\:{5 N %«‘0 ,\gﬁ @ o e o
v K oY R > v 0 i
S 9 S S o S s s
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IR ! BSLEESREVPN APPEEERER, Fig—T%
Y TEZE Bk S8 X

SMEEEEMER VPN kR B B SRS RE A EmR
5 MBERE TRE NSE) | MRS  BEA BE HSEAPP
BABERER - EREAIERBREEVPN APP » REF/ LR
SRR HENMR - ETRAEX > SERTENEBH -

Sl

i (Bleeping Computer) #RE > §%/A8 'Human Security) iR
fFZ= (Android ) Fi% E#Google PlayHEBE28EEBE=ERHN
APP > H¥EBBA1TEHEREMTZEVPN APPEREHER TH# ©

ERRAELEEEAPP ) AJEEEE CHREFHRBBAZERER
Proxyliby » FAEZEN TRERARE @ RT7EZEEEWERR
fELAFEELSD - SBREBIBA P N FHIETRRIE - EREX - E5)

Google Play#[E s EEAPP 22180 ©

SRR > ERB R BAVPN APP (EFIER) Mk BiRAFIA S
%2 > BRERVPN APPIASIEESEARBLER  BEHRE -
SME 28 1EE T BISRREAPPY T
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1.Lite VPN

15.Secure Thunder

2.Byte Blade VPN

16.Shine Secure

3.Fast Fly VPN

17.Speed Surf

4. Fast Fox VPN

18.Anims Keyboard

5.Fast Line VPN

19.Blaze Stride

6.0ko VPN 20.Android 12 Launcher
(by CaptainDroid)

7.Quick Flow VPN 21.Android 13 Launcher
(by CaptainDroid)

8.Sample VPN 22.Android 14 Launcher
(by CaptainDroid)

9.Swift Shield VPN

23.Free Old Classic
Movies (by CaptainDroid)

10.Turbo Track VPN

24.Phone Comparison (by
CaptainDroid)

11.Turbo Tunnel VPN

25.CaptainDroid Feeds

12.Yellow Flash VPN

26.Funny Char Ging
Animation

13.VPN Ultra 27.Limo Edges
14 Run VPN 28.Phone App Launcher
BRIRIR: B4, Bleeping Computer
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REEHABESoumniBotFIBIEE R AR
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MEASZEEREZLESoumniBotZ=2MAEER » THEENEEFEHANFTZIEEER  MBLIEEHNESE

7/ BlEfh | 20240423 2%

ETEEEEHEEEZASoumniBotNEZE s +RAERN  IEASEHRY3ESEFE  TEETSER
BEREESEAndroidManifestxm|E& -

2024/04 £ 7K

8% HEEEEEBRAPKEZENRERE F BEYHNERZH E8x=FFZ 2 N ERBTREERLS
KB  EEZAPKEREEBEREILNTRERE -

BE  MIZEEREENENAERAARERRE  EEXEEAEEUAPKEREREECH » LLIDRE
FHEAZEMNERE - #FNEEMAREANERN T EEREREER  BUESFUEZREEZE -

EE—ETFERTEREEESIMLEEZED (Namespaces ) FREEETSNEE - E B8N L EELEES
T -

MERZEERANHETE  HRASBEERHHEERAPMR - ERBERBEVRAEENFEMA - mA -
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Dropper A &A1&

Google PIayE’\JH&Zle

> [G4R % & Dropper

Anatsa Android malware downloaded 150,000 times via Google
Play

By Bill Toulas February 19,2024 08:34 AM 1

The Anatsa banking trojan has been targeting users in Europe by infecting Android devices through
malware droppers hosted on Google Play.

Over the past four months, security researchers noticed five campaigns tailored to deliver the malware to
users in the UK, Germany, Spain, Slovakia, Slovenia, and the Czech Republic.

Researchers at fraud detection company ThreatFabric noticed an increase of Anatsa activity since
November, with at least 150,000 infections.

Each attack wave focuses on specific geographic regions and employs dropper apps crafted to reach the
“Top New Free” categories on Google Play, lending them credibility and increasing the success rate.

ThreatFabric's report notes that the dropper apps now implement a multi-staged infection process and
have evolved to abuse Android’s Accessibility Service to bypass security measures present in versions of
the mobile operating system up to Android 13.

Last summer, ThreatFabric warned of another Europe-focused Anatsa campaign that also used dropper
apps hosted on Google Play, primarily fake PDF viewer apps.

e[

® 53R Google Play E’J,b\,u\E/EJTAz%U

ZEREREIE -
%ﬁﬂﬁ?ﬁ*'ﬁﬁ%%ﬂ%&%ﬂﬁ/\

Foe MEDE

ChunghwaTelecom

=z
BRAPP LZRE
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Anatsa dropper apps

In the latest Anatsa campaign, the malware operators uses both PDF and fake cleaner apps that promise
to free up space on the device by deleting unnecessary files.

One example that ThreatFabric's researchers highlights is an app named ‘Phone Cleaner — File Explorer’,

which was counted over 10,000 downloads.

P GooglePlay  Guree  do Mo ocks ks Qa ®

C i Tuesday, Nov 28,2023 = =
Phone Cleaner - File Explorer { ) Phone Cleaner- Fle Explorer bm | 1o oy .

1 Top New Free - Application #3 | Phone Cleaner - File Explorer =
raks = 1 Top New Free - Overall w7
Top Mew Free - Tool "
1 Top Free - Tools # : r°° N”F'” ﬁ“l’ . "
e ion
1 Top New Free - Tools #30 i s el
1 TopF Applicat w04 1 Top Mew Free - Overall "
'op Free - ication
1 P il i 0 Top Free - Tools #32
Top Free - Overa #165
u i 1 Top Free- application #192
s R R N > o R >
v v N o P Lo A
o
& & o & & & & &

Anatsa dropper app (Threat Fabric)

ThreatFabric told BleepingComputer that one Anatsa campaign also used another app called PDF
Reader: File Manager', which recorded more than 100,000 downloads.

At the time of writing, Google removed all Anatsa dropper apps from the official Android store except for
the PDF Reader, which continues to be available.

ERIRIE: Bleeping Computer
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oGoogleBHERLLZEMEMIEARIREGBER

o HFEHEFHEELEMENRKEREETIZRREREZN
EERBZ R BWRIZ Z 4B

Home / Tech / Security Arm fixed them in July and August and assigned them the vulnerability

. ' . identifier CVE-2022-36449, disclosed them on the Arm Mali Driver
Google warns: AndrOId patCh gap IS IeaVIng these Vulnerabilities page, and published the patched driver source on their

smartphones vulnerable to attack public developer website. Another Mali GPU bug Arm fixed is tracked
as CVE-2022-33917. Beers refers to both bugs in his report about the

Google says it is working with Android smartphone manufacturers to get them to release patches for

multiple critical Arm Mali GPU driver bugs. "patch gap" by Android phone vendors.
;
i Written by Liam Tung, Contributing Writer on Nov. 25, 2022 So, for several months, vendors have had the information available to
= patch them, but on a recent check by GPZ, none of the major Android

handset brands had issued a fix for them.
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Pixel 8% 5% o] BR1S7 FERAS B Fh
Pixel 8ZFUGIRR/S 7 SEAIEBESES

21— Pixel 8% 5 HAEH 8 Tensor GIEEE EAndroid 141FE &4 TRERE/FNEBEIE

3/ BEF | 2023-10-05 2% A5

GoogleA= ( 10/4 ) 837 —CHIPixel 8% 3IF1## » E1H56.20APixel 8E6.7I¥HIPixel 8 Pro » B
BEEAEFNTensor GIEEREANdroid 14FE£24  BEHRESEFREETF -

Googlelt 2R BHR FEFTNERMIRA - BERRWAAINEZEBiPhonelREBIEFIR - BFER
BEERUSFIFZERAGEN - dnE@AEANZEEH » —7AH » AndroidERERRZHR KBS
Al > BRI E A —  FRAIEEELESHGoogleE KAndroid s ERIEE R/ ETREREMER
ZEEH -

MotherboardE#fE&Aaron GordonZ#2022F 78 » EREMFI{ERAPixel 3RE3ENEZEZEF -
BESAEHIRE  BHETEBECELSHREE AiPhonefIEH » GordonBI BN T B EE
RIS -

S—FAH  EEGoogle 20215105 8K MPixel 6 - FRRE F3FRFEZGENASENEZEE
o A8 0 Pixel 8F E—[E1E » BEEIEH/ENEREF - SANdrodEERAHNEN - TEFMR
TEEARIINEEERT « EEEEE Pixel 8% FFHHIEAE » TI2030F25EESRKBGoogleHIEREEE T -

BT R U7 FHBEER S - Googletl STHELEEPixel 82IIBREBAZEZTF » LUDSHHEN
EGE - Google® R » RA—REEENESAFRIIGEMRENLESIE  MENFRZPixelF
BN RHEEERENEE -

FAndroidE5Ei24+  —2EEARBAFNZ TN » MEEE —XE0BERNFHRESHE
FairphoneTE E{E&1 70 E# 7 Google » A TESF8AEFEMNF airphone 51 H 7 5FAMRE - 5
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GooglefEE#Androidim

Google{Z#iPixel FEBITERR, (SHiEE
VAGERIE

AR PPl EMMATENR LESE - HOEECENANSEERE . BANE  FEARKETDNEREHAT
T/ B | 2024-04-00 B [ & 48 |

4R2RGooglett#iPixel FHIE LA R AT ERT » R EEPE2ESERBECVE-2024-29745 - CVE-2024-
29748 » CHREBRSHHARBROBETE -

Hop» CVE-2024-297455EAAERT - SRBEATERR ; CVE-2024-29748 R ERZFRE « S RFH
iz MESRSEAREERKNED -

MR CRESFRERE @ EHRILE8Android {FR £ #iGrapheneOSHZBIRE—F RGN TETHEE
HATEENAELERT -

ESEENE  BARTHINEE  SRAT T EREE0RE AN TFERIED BN - BEBNERER
A hEEAUEEREENR  MERFRERR -

SEEATNERENAZE  WEAEFRT - CVE-2024-29745 2= HR3EEI# ( fastboot ) 852 - E£FATIE
ITRNEHEE B A3 AAfter First UnlockiRES » #ATTEPixel FHE I ERAE -

ERZ—ERACVE-2024-29748 » AIZCIAREEREEESNERREAT  MESHTERRFIZE -

NEEIR

« BRTIEH 2024 & 4 A Android 22 SR EPHRIIEHNESERE » Google EEMEZ T FIE
ERENERR -

W iR RERSET A HASFERNELN T RESTERE -
» CVE-2024-29745

» CVE-2024-29748
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Android Z&MH AL -2024 F£4 H -
2024-04-01 EEHEHEXSHRELEEREFE

THISENEE 2024-04-01 Z:HEREASHEENSEZ R IEHTHESN - ABRESFEN
THREERESFEIE  niFMEERERNINTE  @E CVEID - EHEEERN REEER - BER
E - EERERT  ZAECEW LEH Android BRREEIBSERT - BNALHESSLIERTH

5 R D ZEGTIEHENEE » G0 Androd BHRRBEIEEE5E - IFE—#FEZEER
2E ) MOLIEB#ZER D #EMNESEEMAENINSEEN - 5 Android 10 kL ERFHIEETRE
ZIENZ 2 EHA Google Play % E5H -

R

FHPERENEZEREEENEETTEEENM TR « AITRATRIER -

EFH Android BERIEIEES

CVE 2EEH PR BREERE -
CVE-2024-23710 A-311374917 EoP =1 13-14
CVE-2024-23713 A-305926929 EoP =1 12-12L 1314
CVE-2024-0022 A-298635078 1D =1 13-14
CVE-2024-23712 A-304983146 Dos =1 12-12L 1314

FHRPERENEERAIERNESAREERNNTER » (Il BA TR -

s . EF8 Android B R AT
CVE =EEFH =R BREEE ~

= SERE
CVE-2024-23704 A-299931761 EoP = 13- 14
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GooglefBRiZEApPLIIRIEZE % p2EE

GoogleBli§52 11 BielSiEGoogle Play EAYEE
=zl

Google Play BN EREZRAMEAndroid lEAFTSTEERAPIZL » Google FER EA N Android BE TEZRE
37/ BEEEF] | 2022-04-07 &%

GoogleA&EEAR 7 Google Play#Androidi 2= BZAPIZENER  FHESF118E  BENEASRRLE
ITRIFEANdroid iR A FTZIERIAPIZ S » #THIAndroid i E R £ 3RS S A2 -

Google##fE » &— @ AIAndroid IRAEME# 7= & RAEE LIS » BRSEEERENAndroid & » F
FrE—{EAndroid B &R0 B B EEE ( Manifest files ) ECE B1ZAPIZL ( S BESDKARZ ) » LUEHEZ
R EIFEFERIAndroid iR A HEFE - MEBEAndroid iR R EVE B ELH BAZAPIZAR » FlfNAndroid 1138ECAPI
Level 30 » Android 12#8ECAPI Level 31 » 2 2Android 13#8ECAPI Level 32 -

Existing apps that don’t target an APl level within two years
of the latest major Android version release will not be

discoverable to all users NOV 18t

2 years duration

A

-

Last major release

Android OS Release Android OS Release Android OS Release

Googlefst » BE&HTAndroid=E 2 BLFHFIEFAndroid R ARIERZE » EEHZAndroid FE5E5I8
EFEBNETZE REWRE » Bt » ZATREEAHNREFAPIZERNEK » LeEERELEIIRZEMN
Android FERBERNERRER -

At » #SEN11B1IHE » REEANBEAPIEZE R FEIMERAndroidiEA » FRIAndroidEERF
TEIBERENTEELE - CEEERTHESEEANAD Gt EAIEZENESE HFEHR B
WS FRAEEER -

ST TGoogletE » EA T REREERAEEANroId FERRAFEEBINETLELZ ZRE » flilSnapchatZ &
SEGHEENAPISSR » DIEEHANdroild FEEHEIRRHZER -
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MN3& Android £Z 14 | Google Play Protect 1§ Ol ¥ [EE = App
2 ¥ Bt 2 12 (BN 1R H EE 2T 4

- EHR 20235108208 11:30 - 75t 20235108208 11:30 - Ross Wang

1N3& Android Z 21 ! Google Play Protect { T ¥ [EE = App M E B IR M
BNES E b E

FZ Android FREZZ2%E RSB CLEREM iPhone TS » BEEFSZXEER
BHE/BIE ( Sideloading ) EZ 2 root #1581% - HIF&A T THEEANEHRE M
Google $HI IR EEAUNAEEAB2AS BT AR 2 ERE - 5TAIE Google
Play BERERHEER B CHREEEETEENTERERIATEER "Google Play
Protect s &%l - MERXHEEREZE ( EF % : Google Play EEFIEIE 7B 100 ZEH
HEEFEMNEEER) -

PRIREREERY b SSISHEMNA T2k, HEEERARERE -

FHAIZ®ARAT Google Play Protect » #E7E B RAILE F ikl 2 SM+# Android ZTFERtAS
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MHEE - IEFRZARTENRETFRERES App HREGZEAEZERRZEN
EEEARLER -

Google Play Protect IZfitphiE i 0=
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App scan recommended
Scanning...

&) WiFi Booster

&) WiFi Booster

ing the app may take a little while,

Google Play Pratect

Harmful app blocked

% WiFi Booster
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Don't install
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Google Find My Device

GooglefE3E. MMEREFind My Device{Eg,
Pixel S8EAt&tEH(SE!

GoogleFBTEEMtEZEH —RFind My Device » FIFI23Android = EFMNET {1 - BEAEKEELR
AndroidSlEFHE

S/ TETE | 2024-04-09 2F CEX2

GooglefE (8 ) BHE#Find My Device S #=MFAGEE - AZBEF#EF|AndroidF1 » E%Pixel 858
ProFiblEF e = BMtIREE - FRESEENENBRERESHEHE -

Google#—fCAIFind My Device ( FMD ) 2F|BZIf CLEEAndroid EEF/AHET AR » KEURSHER

REFHEE - GoogleltEEGoogle |/OXE FE#H » AR ZEERRME  BEFERINIS A FHEH R

#ITHAE » MEANdroid RIOSEEHME(EA BEREIER - ZF7HGoogleEREARIOSH A EEEAITIAEM S I
EEEEE -

GoogleFZIEETEMEEE - MBKGEE  REEEOEIR ) OZEFRPER "Find My Device, ( SHHREE ) E
BEEARIEE -

FMD App B BB OIBEREH - EIAndroidF#E 7 ENET B (Tag ) - EF » Google&#Fi#Pixel

8 - Pixel 8 Pro¥EHE "ERER , 7%  AIEMBAEMLEIEN TEEELIENTESE - (SHAFR  £=7
TEEENENETBHSETEER I « 8% FChipolo - Pebblebee - M= 1E&F AndroidFiOSHIFAEE HE
FESEE - SFRETAEMBENET BHiE « Sffeufy » Jio ~ MotorolaZ £77 -

EHEAERR - FMD AppEE A PRIFTAANdroid RE= EE A Elis: - B FE PRI "Find nearby , ## »
CERHESET  BTAPESEIYM - AppliEMaterial Youl =L IERENE » ERERFPAEIYRE
B BIEEHENRET - L9 BEPXRPENetEE » NEZFERE - HSES/H - FMD AppthaeER
ENestEEMTNIELY - &% AFUBFMDETHENMASAZSEMtA  BBERAXRIFESE -

House key

§ 0wy 0

& Find nearby

Py Sont, g Nem o yEs ORI IS

& Play sound
& Shure device

House key

ERIZRR: iThome, Google
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MASA App Bl LZEEZ

Googlei&sEPlay L BilttiE BB ZLIEZAY
VPNiER\

GoogleE#PlayBEECASHVPNEX HEEERAT IR THELETEUZEEE » iBGoogleESMTHEL
Z2 L ( MASA ) E5

Google &858 1 Google Play F=#:#:B1721#E & 2571E ( Mobile App Security Assessment

MASA ) FISRVPNER » BEEANERZZIBEE R EC HIRMASARE » MAEHEERGoogle Play H1#
SVPNERF » GooglelZFRIEELBABUXETEENVPNEAEL TRERS » REHELE -

3/ REEF] | 2023-11-06 2=

= EETEIESNZEEY » Googlefr2019F11 554 r FEAEERER ( App Defense Alliance ) >
BELEZLBLIRESHGoogle Play FRIBZRAWE [FHE##H » BB ME2022FF#HMASA » 5
BIFEEEHRTECHNTHES » ENOWASPTEIREAZTEZRERE (MASVS ) ETEUZERER B
BEZHIEEITIESMASAEE -

—B#RAERGoogle Play FI2SVPNZER » L ARBNG T ENSESZS  ERE "BULEE
¥ (Independent Security Review ) FiRIBES - BB FZEM ( Learn More ) ZEEOEEEL E—
BB - BETHAREMASAIZZHVPNES -

BRI EEMASAEZRIVPNE R E115Aloha Browser + Private VPN ~ ExpressVPN + Google One
Bypnify - MEMMERNEZEEZEL
=18 @B - YEQREREAERE

NordVPN - Private Internet Access VPN ~ SkyVPN + Tomato VPN
RABERE ARREEEH  EBNER  S0REEES;
&,

T DEBIE

ChunghwaTelecom

NordVPN — fast VPN for privacy
Nord Security m

In-app purchases

4.5% 50M+ )

T41K reviews @ Downloads Everyone @

Browse safe from malware and hackers with NordVPN.

Independent Security Review

VPN apps with this badge in the Data safety
section have been independently validated @
against a global security standard.

Learn more

ERRIR: iThome, Google
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Androidt R {CR1&E

0522 A% B BITERMIRZAN13(T)

oﬁ40.1%%§%2§&1§%10(())zauE@H&zl:
OEEIRHEMTFTEREE T HEIER - MAZEGoogle
*‘m@xmg ik

&5 Android Platform/API Version Di
ANDROID PLATFORM API LEVEL CUMULATIVE T
VERSION DISTRIBUTION

New features Security and privacy

Behavior changes

T ERSE2023/10
ERIZR: Google

£12%
fo 1)

ha]l]3

Last updated: October 1, 2023
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EFE PHARESESH 706 (fk Android AR A4 73)

EHETDAY Android FRA R #T 90% & Android £E S FERENR - TAEAERTEZE Android liE4 - E0&£ 7T —E PHA i E571th -

E—FEREL Android BE @

Bl SEEEERNERARES (PHA) =EES7t
1.5%

14
2023F10E - 2023F128 ~

5202258 T2  REEFRIRELERAE{LRERERERNTS  ANFMAZ2RIBERELARERE - EREREINHETENEN - RMSESHE
EERERNTB R EERAES -

BERIZRIR: https://transparencyreport.google.com/android-security/overview
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2021/11 fRIREApp

® Sophos7E2022 Threat Reporti§ 1 - £2021F &7 22 %
= R=I0S App - AR NFE
> BB R AppEEALL - BNSHEANEE
> FEIRHEEA NEREEAPPI B EE
> MBI EAPp - ﬁ?ﬁTﬁHQ ’*‘E*foﬁ EERINE AT

& agkkd.com

AA

mote

ratings and comments

5.0 % =——

full mark of 5 |
SOPHOS

BRAR: https://www.sophos.com/en-us/medialibrary/pdfs/technical-papers/sophos-2022-threat-report.pdf
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2021/12 EELEH;

st FER#E % Zero-click L2 : Pegasus #010] 58 GIF #& 383 iPhone ?

=1 e g
s -
fEE W EZ | 2HEE 2021 £12 23 B1734| 9F apple, iPhone, ERES (4 5%]
BEEAEAEL "ERRERR,
FER PDF 32 JBIG2 » ZEFERESEET 3% CoreGraphics PDF B R LIFEAESEREE » 2 BIG2 :Tk

REHHBAR - REHBARME
CEEEE A B Xpdl RRESRERE -
EETEEHRRE  FRLEIEZEEZBIG2T

NSO Group #IFi& ForcedEntry AREEEEE - ZEFIHR "HRE.
dick) IE  EEREEREIREERE ISRV EAEUEEES  OEESES T B FES

B IBIG2 T2 R T B - BEEHE  BEELEE ( scipting ) 524

LEEfE?
 BEREHEEETSEREFNEE  SHFEE BIG2 |

EEs - RSEETETEEEFEER - 5E  RERFAR - ETERTASSsEER
Google EZE Project Zero HZ A E lan Beer 3 Samuel Gross &=+ &R RBE HEERIR BIG2 iTHERINGE - TB  BRWEL

iot o2 TEEEWE - f1H80 AND - OR - XOR + XNOR §ZEEE
SHEETERLBNEREEE  AEEE - IESEA0EE  THELEE - B

RIEEEURIEED  FTREENEZAREEE) - EFEME JavaScript SUELIBIES 2% - |
Hit - HEEERT7 EFIBIG2 5

BT BEFEUOSHNERNERTE  ESERFETETT  EEEYENA - .
Javascript F0ER - BIEEREER -

Project Zero ZHEASIEH » B 7 EAHIRER » 58058 IBIG2 bootstrap A T#E, (SandBox ) EEBEES - 7

B AR iPhone ?
EARNEEERE NN EET -

£THENS - BEAE iPhone BT AR iMessage - FLIRETES EHSE=RE
| EREREE GIF FRARE

TEfUBEEEFESE - BENERENT - FFEATESE  FFETR

Tit

iMessage TI#EW gif EI# » WE=H—E "B GIF, (ERLZ PDF)

eI EEERRT(E GIF 1 -
#AM CoreGraphics PDF B2 A E2EETREIES - MEWASE S BLEREREAPL

MRS RESARZE
ERETALES  AMLESERTARESEEE  BAEEME - HE 11 A 23 A1 NSO Group » TRHKA
S HEREEERSE - RESEE  SERER 75000 £THES - ZEERCERATSIAHOSHBESE -

EREEEERL B

RESET7 REEZAGNBERERSHIE - @R/ ALHNEESENTETYE  FEERSTS -
BSESEEWE 5180 EF - 85 EE AL - 65 BEEEEE - 600 SMUTUEA MM ZERES EEEFZEERE

Alp

engine ) -
i& Google Project Zero &lE#E - PDF EERLE=RESRAI NIBIG2, » EEZE0ESE
- EEZ 1990 FU1EE XEROX WorkCenter RS2 E - MR HREEES;

bitmap E#EIR )

=ptalsEs JBIG2 -

—f REEGATEEPDF . 5TSOERERTSE  eARSESNSLREs] oo asLs BEREH -
WA EEAEESSASESW (reference glyph ) » ExESEETS SEARNEEETSY  BRAEY, BFTE

== AIN NN

BERIE: B

R A TREFRAEH  BLREEREREED




2022/01 HomeKitifE:a

O BEHR EARE

@15 The Verge HAT3H E1565% & Trevor Spiniolas EFE%E—18 HomeKit

ERNERERAE » WHID Apple fELEHR » Apple 7L 8 A 10 HRtAFERREH
71 + X.& Spiniolas ~F7 2022 ¥ 7 A& WREZHE - 74 Spiniolas 1§
Apple TFREREEE  ®EMI0S 147 RBEEHATI0S 15.2 KHAFE -

242 Spiniolas 89353 » IS/ HomeKit 2SR BATINS0EFE  fie
%i0S 2L L RHE  ARBARIIENERRE - #7—BREFFELEHSE
FREM 50 BF » B i0S 15 ZHNRFHE » E=ARABEEEY
HomeKit EEE2FHIER  FALIEEENZERT  ESHERIOS £E2
mEER -

FESHIE iCloud REBEENEHTERE HomeKit £EEERE S EBRE—
iCloud IESEHEEFEERRLSME. - IS » EREMFARTENAZ » 4
MBEBFEMAREREESEMESESTHE - IHERIOS 14 AERRESR
HEEE  EfRERECLE iCloud EHEE » E# Home Controls fi
Hh Bk 1F5REBER Home B MIERE I0S 24 -

KR : theverge
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Trevor Spiniolas
@TrevorSpiniolas

Four months ago | discovered and reported a serious
denial of service bug in iOS that still remains in the
latest release. It persists through reboots and can
trigger after restores under certain conditions.
trevorspiniolas.com/doorlock/doorl...

T43:49 . 20221518 - Twitter for iPhone

ERRIR: unwire.hk, @TrevorSpiniolas
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2022/01 o] {&A3<SEEt#ERY K]

BERR HARE

iIOS RETREMmE®E HitBR
RORERE R IE

1y

5]
ant
e

-

ZecOps &3 BB 3= Wi
LIRTE @ E g8 Apple ELRBERAENEERR BE
BRETEEES 7 App Store ZHE -

H ZecOps T %EI NoReboot »
AEZU {35 LB iPhone IR S « BX

ks _'... H l. 3 =L BEET
FHEETRBEEEAEERNGEEZTE - REREHFE NoReboot E&F|
EFRfMETREENEEEE #H

SEED  MAEREBEREREAGSE =8
FREELIE iPhone SERBE « BTLIEEER i0S e

e -

v‘l‘l

I E R SIEE

Z 2% ASF~ NoReboot Wi FERI A ARENEEER - MEFERITH
InCallService - SpringBoard - Backboardd #&=#E:#R2 + =& iPhone
EMFESEEE  LEIGEEEFERESEE  EAFLUE iPhone THEE
TEEA - ZE‘\,OPST %% NoReboot I EH] iPhone » REEEREENA
HeEERERE  EXETEMEETS - B NoReboot R E &% ®E
gl Apple ;_,_,EE HTIB1E » MBAE I0S TS ZRSE -

FiE : techeblog

:H] HIIII

ERIZRIR: unwire.hk, zecOps

41




= DES(E

ChunghwaTelecom

2022/01 Safariifmimdr e 8l & 40 &

: NN st )| = N O BHRE FERZE I0SA
Safari BJsilE - FHF Google 1RIE &N ~ B RIBLERRING PP
fE5 £ @7 | 2WEE 2022 £01 217 B 1123 | 5 Apple, i0S, iPad0s

EEEFREAEE S ER BT Fingerprints SEHMEREERE 1 i0S 15 - iPadOS & macOS 15 ¥ Safari ( Safari 15 ik ) &
REERAE  ASEAEEEaETIE LS -

iPad0S 15.3
Fingerprintjs 5 » EEBASTEE Safari SIS IndexedDB API 1838 . EREET "IndexedDB SHMPRNRES @ AppINre

693,7 MB
APl TIRRAEEREER - TEBSCIESUEESENY, -
: ; ’ iPad0S 15.3 B iPad MEAERIEEFR L EMIEE - BHAMREMAFPRE -

Safari R A FHEIER IndexedDB 548 - BHAEHENEMNEL ; 2HFARE  EFFEEM Google EEETIE AM Apple MFEHREATHAE » FBREHILLEE -
IS SR . EEHTER Google EHEM - https:/fsupport.apple.comfzh-hk/HT201222

ETEERTEECNREANEENAEEN  IREAFEATERBEBL THAZE -

HU A\ TIAEE7E » F0ESRL Safari AREREE A TLLT ? Fingerprintjs 1547 - EEER T Safari 15 EAEEANEEN

1EEESNS -
Tz

Safari 15 EREZMNEREESD ? Fingerprings EY - ERSNRTROBEMERER BiF2EE  IRERIERE
BX « ATZ—EEREILFE JavaScript - WEEEENEELN  BEECEIEEEREEEFE - PR E AT Safari S IndexedDB APIRE » A4 F oIl

FESARENEEENEARNAERES « EEE ABM Google IRIEE
il - EEFERFTENERERT  EHAEBLAIOS 15.3 - iPadOS 15.3 71
macOs 12.2 BHELE -

BT (B8 Safari 15 #7 IndexedDB &iE + Apple EREEE T Z@EEEEER
HOEEENS  ERESLHEERENTEE  BRNSNEAETHESNZS
HEEAEE » Apple EEHESHAETNA "EEFERPZE, BT
iR -

7 i0S « iPadOS 7 macOS » Apple TRE%#EE watchOS 8.4 7 tvOS 15.2
FIEHT  DIBREEEER Safari 15 &HE -

T fple BERHOR: BHHTER, unwire.hk

S—ESTMETEM Safari » BARIES -
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2022/10 iOS#ERBVPNEILE4F
i0S 16{kFALEBVPNIEIES, BERFS

SHEBEMEAEREIOS 15 i0S 1682 EBVPNNERGRREN  REHHLENINE  mMBSEERtTEZESR . .
Android My iPhone is connected to a VPN *.

<7/ FRE | 2022-10-18 2= 1l 5B 1556 = |Phone IP: 192.168.2.13
X/ WS | 2022-10-18 B VPN server IP: 193.9.114.178

BHE—EHAEASKBEERZEEOS 155 8VPNIERGERSEEN - 25 —EZZEBEEER » 3 7I0S Wireshark is used here to check if

16 - EEMBRAGE - FREFEVPNE - BEERMAE - 165 » AndroidI2EBVPNAIGoogleliiE AT
other than the VPN server.
PREREE A -

The iPhone is running iOS 16.0.3

HEAETommy Mysk RE B _FEATREZEIOS 16.0.360iPhone & + MfEI7EFARIProtonVPNERE B E * ProtonVPN
ENEE - REMyskREERIE R » EiPhoneZiPadHFEERIVPN T EBApple Maps » WWEE DI EEEHE
fAgIPfiz st - SUDNSEH BRI EEF -

95.101.185.1. 192.168.2.13 62016

2022-18-12
2022-10-12

00:

00: 95.101.185.1. 192.168.2.13 62016
2022-10-12 00: 192.168.2.13  95.101.185.145 443
00:

00:

2022-10-12 192.168.2.13  95.101.185.145 443

Mﬁkgﬁﬁﬂ ' ﬁgﬂﬁ 18— iMacffﬂWwesharkﬂEJ, \:ﬁﬁﬁﬁm ! rﬁj]—vﬁﬁﬁﬁg*—i—g IJMacIE—{EIWi—Fiéﬂ gg; ::3 ot ;:21:?;:;1:_ ::21:&1:51;45 2;:‘6
B KRETEIUESNEERE - :28: o< 3

2'22—10—12 00:18

pester et [OS allows DNS requests to
2022-18-12 00:18

84 F'Eﬁ%_gﬁ%j\%ﬁ@ﬁ%%]%*ﬁﬁﬁﬁAppgAvag|ﬁ§ﬁ  ERFMEAS BB EHERBIOS 154 |2022-10-12 00:18 escape the VPN tunnel.

2022-10-12 90:18

B15.54% » Myski BRI BHI0S 16t AERHE - i This Is bad! A

ZOZZZIPH .l;ll; 192.160.2 13 95.1.1.185.145 443 TLSv1.3
2022-10-12 00:18
2.22!0—“:18

FIABHtoSmack T » MIBEEREAZEEMY - LHAppBELENERARBEINES » BEFind DNS query sent for:
H €10499.dsce9.akamaiedge.net

MyRES - BRSNS ERLES - TAREABRS  SLFBESNEReE  REESEREs  |[mes w
L2 - ERIEIR: iThome, Tommy Mysk
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2023/06 FlFHiMessageT E

A3 M%ﬁ&iﬁﬂlﬁiiMessageIﬁZ%iPhone
AR

FEHERRISE TiPhone B AR IR RRE - BREZERFHE "ERER , EERABackupAgentfIfTi »
A BEEE L RIOSER

ST/ MR | 2003-06-02 %=
ZrBEFEHREABRBRERAL—BE2E - FMENEERIBEiPhoneF » hERERFTRE

i REEESFENEST -

ZATREREATALEGERER  HIIRETiPhoneBEREEH ) BEEN BEERES AL Mobile
Verification Toolkit ( MVT ) BRI EARBIEE - ZAS WG ERIETE I E KOperation

Triangulation -

FEHE#R{TREugene KasperskylisH » BES T BIER - SEEZESNESBENENTERR - BarlEH .

HETHENZEEREEEMEFRNiIMessageft S E2E » BARZECHIOSHEIZLESHE - WERRE

EERAFEREME  REREASAOZEREREN  UEERETSRLEABEFHRE - ZATHR - He

—EREERFEEF12ATERIICVE-2022-46690 - E—ETEREBHEFREA (out-of bounds write ) &
-

—BfAFiPhonei# B A BIZF RS - FIRERIAEEIPhone PHIESAEE  iIMessagefItkR « I REME
BEBNER  BEIINEERSE - REETEERIETIIRER R  OLlEERNZ0peration
Triangulation®1 7 51 CANAYIOSEFEREE 1+ EliEPegasus - PredatorsiReign&i~E -

EEAFIRMIOSHET » EEEEEREELESFiPhoneNEH%E » BEFERHESTSESEFIRET
TEETFHERREEERIEERER - MEEIREREEEA2019F - BF)2023F68 » WEDTEET
o - BT ERAYIOShRA A 15.78 -
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ERIFE: iThome




2023/06 FFERTET L22App Store %9

EHERR FNRE

_'."' -

IR Apple Bh%x B Trezor Wallet e
ZENIRE App Store BRiE

all your
favorite crypto

= PDESE
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Your favorite crypto,
with low fees

EER BENZSHETEBER  BENTRSRSTERES  BERE 7 ERRED
BEEXERFRAR  RIA FEZKE Apple ABMEE » BIIEE App
20230622 Store - HAI#EAN Rafael Yakobi £ Twitter I2ERRE » /BE B Trezor Suite Lite 7£
nsm App Store sIN F28 » EmA T IEENES -
Yakobi 2FFIHEINMEZEBERRESE - KESMALZNZENEE The Crypto
ALA Lawyers B8 - I HATE Twitter IZEEEE—RE0 Trezor Wallet Suite BIZFERE
= TEBREHEHMINT App Store £28 » HESEB LTSt iPhone 5 iPad AIF Trezor Wallet Suite
TEMZER - Yakobi BEERIIZSE T Trezor BENAF  ERERESTETE g e e e

HRBY Trezor Suite Lite » MIFFEE EH) Trezor Wallet Suite -

FEERTE Trezor Wallet Suite EE2RFEFREAEBELTER  BIERENEEHE

( Seed Phrase ) » Wi EEEFRPAAENEE EFVER » 7 Yakobi BB
EWE—ZEPERETIE - £ Yakobi BHESE LA SEERCEW MR EE&
HETSEEREMINZERE Apple BAEF 22 -

ERIE: unwire.hk
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2023/09 FE M AR ZEmEREX 9

$aR FAEH3ER AR ZEPredator
CR e

MEALRERZEGoogleHES T NERERET » BREASNEEFXERRNEESHGRE
HERERE  EZEEREEAPhoneFEEABEER Predator

TIFERR21HER

[ b 385 |
BERLEN (9/21) E2EF M3ECEREEENERERD » BRRINMSALAREERE ( Citizen
Lab ) #EGoogleHE AT/ NASBITEREIEE rHBSER  BHEINENEFHiPhoneNERAFIEEA
Ahmed Eltantawy » BE | BERRREEltantawyf) 1% H1E A T 572 = Predator -

3/ FEEF | 2023-09-25 =

ARERZHRPredatorfIBEERZCytrox » GoogleBlFRERIntellexa  EEARFELZEERS » Intellexa2HE
fECytrox » Nexa TechnologiesZ2WiSpearS =R e =2 HEM U AE R » HEEREEH EPredator » B
B9 RE+Ti5PegasusEFRZ FEINSO Group Bii - i » FEECytroxslintellexa » SCEESE/AEEE
SIAZE BT RAVERZE (Entity List) & -

PredatorfiL1gEEPegasus Ll - EARINMEAFRE » CMAIOENRFHASNREER  #EE - €55 - BA
A2 BoLEERES  EEEFRUE  AERBFREREETA -

AREREEL  CEMEEEENEHantawy 2T SEIAEMELEEREH - LRI EHKAbde Fattah
el-SisiVEEEEERIEEFER » VEHtantawylI R A S 5ERGESIEEREZER  EltantawyBIE
RECHFEZICE  EMEa L TIERE -

FEERMEBR3ERE 252 ARAITEEERRNWebKit BFCVE-2023-41993 » TIEBEZREN
CVE-2023-41991 » LUR Ol fEse At miE FRAICVE-2023-41992 -

BEARERZMEE » Etantawy2ASERSTIOAR#
Bt EMEEVodafone EqyptfIfTEI4ER 4

iPhoneiEah 7 #E 2B EAHTTPS MZEHAVAEL -
AN EA W BRI T F M PredatorfI BB 4305 -

September 22, 2023

= DES(E

ChunghwaTelecom

RESEARCH NEWS ABOUT Q

PREDATOR IN THE WIRES

Ahmed Eltantawy Targeted with Predator Spyware
After Announcing Presidential Ambitions

By Bill Marczak, John Scott-Railton, Daniel Roethlisberger, Bahr Abdul Razzak, Siena Anstis, and Ron
Deibert

Arabic translation

@ Apple has just issued an update for Apple products including iPhones, iPads, Mac computers, and Apple

Watches. We encourage all users to immediately update their devices.

Key Findings

¢ Between May and September 2023, former Egyptian MP Ahmed Eltantawy was targeted
with Cytrox’s Predator spyware via links sent on SMS and WhatsApp. The targeting took
place after Eltantawy publicly stated his plans to run for President in the 2024 Egyptian
elections.

In August and September 2023, Eltantawy’s Vodafone Egypt mobile connection was
persistently selected for targeting via network injection; when Eltantawy visited certain
websites not using HTTPS, a device installed at the border of Vodafone Egypt’s network
automatically redirected him to a malicious website to infect his phone with Cytrox’s
Predator spyware.

During our investigation, we worked with Google’s Threat Analysis Group (TAG) to
obtain an iPhone zero-day exploit chain (CVE-2023-41991, CVE-2023-41992, CVE-
2023-41993) designed to install Predator on iOS versions through 16.6.1. We also
obtained the first stage of the spyware, which has notable similarities to a sample of
Cytrox’s Predator spyware we obtained in 2021. We attribute the spyware to Cytrox’s
Predator spyware with high confidence.

Given that Egypt is a known customer of Cytrox’s Predator spyware, and the spyware
was delivered via network injection from a device located physically inside Egypt, we
attribute the network injection attack to the Egyptian government with high
confidence.

ERE: iThome, Citizen Lab

Eltantawy’s phone was additionally infected with Cytrox’s Predator spyware two years
prior,in September 1+ 2021, via a text message containing a link to a Predator website.
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iPhone Sl B2 ERIIE ?i0S RAIARFREZA T

w % y . <>
= e
E==1 % % ﬁz E I%I I"m K & peachsecurecn.com ) @ peachsecurecn.com

iOS5(E , iPhoneF2 [2024-01-23/ fE&: fEEE / 05945 . iPhoneth&E#H:8l . iPhonei®= . iPhone
A= . PhoneA@SERE | FERE

CEES

iPhoneP B RIRFZ EEEESE ?

fe ! (@49 iPhone FETF A MISEEHE - BEHE
91 AS | BLNEREERSHARA WA
15 iPhone 7ETF A ARISEEHS » B 5 st i s
y . e . . i _ SO RREMFIATRATIRE B SIMBEA
1BE7BZ iPhone FF ABB T EL AT » TREKE T RAiPhone DB HA B R £33 8 |
. . N - . . EUERAEEFH S HARA  NFESIT 15 44%
e, - THIARS | EEHEEMRMNIPhonei®E ) - "FE ! BHIRBS | (RMWiIPhoneZ | x SHBENFRARRATIRA - B SM
= o . X - e IR -
@ﬁﬁﬂgﬂimmJ - rﬁpﬁ ! Eﬂ'PhoneEﬁﬂ'ﬁﬁAﬁMEm% ' ﬂ?ﬁ@]xfﬁﬁﬁ ! d R TR AR IR R A R & 045 B1H: SETANBRAERES %A ;
(=%

LhEAPhone S « BABLEEAS - ke e

B 3% RE VPN LA » ITHE » HEBETHERER
ESRLTRRETREMRERS EERLETHOET  REMBE T HKEMERAE
WmEAEE  ZEEESIEF App Store TE App HIEH - TEAZEEETH VPN
PIREERI SN - BAVRABPAEE L - B Siri SThaEHB|EAERER -

MIERFR%E 73

BERETRERER A LEERE Apple Security Z2Z5 » EEEET iPhoneREERE
W= iPhone SIM » EERHIEEA - BF - 2IEAER . EEERS M EREEREE
WiEE  HRAENAFEIEESEEHT -

MRMAD.com.tw MRMAD.com.tw

ERELIF2EH] iPhone 1E » EEE "HMEBEES ( Deceptive Advertising ) 1 > 1. Kgﬁﬁﬁgiﬁﬁ(ﬂﬁk)
HESEEAEEDEITRER  UTEES Safni EEERSENTUREOS S 2. AERAB ABRER

% . EAR App Store HAFEA—RHBTE LR 1EEEESBTLEBAALS 3. RELEREABHRIApPP
FEEERYE, BRRE . ERUUSEY iPhone®S . Fi—HEE T AT App 4. FERIMEERS

B SETEEMED - 5. iPhone’ B % - FhEApp!

ERAR: mstE

7
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2024/02 AERRESEIESZE 5 0=%E

2024.02.20 | Efl==
iPhone BEXE ! #8BX "Face ID - ER1TIR
B, AEEXALIR - 413FhERKEIERE

EZNEZT=EFace IDBIAREERGoldDiggerHE T » ExELIAndroid
Z-IiFEEENNEENE? EFNOER?

CIOSHESHER

Esas

==

HEEZ= LS Group-IBEAHEL  FREBRHEEZHAE - HER A E
TR FER——GoldDigger - E##t¥iPhone AFRHMNE , LENEREN R
TIRF - EFEfIER - 59EH SEAER -

HGoldDiggerBF =B UACLHE - SE2H  EHERE—HEESRZHEHR
B (App) EBpEXES  ETO2BINIRE  SRERNAF4MEETHNE
& - Group-1BR %A : "HMEARAEZEEERHAGoIdPickaxe ( GoldDiggerfi &
) AuEthEEAs  BRENEEIMN "BERE, B LGoldFactoryEZiE
EENEE AAERLES FTEEFBEMEEERGolIdPickaxe » BEIEMBERME
LIREZEAM -

Group-1B38 , GoldFactoryBEA FEEES "HENE, BMEHUE -

Group-IB=EF » HRtERGoldDigger i AT A MEREREENEES » 21 =1HE
BB ER REEFRTIEE -

ftAndroid X E3i0S %4t | KEEXGoldDigger?Z: 4 ZEHB ?

BEEF7EM  Group-IBREZER EHEBEGoldDiggerfiF & - LFRAH
GoldFactoryEHILIAndroid S EREE  TEHHEFES0ZRSHMBRIENABERT -
MERTETHE , BEEEERAFREHENEL  GoldDiggerBELXIETIOSHEE I

i

EHXR  £RE . LREEEEERBAERES ST =EEAEMETRLN
BARHSELINEEMFRUFGRER - tWXBEP  LRH/TEREFEES  FERE
FEEEFTEE "BUERRS, HFRApp  EESEHLENUN A NERERS  TE
BE "HZEBRERADMEL, App » EREFNABDEEMREREER -

BEESEFREE  FREEZEHEEERMNFRESN  —BUWHEARRES
ERTAEELNE THELESTAINATER - ETRPERFEMRBRAAZ—27T
DRFEEET  ZEZEERESR KEEEEE -

R

ESEMEREUE  RELSMERME -

Group-IBEIFAFE A B8R » GoldDiggerfliOSI AN ERAMEER - BHEHF
TEEFHRES (Androidin AR EERBEFZ )  REFBEROEVHHEE

— S HBAIEERFHERM ( Deepfake ) » FEBEREARNNTHNZEEMRMTIR
E = Group-I1BIEHl » EEMERNEE BB -

vinldSudududnseiuiimad v
munlorpand Inpasms v
Auniine

wisnéin: hitps.//bitly.ws -

Add LINE Friends via QR Code

1.i0S * Android A P BRI F A HH R E = ARAE

2. R B S R R A s

3. &rgw***—mpmﬁpacemgﬂ B
4. REZ#TestFlight FHERET, - BLEARS SRR BATF R
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2024/04 BlIFRE RS EHEITEA L

SRSRIFRE9 2] R R /v e EERERES

HE BEEERETEAEREEiPhone AN ETE  BREERELIETEHHEMEIEEH ( threat notification )
HEREBRS  1EEFREREFREIPhoneTiPadfyFE#E ( Lockdown Mode ) LIFE.EHEIEETREAGET

3/ WIE | 2024-04-12 %

BRABHINESVEZLBPELESEAN  ERF/NMEESERBZESEE ( mercenary spyware ) 893

E ENAFPEEEA--

EE (&EQR) B (BEH) BERE - BELIETFHAEAEZEL (threat notification ) AR
HE - 525 SEIESAFEEI#TE  EEEETES BEREAMESEApple IDEERIPhone -

BRECHP  EEERNEEENSERPEITENLSH LIFRENE » BALI00%EE » BEFA

SEEN (CEEHE) » ERPAZEEDED -

REANFERCEESAATEREEENNES - EBNEA 7 SAL G BB EEFRSREHEN AP
Haf - ERRBASFIFREERBOATMRE  UHELEUE -
MNEEET - BIAAYISIRAE - BREFZFBERESEASHEERIBREE - HRENSESUBIEE

NSO GroupBi#&aIPegasusfEREA -

EREREE NETNREERRHEEABE - FF10FBRNE
sponsored ) NEEZLE  FEERCEETEEAZR -

ZEERERY

BHPWARRAKES - HEREAREENKE -

EEA
=0

ERERSEPUEEREERA  WEE -

BB/ TEXREE, (state

ERIFEEE - MEESHEUEAYZ AiPhoneitiE APegasus IR EREE - HREABTELEHEPH

Foe MEDE

ChunghwaTelecom

& appleid.apple.com 0 M + 8

Apple 1D

Threat Notification

Sign-In and Security

First Last

Apple ID &

Password =

Sign-In and Security
Personal Information

1.ARR R RIFEZRAR
2.5%1Ipasscode
3.Apple IDEFRZME K ERZERE
4.3 1t Apple Store N EApp
5.4 L IRFE E e 2%

6. N B E ARV A B B A4S S N 4

ERIZRIR: iThome, Apple
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2024/04 HE WA K BRI

ZRHBRERNEIFTERER, BUERNES
M ANE

MERREERZE (Citizen Lab ) 5l » EZFITERPRANHEBAL  ERHREEN LTESE  MA
ARERNEERNAPEANATIETEE

=il

3/ BUE{E | 2024-04-25 =% [ 14 36 |
BBEA TAST TR A LERESAENEREE TRISSBANYTS S EASHIEMEE: . " SeCa e N B B
(BESRARANREEE  SERNAFRETERNEESAEERE  SESE0 TRRaETE, . O L G L R
Huawei v* v N/A N/A N/A N/A
it . MEAARERE (Citizen Lab ) HRPEFTE I ESMHSHAZSTETES - hEHoRHE | woom v k. xx o
BEIWindows  i0S « ESIRBAXESETRE SR80 BEAMSMIBES  FRREHAER | o P,
BUEARE > MERNEEBMTSHANNRE - - A
MEABGS  SETI0EEEEES His  tNBETE - BA  L2EH 5  AARR oot L

(iFlytek ) 98K » EPEE-ABAZHOFBES%  AFI0EAEH -

5—7H » =&~ Oppo ~ JUREEFRENGAE » RE Filisk  ME3ERENEERFREFTEPE
BERITS0%m g -

Hit » MEEAAERAZLESERRT  AZEAGLEELETER - BEBEENE » BEERE 71t
BRERENRD  BIES2ERER ; ¥RQQHZENE, » BAEBRESEEIFTANE N ERRA
HTTPS:EH - (BEEARLIE  IRABERZ AT L ARBERHIREFHEREED -

ERE: iThome, Citizen Lab
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2024/04 SEE=AHIOSTHE iR i b==E
BEREEHE=7i0STHEEAltStore PAL L4

AltStore PALZEEEEREIEE &7 ( Web Distribution ) Thes » EEIEHEEHREUEESE=_AEKLTHIOSER
M/ EEF | 2024-04-18 5

FEER (BITHE) (Digital Markets Act ) BERRREUNEERFERE=-TTESNH=NE BB URES
ERiley Testutf TIEHE —R&EF _AI0STEEAIStore PALRER = (4/17 ) 87 CEEITEEESENE
RTEEEREmERT » &7 ZNEEMERALLEITER ( Core Technology Fee ) » AltStore PALESE
BEEEE LSBT -

New & Updated

—

TestutiBER BT 5% = Ai0SmEAltStore + R EAltStorell F57%  MAltStore PALRI R EREZEFENE=F
5 BEMERHTMER » S2HTestutfifEE » FRIEERZEERDelta » B OIRESHITHVEILEE
ERE=Clip -

o Altstore ©

AltStore PALtI 2{ERIERNTE - mEPRIFTATHEHEHMABEZETHNERN - —SAHSENEIEBRTEN

Categories
AF  BEERD M8 EE{EZEITE (Alternative Distribution Packet » ADP ) » Bi§E HEZIECHER Featured Apps -
£ - MEZFEBAIStore PALIREE - FREEHBIMERT—E "R, (Source ) » EEEISONTEZ » A= HE e
ZRFEURERXTER » REFEREEHIL—Source/llAAltStore PALS » Fiol{EAltStore PAL L EZIRBZ i
SourcefIFRAER -

Testutz?8A » SourceZAltStore PALRVZUMEEE » TIE 2 A TLME » FEAltStore PAL EFRETIRIFIERES @ 2
HEAEEEFRMSourceMHIRE » ZiHIRE T ArHRERTHERS » TEFEDREEZMEERN -

AltStore PALZELEERFTEHIIEE 270 ( Web Distribution ) 788 » EFERETEERE — @G T EER -
TestutiB#& - EANEERENES  HERETE  AltStore PALEBE—EEEENEETE - ER852H
JSONEE » MEETEXENRERENERS -

TestutB BN ETLLETIEEFE App Store EZEHIIE BRI BT B 228 BEiBAltStore PALEZE, . MREZHI0S 174
ELHRAN B B S AE BT E EE BAlStore B3R T Al tStore PAL - ERHR: iThome, AltStore
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ERBEATEIMOSEMacOSETEE, (Eii3EE
ERANSERR

BERuIA2I B ERERMESRERAL RAETE » BACHHIERBTHRIEHEERIOS 16. 7L ETRRFH

iPhone

3/ R | 2023-09-23 =

E2EM (9/21 ) E2FH 7 macOS + i0S - iPadOS - watchOS ESafari » EE3ECEEIREERNERE
i -

IEREBZRERENZZRE S BIZCVE-2023-41991 + CVE-2023-41992#2CVE-2023-41993 » EHICVE-
2023-4191nF EERAEBEEEE « K—RERRFERmMacOS « i0S - iPadOSREwatchOS + = CVE-
2023-419928I B 0imE - st EHRBEERAER - MRRFERMacOS - i0S - iPadOS FwatchOS L -

CVE-2023-41993i@ Mt Webkitth » EEERSEEINAETSESHEERERIT  TEFEIOS - iPadOSE

Safari =

ok RS R A ERESE  BESHERENIETEEE# T 10S 16.7MEIRN0SHEA » BrERETImnE
HEEERiPhone - L5 » BEERASLERNEALRERE ( Citizen Lab ) BIBill Marczak&EGooglel E 517
/\#fIMaddie StoneFiZsE -

#B FHREEAER TMETEERARERZEZRENBRERD » EREEIBEEMERTAE TiPhone » WiE
APegasus@E == - SELGRERMEBNEREROIAECELI16ME -

= DESE(E

ChunghwaTelecom

Apple security updates and Rapid Security Responses

Name and information link Available for Release date

i0517.4.1 and iPad0S 17.4.1  iPhone XS and later, iPad Pro 12.8-inch 21 Mar 2024
2nd generation and later, iPad Pro 10.5-
inch, iPad Pro 11-inch 1st generation and
later, iPad Air 3rd generation and later,
iPad 6th generation and later, and iPad
mini 5th generation and later

i0S 16.7.7 and iPad0S 16.7.7  iPhone 8, iPhone 8 Plus, iPhone X, iPad 21 Mar 2024
5th generation, iPad Pro 9.7-inch, and
iPad Pro 12.9-inch 1st generation

i0S 17.4.1 #1 iPadOS 17.4.1
2024 £3 A 21 A%
CoreMedia

BAR iPhone XS Mi&iE#E - iPad Pro (12.9 [ £ 2 & 4E568) - iPad Pro (10.5
) ~iPad Pro (11 0. 8 1 {{#1E45HR) -iPad Air (2 3 f{fIEESEE) -iPad (£ 6 {1i&
iEbERY) - AR iPad mini (58 5 A& EKE)

e RGO EERATETRNE

FREA B E AR ERRE L FIRM S AR -

CVE-2024-1580:Google Project Zero # Nick Galloway
WebRTC

AR iPhone XS fi&4EHE - iPad Pro (12.9 1T % 2 A& 4EH#E) ~iPad Pro (10.5
i) ~iPad Pro (11 1Y+ 28 1 {£ & 5HER) ~iPad Air (8 3 {45183 iPad (£ 6 &
ISR - LUR iPad mini (3 5 ANEEIKE)

B RS AR ERATEIRENS
B BUEH ASRE TR EERE LA RN B AR

CVE-2024-1580:Google Project Zero ) Nick Galloway

B RFE: iThome, Apple
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SERENRASIRE 30§IE|PhoneEk}Eﬂ

BIERRESEOSHLERE  BRCEENFERLZEMRLENEUARRIERFE » BHNELEMEASSTE
iR REBRERHTENZEREEEAREARNINASEMA

7 FEET

MR

i

()’J
it

72_NR_21 T
| £UL3-Us-31 383%

iPhone 1527701 » EBEREBREFPhoneMZEH » BE (30) BATBRFAER » BRETHNEZEHEAESE
T EE T iPhoneBB130EE AR -

BEREMI0195F(E » EEEZHREEFE (Security Research Device Program ) Ti2EHERIPEERiIPhoneth £
A ENTIRAS » AT MRLIOSEEREMERE S GEEELENE - REZNE  EEFETERN
HRE » BEFIARRLERBARELTES - BREY  B4FAETLR  SROPIRASHEIR130ES
FEMNEAZERE  MRBECRERSUBFERTZELUREOSTES - BEEHEBA6ERA » MIEABZ

EMA36EIERAE » BEESTHERXNUZDL - #ZORRER - XPCRT -

AEAERTEHRIINZERDNZE Y BARFEENNURER - EAZEBSRDP » SERHETHI100ZIERDASES0
BERER  B2PUBIRLEEST

SESRDPEIEXRME 7 - SESRDPHIZLERRE—REZMAFSENIPhone 14 Pro » 1 E—E4HETE - fit
WREASTLIER MM oCER RO RIEHRE TREBRIOSHIERZ Z[ME » ELMETFRiPhone 240
RER—ARFFRIEIAY -

HEEEAET  HEATHEASZENBAZLRE - DUEMHEIRNTIERRE  SELIESLARER -
P8t o ARE ESNVRAMEIE ~ ZEFBIENIOS 17_EAISPTM ( Secure Page Table Monitor ) EZTXM
( Trusted Execution Monitor ) - MEBIE—LEEHANRE CLTTRER » 285 NATLITERENIPhone &

FEEME -

JAREZE NS SIFHLI57, {§ pEIE

How it works.

The Security Research Device (SRD) is a specially fused iPhone that allows you to
perform iOS security research without having to bypass its security features. Shell
access is available, and you can run any tools, choose your own entitlements, and
even customize the kernel. Using the SRD allows you to confidently report all your
findings to Apple without the risk of losing access to the inner layers of iOS security.
Plus, any vulnerabilities that you discover with the SRD are automatically considered
for Apple Security Bounty.

BEREE: iThome, Apple




'H&EE E%ﬁ (Rapid Security Update)
FEREHS I EHBIERPREZLEMN

BRREZTEFLEHZEEL » #HEEMIRIOS - iPadOSEmacOSEEEHER=RE

SR (1) HERE—HMREZETEH LUEBEFTRIOS » macOSHI == R

HEEEEFF6ALTmMacOS VenturaRERHREZTER ( Rapid Security Update ) » ERTERNZLTERN
PASh 5 #HEIOS EmacOSELEIERNRIRENESZEEHERL » BLUABBIBISNZEZEF (out-of-band
security update ) -

REEESRA - REZZEMERHLETARIOS * iPadOSEmacOs » iE#i0S/iPadOS 16.4.128macOS 13.3.1
Bt - FHEiPhone - iPad EMacEREE ST ERELZ TN - — R ITENREEE » LEREHRIETHFE
Bl - ELETAEZ AR THEEAAEEEHIREES » FIUiOS 16.4.1 (a) + iPadOS 16.4.1 (a)ZkmacOS
13.3.1(a) -

OSEPTLIER "RE, > T, > "RETH, > "HRTH. TH TZEOEKEZHEE, BB
MacEfs - » ZIEENRBREETH "240E, > EEN &, >AAN "®RESEH, > "BEEH, ®
8 TEERAIENE L P BB T ZEZEONEELAEE ) OLBEREY - EEFEEERANARE  APEEE
AT —RUERRBEH P RESELELDEN -

TREBLARPAEEREZEEFEHNEMTERT - Techcrunch#iHE - BHFEEEEEEHIQuabDream ENSO
Group#HSEREERIOSTMacRENERERN » IRBEBFAERF - Ithh » LRAZEZ A Cybleth2IR—€
macOSEEZFZ T Atomic macOS Stealer (AMOS ) » EETIE BRI BEALAH L EMacEKRAF -

= DESE

ChunghwaTelecom

BRIZRIR: iThome, Apple
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2022 App StoreZEEZIE C DER(E

ChunghwaTelecom

EFHEREZDC10EEER, H170SERT

Newsroom ~
E T~

TRIEER2022F App Store ZETBHE L - ASTEEAZZIOS AppElE#IERApp StoreFIsh » (HREBE=HERXT uronTe

. May 16, 2023
e N App Store stopped more than
$2 billion in fraudulent
BERAE AT 7 20226 MApp StoreZ =BT o IBILEF BB 7 BB610BER » EE T HPH170 transactions in 2022
2 EREENLEAE72% -
O v = @
IRIEEFHGET - App Store B FHERZZE10EERES » EI0%NEXEHERIH24/ \RRETE
% ZELFEZ THEEREER » A8 ESHEEESTIELEAEApp Store
TEEXET FApp StoreAIEHRAZSLERMF » £EXcodeE2 GG ERAESEASERINLHS D E . [ ] [
App StoreIRBEEK - EEEEFER LEZEApp Store Connect 7% » BigERA EZEHATMENAPISEE
ECHEREN » 2T HApp ReviewEBEREREHC ERNRESR T RE - ' L @ . D
WEREREMNEETIEL  EFA27.8%HNEA BN App Storefi4h » EPBAEERAEEAELERE . E D D .
ERMEE  2ARE1538EESENENE - DENSEMR TES B2 98 FEEXRZEH
IR ETIREM AT - "

B4 » ZEMEFASEEEREERR  ANEIUEE-ARERENEDAZER - ARAIEGERESEN Today, Apple announced that in 2022, the App Store prevented over $2
SHEETS , YEATESAETES - BEACEREBE 7245 EEEEst - billion in potentially fraudulent transactions, and rejected nearly 1.7 million

app submissions for failing to meet the App Store's high standards for

privacy, security, and content.

ERIENE BERFEREEZATINER » #5.78BAFIENEAREES LApp Store » BERABATIE

(0SE2iPadOs » AREIEBApp Store#ifs - MERERATHE= HRAhE  ACHITLBERPENR R —
2 REH - ERIZR: iThome, Apple
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iOS / iPadOShR 7 73t {5 DETE

O & £2024/02B566%FEEETTIOS ;7 E11%EEEITIOS 15
BIRRZN @ dMAFEEERNEEH/T76%4ETTIOS 17

O [N HOSEAF RS 2Applesk 5T - M #iE B R E & Android R

i0OS and iPadOS usage

As measured by devices that transacted on the
App Store on February 4, 2024.

iPhone D iPad D

76% of all devices introduced in the last four 61% of all devices introduced in the last four
years use i0S 17. years use iPad0S 17.
76% 61%
0517 iPad0s5 17
76% 10517 61% iPad0s 17
20% 10518 29% iPad0s 16
A% Earlier 10% Earlier
66% of all devices use i0S 17. 53% of all devices use iPad0S 17.
66% 53%
0517 iPad0s 17
66% 10517 53% iPad05 17

23% 0S5 16 28% iPad0Os 16 fé?)-mg}z;ﬁ App|e

11% Earlier 18% Earlier
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E20MBZEFHRBMEEEFNERR ! GooglelR2iR &M
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PPN
-

#R Mac RBREZEENRR | H=AEREPE

2023/03/18 12:00
X/ EEREE

Google Project Zero EXEEATH=-E2#2022FEE2023F M EERExynosEEZ R &

RISEEH=FE » @& Google - =E - vivoEFHETA ,» S5tBB20FL FXSFREA B4
TREWE -

FEETAEERENRIBATERZERNEREINE BHEREEATRAEMEREAR

g TEEFEREZ0E - #0mmE8, ZHSHFEIL A @3EGoogle Pixel 6 - Pixel 75 »

LIR=2522%3 - AS3% -

—EgkEE  ZFEEWZEGoogle Project Zero#1EH » EEHHRBERMFAAZFEBERSET 1
BEBECERT - Googlethi® - Pixel FREIANZ2ENEEERESIEE -

Google Project ZeroiR LB HECFRETAHES B HREVoLTERWIFIAZERIEE 8
I R -

QUETTEpIE
®—E-522-M33-M13-M12 - A71 - A53 - A33 - A21s - A13 - A12 ] AD4 %7
@®Google—Pixel 6 - 7% 51 Kba

®vivo—=S516 -~ 515 - 56 - X70 - X60 - X30%3|

@ TiEfExynos Auto T5123 RREHNER

2024/03/26 10:36
X/ EEEREE

BREMac EREEFERZEENZEZRE B2ENERIMIEREAR  A=RANEREHP
iE -

REINE {ars TECHNICA) SEi—HEF@IEL  HEERSZREE M1 - M2 BIE M3 £/
EFHEER "Gofetch, MEERE  TLEREHEN Mac EEANZEEH - EMENHTE
BERBREAAN THER, BE ALEXIEEETESR -

HAE—HNEZIEEEE="FTELTHENMEERTER  EHS0ER  HIEEZERE M 25K
WHEEE EPNL ML - M2 EEEZ - TEZERLE G- xREAZVHEENELAERS
(DMP) 72 M3 B3 - 2T LIAESEEEFRAN M1 - M2 B8 AR EERS -

BEWU » FBIME (9toSmac) Er—MEFZTEREE  ELEMNER GoFetch EREN .
BEGAEATRISEZERENRE MEMEASERRE  REERBUEBEETRIE 4 91
2 10EBRS FS BELRHRELFE2RESES -

BERHR: BHRHR
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SMERBRER {§ ozue

#IFREEEHTHEAREFH

THNBREREZEZMEAE MG #3% 7—1% Lightning ZES - fRAIAEERT » Lightning AEEHS
EE&R ? BRERE Lightning IAER ) JLIERBEEEE FNER  MESHEREBSZEN
Lightning XEE— 18— » = ABREHS -

BOMERE  ZRELTS OMCRES, ERZERMFAHEEIERR ST 2019 E5E
#£7F DEFCON ZEEE L RE  STURENNT 2N EERZEHREASETOESERT
EHEE  UHBEZ2MHEE Haks &5

ZREENZ—EBEERR  REEEIMRMNEEL  UBEREFEAEN  ZOMGRELE

LERAPEANEN  OFEE - WFHTTWLE - mBBLAEILEE Thunderbolt/
USB-C 118 » 715 iPad = Mac # o1/ -

MG =T EROMGRESTEHEZELEAS BYTWENEESEREINFEE  BELAEEE I . .
AGEEEHEETE  GREEHEASE - ﬁ"l‘llq:?)ﬁ unW|re.hk, motherboard
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sEBRE AIbRE 2021/10/02

MNEEEERRWRE » THEERE TEHREFMERIET) BH > ATRTIRS
EEEHTBARREES > RERFPBEEREWAEA  E51H2K8R17 > 614
RRLEE » sHRA ETE8 - EA T 2THRFERHERN S BMNEIELT
A ARRIRFE T TEHIEE) NREIEFEER o

AT > BEMNHEEHTARRE1T AL TREIEFEER) > #202145E
B TEHUEER ONRER > AREE | [EHTEE] ENETRART
R2E > AUNBASMERRER > TRRERREFEH

BWEA—FRIEBARMREENE - M A MR RITIREURERS > dHHEFA
HSEREBANRHEASRTIRFEEABIRE » HEANRFBREEET » HH
ZANEHIFE - BRBEAKBETREEE -

E5%4 > #£2021F182THE290 » EHFHEFERITELHEZL6A » 8K671
B 2B AHBRITERMEISAERI9E > JEEMHHCIARE » BXEEE
E1080& 7T ©

EAHEBHMB AT » REHETHHUEIEZIITASE Rt aPEA > LEE

Fi4 - Ei - H=8% - FRELUERERE - #HiRkER ~ RES085T 0 AEKERSER
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PA AR RS FREM AL EE - Aw#s
BEERE https://secure-hk.com/hsbc
LS 5.7, prv—
A new payee has been added Log on to Online Banking
today. If this was not you, visit:
https://secure-hk.com/hsbc b
A new payee has been added today. E
If this was not you, visit: htip:// .
authorise-support-host.com "
[e=]
FAREBELAE BAEARERR  ERGEEEESELSEZRTRY

TREPR . G URRTRABEAGERTEENES  BAKFER l—

TE  BEEHEEESE 3 RS —EAAETER
Efﬁﬁ%ﬁ Sﬁ_ﬁﬁﬂéﬁﬂ-}x:)\ﬁﬂwmﬁlﬁﬁ_i mEP—BRNIEFEEX http://authorise-support-host.com
$275 BB - EZREZUWSIELUGEFREN  FERRARBETEA
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B4 BSETE B AESEHEEE  BREASSSEASRNZE 2 3 EE MU B i

B - DRENEBELEFHNEERERY S ATEEFEEYE B
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From Kristin Eschrich <kceschriches 4 O Reply || 9 ReplyAll |v|| ~ Forward || More v

bject New Voice Message from Kristin Eschrich 10/7/21, 6:38 AM

To Undisclosed recipients:; ¥

Scan Barcode to enable you listen to encrypted Voicemail
Voice Message Arrived on Thursday, Oct 07 @ 07:43 AM
Name: [V] Kristin Eschrich

Number: 9082750700

Duration: Om 58s

NEC SV9100 InMail

Example of phishing email using a QR code.

Voicemail

Login & Read your encrypted voicemail Transcript.

Example of the Microsoft credentials phishing page.

ERIZR: TWNIC, Abnormal Security
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Email, Password, Username and ID of a user on Logo Maker

public void createdm) {
try {

}

}

S ent v] = new G| et ( new G coentials ( aE— 0
this.client = v1;

vl.setRegion(Region.getRegion(Regions.US WEST 1)):

this. createEndpoint (Definitions.pushFBToken) ;

catch( vo) {

}

Helper.Log(“creat<@l error + vO.getMessage() + + Definitions.pushFBToken) ;

Credentials to Push Notification services embedded into an application

ERGR: B #R, thehackernews.com
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