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https://net.nthu.edu.tw/netsys/security:email_setup 

https://net.nthu.edu.tw/netsys/security:email_setup


Ǎ2023 Q4 1,077,501
2023 Ǎ 5

Ǎ SaaS
̘ Ǎ 72%

Ref: APWG Q4 2023 Phishing Activity Trends Report 5



Ref: https://transparencyreport.google.com/safe-browsing/overview 6

https://transparencyreport.google.com/safe-browsing/overview


ÅHTTPS

ÅHTTPS ̘

ï HTTPS

Å2017 Ǎ HTTPS

10%

Å Ǎ 2020 Q3

80% HTTPS

SSL !

HTTPS

Ref: APWG Q2 2021 Phishing Activity Trends Report [p. 9] 7



(TWNIC) (2023 )

1. 40.94% < 48.3%

2. Ǎ

3. 69.55% ̣ ̤

4. 47.07%

5. 20.17% ̘ ̘ Ǎ

 (2023 )

1. /App 22%

2. 30%

3. 56%

Ref: 

1. https://report.twnic.tw/2023/

2. https://tw.stock.yahoo.com/news/%E8%B7%AF%E9%80%8F-2023-

%E6%95%B8%E4%BD%8D%E6%96%B0%E8%81%9E%E5%A0%B1%E5%91%8A-

%E9%87%8D%E9%BB%9E%E6%91%98%E9%8C%84-facebook-014500002.html 8

https://report.twnic.tw/2023/
https://tw.stock.yahoo.com/news/%E8%B7%AF%E9%80%8F-2023-%E6%95%B8%E4%BD%8D%E6%96%B0%E8%81%9E%E5%A0%B1%E5%91%8A-%E9%87%8D%E9%BB%9E%E6%91%98%E9%8C%84-facebook-014500002.html
https://tw.stock.yahoo.com/news/%E8%B7%AF%E9%80%8F-2023-%E6%95%B8%E4%BD%8D%E6%96%B0%E8%81%9E%E5%A0%B1%E5%91%8A-%E9%87%8D%E9%BB%9E%E6%91%98%E9%8C%84-facebook-014500002.html
https://tw.stock.yahoo.com/news/%E8%B7%AF%E9%80%8F-2023-%E6%95%B8%E4%BD%8D%E6%96%B0%E8%81%9E%E5%A0%B1%E5%91%8A-%E9%87%8D%E9%BB%9E%E6%91%98%E9%8C%84-facebook-014500002.html


Varieties of Democracy Ǎ
2013 Ǎ

Ǎ

(Foreign Dissemination of False
Information)
o 0-4 Ǎ0 Ǎ4

o Ǜ 0.09

o Ǜ 1.16̘ 1.93̘ 1.97̘ 2.06̘
2.97̘ 3.41

̘
Ǎ ̘

o ̘ ǂ

Ref. iThome, V-Demhttps://www.v-dem.net/data_analysis/MapGraph/ 9

2022

2023

2021

2020

https://www.v-dem.net/data_analysis/MapGraph/


(Phishing ) - ̘

10



?!(1/2)
(Social Engineering)

Ǎ

URL

Ǎ ̘ SMS Ǎ

o

o

o Ǎ

11Ref: https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf

https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf


?!(2/2)
2023/2 CISA Phishing Infographic
o 10 Ǎ 1

o 10 8 1

o 70%

o 15%

o 84% 10 Ǎ

o 13%

12Ref: https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf

https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf


(APWG)

https://apwg.org/
ǉAPWGǊ

Ǎ
Ǎ Ǎ Ǎ

Ǎ Ǎ

̘ ̘
Ǎ

APWG David Jevans 2003 Ǎ
1700

3200
o BitDefender ǍSymantecǍMcAfee
ǍVeriSignǍIronKey Internet Identity

o ING ǍVISAǍ

13

https://apwg.org/


Åhttp://www.phishtank.com/

Å PhishTank

Å PhishTank 2006 10 2
OpenDNS Ǎ

Ǎ
Ǎ API

PhishTank

Ref: https://zh.wikipedia.org/wiki/PhishTank 14

http://www.phishtank.com/
https://zh.wikipedia.org/wiki/PhishTank
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15



 (2/2)  ť

16

Ref: 

https://news.ltn.com.tw/news/society/paper/1605045

https://www.ettoday.net/news/20230915/2582982.htm

https://www.ettoday.net/news/20230915/2582982.htm
https://www.ettoday.net/news/20230915/2582982.htm


17Ref: https://www.mirrormedia.mg/story/20220324edi026/

ÖÖÖ

https://www.mirrormedia.mg/story/20220324edi026/
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20Ref: https://blog.trendmicro.com.tw/?p=63237 

https://blog.trendmicro.com.tw/?p=63237


21Ref: https://www.ithome.com.tw/news/160062 

https://www.ithome.com.tw/news/160062


22

1 ǉWalmartǊ 39%

2 ǉMicrosoftǊ 14%

3 ǉWells FargoǊ 8%

4 ǉGoogleǊ 4%

5 ǉAmazonǊ 4%

6 ǉAppleǊ 2%

7 ǉHome DepotǊ 2%

8 ǉLinkedInǊ 2%

9 ǉMasterCardǊ 1%

10 ǉNetflixǊ 1%

LinkedIn

Amazon

Ref: https://www.techbang.com/posts/111216 

https://www.techbang.com/posts/111216


Microsoft   Office 365 

23Ref: https://unwire.hk/2022/01/29/microsoft-issues-office-365-phishing-warning/tech-secure/

       @ffforward, @MsftSecIntel

2022-01-29

https://unwire.hk/2022/01/29/microsoft-issues-office-365-phishing-warning/tech-secure/


DHL

24Ref: https://www.mygopen.com/2022/02/dhl.html

        

https://www.mygopen.com/2022/02/dhl.html


25Ref: https://www.ithome.com.tw/news/149558

https://www.ithome.com.tw/news/149558


Zendesk

26Ref: https://www.ithome.com.tw/news/155283 

https://www.ithome.com.tw/news/155283


Coinbase

27Ref: https://www.ithome.com.tw/news/155630

https://www.coinbase.com/blog/social-engineering-a-coinbase-case-study


