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PROPORTION THAT SAY EACH IS THEIR MAIN WAY OF GETTING
NEWS ONLINE (2018-2023) - ALL MARKETS

== Direct access to news websites/apps == Social media access

0%

32% 30%  Other gateways
S5 (and change from 2018):
° 20/
23% 22%

Search 25% (+1)

wvi

Mobile alerts 9% (+3)

Aggregators 8% (+2)

Email 5% (-1)

0%
2018 2019 2020 2021 2022 2023

Qioa_new2017_rc. Which of these was the main way in which you came across news in the last
week? Base: All who used a news gateway in the last week in each market-year = 2000. Note: Number
of markets grew from 36 in 2018 to 46 from 2021 onwards. Markets listed in online methodology. 8
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A\ SELECT
THE BAIT a

Threat actors pose as collea g es, ac q intances,

ptablgat and solic

with a subject line that entices the user into

opening the email, e.g., the subject line contains an
alert, an action, or request for information. CISA

Phishin, gC mp ign Assessments revealed these
most successful subject lin

fé

ial security alerts Organization-wide User-specific alerts, such
|:| updates t nnnnnnnnnn ts and L as training updates
j j

J

Ref: https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf 11
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e 2023/23=ECISA Phishing Infog raph|c$|§iﬁ': é

Threat actors set multiple hooks to increase

o BIOEESEEMEVARAAS - HALAREEE oo \
s s =

o IO TEABBASMELALARBEREY . @

AR ES
organizations had at least one phishing emails sent by CISA
\ A our individual who fell victim to a Assessors had a user execute a
ﬁ 7 OO/ E/J * !Z EE = ;E ﬁ |_J Lutﬁ B)\j_ :E 8 = 10 phishing attempt by CISA malicious attachment or interact
O 0 LN/ L:\ E {; LN/ L:\ l| l\\ ASZ Assessment teams. with a malicious link.
AR #5PETE

0 BLS%MBERAKMIFIIEERMER A REELIN  crssvesiss
o B8A%ME TEWHBEBERALONEA - B B e Dy EELSEI,
STK =t < E 2:]: ? inks and attachments.
;\_ E IEI ’E !Q }_Z jz IE m 5 I|\|:| /ﬂ\' B,f—_l- 14: T @ cf:a:;ldah:cgel;‘yﬁlets or :inbksr:omairli:cgt.malwar}ewere
A not blocke: network border prof ion services.
o B13%KBERTEE TEHECEBMEIAEY Y

::: : : :: of all malicious attachments or links were not
blocked by endpoint protections, which are set up to
reduce the amount of unwanted or malicious activity.

Within the first 10 minutes of receiving a malicious
84% email, 84% of employees took the bait by either
replying with sensitive information or interacting with a

spoofed link or attachment.

of targeted employees reported the phishing attempts. Employee failure to report
phishing attempts limits the organization's ability to respond to the intrusion and
alert others to the threat.

= DEEE

Chunghwa Telecom Ref: https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf 12



https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf

RABEE SR T £/ 8(APWG) 8

o h tt p S: / / a qu NO) rq / APWG Unifying the Global Response to Cybercrime &\
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PhlShTa'1kF Out of the Net, into the Tank.

« PhishTank@E RN R B W E RS
« PhishTank532006%FE10B2HEA
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PhlShTaﬂk Out of the Net, into the Tank

LELICE Add A Phish  Verify A Phish  Phish Search  Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users' submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

http:// ‘ Isita phi.sh?l

Recent Submissions

You can help! Sign in or register (free! fast!) to verify these suspected phishes.

1D URL Submitted by
5841959 https://shirazclass.tk/.sparknzclaim/spark.co.nz/x... soc247
5841954 https://argonaut-jp.com/ PhishReporter
5841953 https://servise-bergmann.com/customer_center/custo... PhishReporter
5841950 http://liiv.nl/de/ buaya #
5841949 https://edited-rollers.000webhostapp.com/tmp.Boa/e... EddieMunster
5841948 https://security-recovery-page.gg/?Facebook.com=Re... leofelix
5841946 https://secure.runescape.comg-c.pw/m=weblogin/a=13... kingpking
5841945 https://www.service-client100.ga/onlinesupport/sig... PhishReporter

Submission #5454288 is currently ONLINE

Submitted Jan 29th 2018 10:46 PM by cleanmx  (Current time: Jan 30th 2018 2:27 AM UTC)

http://investug.com/z/updateY!.html

Sign in or Register to verify this submission.

This submission needs more votes to be confirmed or denied.

Screenshot of site View site in frame View technical details  View site in new window

YaHOO! s

YAaHOO! MAIL

Fast. Easy. Anywhere.

Keep me signed in

Ref: https://zh.wikipedia.org/wiki/PhishTank
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www.paypal.com | Log in to your PayPal account

' PayPal

‘ Email ’

Having trouble logging in?

or

Sign Up

IR A A

B1F

http://paypal.co.uk.j

# Verified: Is a phish
As verified by SirSpamalot pch leofelix SloFrog

Is a phish

100%

Is NOT a phish 0%

Screenshot of site

View site in frame

View technical details

= B A DR SR 205

jlig.pw/m/

View site in new window [J

P PayPal

Forgot yo

) FR A8 G

ur email or password?
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You was attacked by ransomware

All your documents, photos, databases and other important files have
been encrypted.
The only way to decrypt your files is to receive the decryption program,
For details talk with support in chat.

1 are experiencing difficulties with
lhe matter and stop the recovery

155a20702a3de04993a0bfcedbe 1d9b4a014d67
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Type messagoe and press Enter
Result

Arcabit HEUR.JS. Trojan.b

Fortinet JS/Agent. GEltr

Kaspersky HEUR:Trojan-Downloader.Script. Generic
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Taiwan

22.2% Identity Theft

13.4% Bill Payment Scam

11.7% Shopping Scam
11.6% Investment Scam

9.7% Gov/Bank Scam

% Hong Kong

15t | 15.6% Identity Theft

2" 12.0% Gov/Bank Scam
10.1% Shopping Scam
8.9% Lottery Scam

7.0% Investment Scam

China
27.2% Shopping Sca
25.8% Identity Theft
17.6% Lottery Scam
17.1% Bill Payment Scam

16.1% Charity Scam

Taiwan
Thailand
Japan
Korea
Philippines

Malaysia

Hong Kong

Singapore
Vietnam
China

Indonesia

Every Day Most Of The Week I Once A Week

I Once AMonth [ Once Every Few Months I Never

GASA | Gogolook W OO T RREL .

J I 223%
atgmte I 34.3 %
M | I 56.0 %
ERn I 24.8 %
=i | I 54.3 %

W 21%
N 133%

wums I 27.7 %

J
& |
i 1.0%
J
[
J

1.5%

BF R : GASA X Gogolook - 2023 EMFFRM RS (BMR)

Ref: https://www.ithome.com.tw/news/160062 21



https://www.ithome.com.tw/news/160062

m R HENRES

iy
wml
llNl

/=

fII
]

Che
W Rl & 2

eycr‘é;%? 2023F118268 11:00 sE=A

ERPEEEZRERT

Alr
\Ilﬁ

Point (2023 FF =—FmERABEHNRES)

£

B /EE Check Point Software TechnologiesFI B £ 1555
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Thanks for your order

Buy mow!
If you need to chack the status of your order or make changes, please viskt our home pege ot Amezon.com

J Tive In o)

shipping Detaids | (order

Order =

Shipping Method: Qvernight Shipping

Shlppmg Proference: Fastest Deliver Y—a
Subtots! of Mems $269.5

Shipping & Manding: 843 &6

Totad for this Order: $313.37

Delivery estimate: Tomomow
370DLink DIR-655 Extreme N Gigabit Wireless Routes™
Misc.; $29.94

Soid by: D-Link Electronics

LinkedInZ<:E&H 2 5E bR B H

Signin

Ref: https://www.techbang.com/posts/111216 22
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Microsoft HEIZE Twitter %58 » —3X &M Upgrade HEER N EREHE Microsoft 365 B
FPRAELZE  ZEEENE B Office 365 AFPMABLENBEHEUE - Microsoft ERE
BEKAFBM OAuth IR » ZRTIBINGFERE - BSNEESH - HIBAEEE  AREX
EREE A BRI AR -

Microsoft {RZBIBIZEE Office 365 AF/MWMVEBLEHNR » EESHBWEAFZELER » TEHF
ELOLIERIAFHNES  EMETEMERED - EEALNREHR=BEERHRFERN
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Microsoft Security Intelligence &
@MsftSecintel

Microsoft is tracking a recent consent phishing
campaign, reported by @ffforward, that abuses OAuth
request links to trick users into granting consent to an
app named ‘Upgrade’. The app governance feature in
Microsoft Defender for Cloud Apps flagged the app’s
unusual behavior.

== - Annual statement of changes in beneficial ownership of securities.pdf - secured

€5 Reply | % ReplyAll

Reference No.

° e

(D) ff there are problems with how this message is displayed, click here to view it in a web browser,

— Forward
<support@noodlelive.com orwar
fre 2022-01-1419:51

603 fdp.pdf
2KB

~
[ Company

m logo

‘You've received an encrypted email message from '™

Toread it, open the attachment.

After two weeks, the link will no longer work, but the message will still be available on your desktop when you click the attachment.

1 of1 Q - 4+ P = Ao Yy E D B #

Click to read message

If you do not see a button or clicking the button yields no action, please
click the link in the message.

B® Microsoft

Approval required

=] Upgrade

W Cardthartic LLC &

This app requires your admin's approval to:

v/ Maintain access to data you have given it access to
\/ Sign in and read user profile

\/ Read and write user mailbox settings
\/ Read user contacts

\/ Send mail as a user

%

Read and write access to user mail

Enter justification for request

Sign in with another account

Does this app look suspicious? Report it here

Cancel

Ref: https://unwire.hk/2022/01/29/microsoft-issues-office-365-phishing-warning/tech-secure/ 23
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- Mon 2/14/2022 5:26 PM
|

.‘4;. "Citi®" < . -

\ Urgent: Account Confirmation Required

To

0 If there are problems with how this message is displayed, click here to view it in a web browser,

Account Confirmation Required

CitiBank

Dear Customer Please note that your account has been temporarily suspended due to incomplete
registration of account data Please enter our website through the button below and fill in the

information. Why Your Account Locked?

» Fake Transaction
« Fake Payement
« Login From Another Country

Verify Account

"' 2 | Fri2/11/2022 9:12 AM

g CITIBANK <¢ome! wm m = com>
I Urgent Attention

Y
]
|
To

o We removed extra line breaks from this message.

Attention beneficiary

This is to bring to your notice that | am delegated from the United Nations to CITIBANK NEW-YORK USA to pay 150 scam
victims $5,000, 000,

00 ($5 Million US dollar each. You are listed and approved for this payment as one of the scammed victims to be paid this
amount, get back to me as soon as possible for the i i of your $5,000, 000, 00 compensations funds.

I shall feed you with further modalities as soon as | hear from you.
kindly reply to me through this email () so that you can be giving an immediate response.

Yours faithfully,

Executive.

Ref: https://www.ithome.com.tw/news/149558
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ZendeskBE Tz AP EEIN

Zendesk & T#EZE AR EZINE

BEFE9~108MLSLBEANET:  REEEEERIEEEZendeskS TESRFRES « ZendeskBEISE15 DS W '

N4

TR MERESEMAERLMR '
37/ BRI E | 2023-01-30 %% -

HEERERREEE /endeskmFAEHES » HES 1 BINaSANEEENE » ERNEFESNE - Ze n d es k

ZendeskiZHESEM - E5h - IREANERERTE - ZLUTRAESETENEEN ) M2 FLEF

BAER - NEEBEREEEFEE FEECoinigy AR ( 1/13 ) BEZendeskfiEHE » REEAFHA198E
HEFAHRLE -

zendesk
*EéECoinigy%&ﬁﬁﬁﬂlendesk@ﬁ?ﬁ?ﬂ%# » Zendesk 2022 F 10825 EFEEZ AT S TREREFNSIN This ticket (#11140787) has been created on your behalf.

g, DR, BTMRRFIESERA—BERE  BELHETE202269F25F0F10H26 HAGEGEERI#IE
EREFR - ZendeskRZ AT —RRSATZER  WEEIMIEEMBEHEER - REAESF1H12005
& Zendesk¥|EFSHEHNER B EEBREPHREER -

Lisa Core (Zendesk Support)

Hello,
B8ZendeskZ=T » BAEHETEER BRI ESBERNEEPHZendeskRTERREZIZM - Zendeskit 25
AT EE= S ERE R RIAE - We are writing to provide you with information about a security
incident that recently impacted your account. What happened?0On
L . N October 25, 2022, Zendesk became aware of a sophisticated SMS
ZendeskFETDEHEINTEI B4F - HBEEBENNSEHEL  BESFENER  TEEENSUEREZER phishing campaign targeting several Zendesk employees. A limited
L - BEFBIRFASHASSFEER - L4 Zendesktl EEA FEEE AR O SESFEERES - number of those employees’ account credentials were temporarily
compromised, and unstructured data from a logging platform from

B R ER TR CRME S5 RBABSERIE - 2016/ Zendesktn S5 - = Zendeski® FH ERIF Sefdember 26.. 2022 i Oclobef 26, 2022 Wae nevessed. The (st
identified instance of unauthorized access activity occurred on

FREAEXRTEEPEE  BRETEMN  #E  EREFEFE . BZendeskEF2019F 4 SR WBNEF - October 26, 2022.Upon learning of this incident, Zendesk promptly

- DEEE

ChunghwaTelecom Ref: https://www.ithome.com.tw/news/155283 26
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Coinbase & T ZiH BN FINRSR

SEIABEREH #HCoinbaseET BN EMANE  EEEELTTREMATIENSCCoinbaseBHETREENR » B
Coinbaset8AE S ER G NEEER TS

X/ WEHE | 2023-02-22 = i 5865

EEREANBEERSZFECoinbase FANERETEHNR RFFREAREEAZE » EERESLIENENZSR
it BERAAFEEFNIEZEEESEE -

SHE2ASHBE Coinbase ET EZIEABESSHNFHEN » BRETEANREL - AHHETHMEIFEE
BE—EZETRABRATHRFPEEREE - RENES TS 2BFE2BNEHE » ZREEERFMCoinbasez
- BAREEREETEEZARRS (Multi—FactorAuthentication » MFA ) RYIEE  EBREZEER
Coinbase ITETHEZEAZET » FREARBIETEALIZHK » BRRINBASHE -

Coinbase® T » MEBEME THMNE TEEEN  SREEE EFBHEREN—LEERE  BXRESIENE
AEFEMSNEEREE -

SecurityWeek3 |#iCoinbaseRTFEE » ¥ BERMEZHOktapuskIA#EEFT#& - Oktapus ™M & Scattered Spider »
EFEZLIFECFEZATwilio BCloudflareE1302 XK T3 - E5 » SE—HXEMEBE Crowdstriketh 323R:ZE 4
HMA9ERTRYIntel FTeEN 2 =LRiE » BIEEWindows PCAFE -

Coinbaself iREEERF  ARHRTEHE  ITHEEAREIZMA  FIBMABKREREAEE - THERES
giE GEEERESR - S HEEERSHERF  CoinbaseZREREREETE (vault) AT % IBER
HEEESEERTURREERFREELZE -

- DEEE

CoinbaseE T R GHMURRET TR

Social Engineering - A
Coinbase Case Study

Tl;dr - Coinbase recently experienced a cybersecurity attack that
targeted one of its employees. Fortunately, Coinbase's cyber controls
prevented the attacker from gaining direct system access and prevented
any loss of funds or compromise of customer information. Only a limited
amount of data from our corporate directory was exposed. Coinbase
believes in transparency, and we want our employees, customers, and
the community to hear the details of this attack and to share the Tactics,
Techniques, and Procedures (TTPs) used by this adversary so everyone
can better protect themselves.

By Jeff Lunglhofer Engineering, 20235235178, 4min read time

coinbase

ChunghwaTelecom Ref: https://www.ithome.com.tw/news/155630
https://www.coinbase.com/blog/social-engineering-a-coinbase-case-study
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Proofpointi318 —EZFAIEE R ESE ( Consent Phishing ) HETE » EENBEZHMTCEEEHRS ( Verified
Publisher) #2  ZAEREEZRFTEEERERELRER

3/ FEH | 2023-02-01 8% Exa
ELATProofpointii A B I —EFHIEESEREHR ( Consent Phishing ) WEZETE)  EEWNEEERMER

EEESEME (Verified Publisher ) {5 » FESEEETEESIREEREER  FHESGEATINERE
. WENEETHEHERE - HENEZBEZRER -

TEEHHEREEENSHEE T - ERBESTANTRCEREmENE  BEEZEE -A0AUthERE
= FREBEAERSFENENR - 21T APEFRRSNTEY » FRASRREESEXFNIGHNEIRE
PR ( Delegated Permissions ) FEBE » sEHEEEENEFEN - BEEBRERE - DIRGIAESERERN
RENER (TE) -

WERCRERHELRE  —AEARIZEHEEHMCPPEE S » LiFZMCPPIEEMERE R MEREE - Fi

ESHHE - EEARARHECBRAER - TEAESAzure ADRIERTHEAET  EEHRECHEREY

E - WEET  HBEZERERSIENSIEEMMCPPIER - HEBESEFRREHNSIEBMHIER  HMBMTE
Azure ADFTERIZRIOAUthEEBR AT - BREAFPETREERAEEIR -

ZERENENETEFELRENERENESAP » Proofpointif S ABRREB R T =AFRINESEN 2
& DEtEmEEY —AESEmEN - EEESEREAHEERNAS B EERNESEENRITE
B CEZERFLfEEEsERER -

EESEEEEEE  BESREAELEANEENER  FUBEETILIGRASGSRRAFEENETE
5 - BENEZEE  MAESZEEREERS  SEERECH BT RERETBEERENT
B FEEHTIRERAIEPHER  SEENAMTIEOIEETIER -

EEREBREATINEHEAR

& Microsoft B Microsoft

user@domain.com user@domain.com

Permissions requested Permissions requested
Single Sign-on (SSO)

Meeting
o O °

This app would like to: This app would like to:

R i\ ]
v Read your mail Read your mail

v Maintain access to data you have given it access to Maintain access to data you have given it access to

\v/ Read your mailbox settings SR YO SISO SEgS

" " ; Sign you in and read your profile
v Sign you in and read your profile = Y
— Send mail as you
U Consent on behalf of your organization
Read your calendars

C< € £ <LK

Accepting these permissions means that you allow this app to use
your data as specified in their{terms of serviceJand(privacy

You can change these permissions at
https://myapps.microsoft.com. Show details —

Read your online meetings

Consent on behalf of your organization

Does this app look suspicious? Report it here

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

? Ran

Does this app look suspicious? Report it here

MEFEWE ProofpointiBf g - CETREREARED  TRNESEENES  WEFIEANSEERF » ©
I IIMCPPEEMENT 2B » @Ry B BELEIFFIEE - ProofpointtiEASEIES  FEEFEZ
ERBEERESTERERSEOAUthERER  BZTMFAETE A EAEA TR ERE -

Ref: https://www.ithome.com.tw/news/155325
https://www.proofpoint.com/us/blog/cloud-security/dangerous- 28
consequences-threat-actors-abusing-microsofts-verified-publisher
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QR Codefdig# R IV EE

=g P B1BOR CodelBRURLE R E A «“\\

£ 5T T4 FASEQR Code I RL A\

l' Microsoft
Multi-Factor Authentication.

51 Security Authentication| Scan

2023 /08 /20 - {RERL

FIMERE  FREEEZEFATEER T AFEQR Code FEIANE  WEEREZRER
EEEEEQR CodeMIEFHGLMINERZEEM -

you are being held responsible to review security
update as of 21/06/2023. Quickly scan above QR Code with your
smartphone camera.

ERWERHLELEBI000HEFEYE  EPRNE=92—(20%)# H—FAELZEERAL
g MESFHEESMIREERE(15%) - REEZE(9%) - BiF(7%) - MEREH (6% ) -

Review security requirements within 2 days of the received date by
going to Account manager in the Security Center.

BRBLEDNColense ATET - ERERERHMIMIE AHEIQR CodeBEHNSLE . B Microsoft

EEMEENEEIIRNEEUREEENFEOQR Code ERIEHFMEIEMIE - pfcroct

KEEP your account secure
Security Authentication (2FA) "

CofenseiZE » BIZRBN—HEABNEETHE  ERUHEALERRTSHEFE
Microsoft3651E FEE 8 - BEETHEHE T2 QR CodedIPNGELPDFIfE » 2HEIRTUTEA
ERELIBEEEE - ETEHEESRNEANEE2 3TAZHLSE  DIEMEBE -

Multi-Factor OTP Auth Required

Scan the QR code to get started

WEEZEREGTHANQR Code RERREEAFCREELNETHIFETETH  EMEEE
HRE R SIETIZE B SIS -

SETHEZZEH . AMEEEPIIQR CodeEEHBIng - SalesforcefCloudflarefIWeb3 58
EORMETEE  SEEETESIMicrosoft365 @HBHEER -

""L

You are required to update your st factor securtty suthenticanon oo youd

‘emal sccount today 07/27/2023. This 1 an cogoeng process for every email sccount to

mutigate emal thef) and to protect your email sccount better, a1 ot emsnl server has

WEEZFEBTQR CodeEFEEAURL - ERSZREL REER I RBEEMBasco4ETE »

recently upgraded. Scan the QR CODE above with your CELL PHONE CAMERA. " e ———
AAENT B NAEEETH R SN I - S s S

QR CodefERNEEXFTETRETTNMNESTE 2022515 FBIREESE  EBLEL
FriFAMBZHERQR CodeBEUBEME BB -

=% EEQR CodedRBGTHENEARGE2EE  ERZEEREEFNTH T EHE
mI - AEEs SRR EREEAAUERLERE -

Ref: https://www.informationsecurity.com.tw/article/article detail.aspx?aid=10640
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NRAGHFTIRLESEMEM(WEIRTTEIE)

gg&@ﬁ&ﬁ%#ﬂ%ﬁgﬁﬁ'ﬁﬁﬁ&ﬂﬁﬁgﬁﬁﬁﬂﬂ

RIBSANSEBRERRPLEER » EWERIT (SVB) BERX : BERTZRSVBREA - SEBHEREFR  RBAE
FSVBIERER

X/ BEEF | 2023-03-16 &%

i ‘ s 3

| .

I B B 3R&: TonyWebster, httpsd/tinyurl Gom/2kpeji8, (CEBY 2.0)
1 "

| ftts o
» \ QR SN

| i | <

EREAFESHRELERTENHE » FEEChatGPTEE E BB EIERNBAERIT (Silicon Valley
Bank » SVB) ' SANSEREE SRS/ ( SANS Internet Storm Center ) 283 ECyblefFEEEZISVBAERES
FIRIAMPBEZEHEAE  FEZREBEEAEEEUSDCETBECice » TEEESERAZNMBSEE
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FEASHMSVBERAWEA TR MREFENIE - RESANSERER LGS BEXFAES
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& cashdsvb.com

SOV
Silicon Valley
Bank .

Cash4SVB

Are you a company or individual with frozen customer balances at Silicon Valley Bank?

Are you owed money by Silicon Valley Bank as a trade creditor or lender?

We will buy your verified claim for CASH and pay you within 24 hours.

If approved, most claims are paid out at 65-85% of the claim value, depending on terms.

We are not affiliated with Silicon Valley Bank. We are a private investment group based out of
Stanford, California

Enter your contact information below to get the process started.

EESVBEHHRANANMAIL N EES RSV » thiBFmUSDCETHECirce -

USDCRFEIIFEEENTERR » BERTECIrdeFH 733E=TRUSDCIREREARSVE  FE183SVBRY
EREF—EERUSDCESTR « thiBUSDCRPEEER « —HIICiIcleE# » HESVBR3A13AEH
BISRR - M ARLLIBEET - BECidetl S22 MEMARSEBEBBEEHERT -

@) CIRCLE

4

USDC (USD Coin)
Rewards Claim Page A

e e MG,,
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) GAP _ Spring 23 Denim.mp4 31812023 6:22 PM MP4 Video 3,405KB
R GAP 2023 Campaign Products (2).png 3{18/2023 6:03 PM PNG image 1,163 KB
B GAP 2023 Campaign Products (3).png 3/18/2023 6:03 PM PNG image S7ZKE
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“C\Program Files (xB6)\Microsoft\Edge\Application\rmsedge.exe” --singl.

ke "CAProgram Files
05f84354b76°  (wa6)\Microsoft\Edge\Application\msedge.
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31cBc3adod.

B ERAETER -

LTequ ram9l\1

- TELEMETRY_DNS_QUERY
BBl - TELEMETRY_DNS_QUERY
BBl - TELEMETRY_DNS_QUERY
Bl - TELEMETRY_DNS_QUERY
BBl - TELEMETRY_DNS_QUERY

BBl - TELEMETRY_DNS_QUERY

] - TELEMETRY_DNS_QUERY

Ref: https://www.netadmin.com.tw/netadmin/zh-tw/viewpoint/
14E0316BBCC34FF4BE44F6156771C5D4

31


https://www.netadmin.com.tw/netadmin/zh-tw/viewpoint/14E0316BBCC34FF4BE44F6156771C5D4
https://www.netadmin.com.tw/netadmin/zh-tw/viewpoint/14E0316BBCC34FF4BE44F6156771C5D4

TR EIE T ElLastPassRYIE (1/2)

EZZIFiHELastPassE R EIRIASHINEE

H— RSB M AT E L astPassEA R BNEREE » EHlastPassHPFNEZHEEAEENE  BEXES
MalwarebytesSIZZREFEAZEEESR  SALLBEBTESAEREEcBNERAZRERE  TuB2sREE
HENTES

3/ WE | 2023-09-27 B

ITEBAHNEEEHTFlLastPass B #E R EHINE » EHlastPassEHFHIZ B REENE » ElastPassE T

HRE -

AH13H LastPassIZEAFPEREINBEHHE » KEEEMalwarebytesth VS EHRAETOHN - BRE
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THPHIZIEE ( password vaults ) - “fif8lastPassEiE » IFHFEESREEZGEEEFNEG (T EaEE
FeziE )  ERHNENSTEERGEHNEBIL A AES -

PRENERNEEFAT RIS EERRAE - LastPassiEd » @B9H LRz ol EZ=MmEREA &
| A TIRTaNENEY BERHNE - SEEFZ/PAEMA - LastPassisltl » BREEZZINME
SEERBRARESR  WEEZASSTEET -

ZEHERE - ERIRANKE  RTREEEN  BFCATZHEEER HETELAEZEPRERARE
b5 - IESNEER  BRERE (2FA) UAD  BRNREREENC - ERAEREZERBEFIDO2EE ( FIYIUSB
iEEEst ) RI2FA -

E DEE(E

ChunghwaTelecom

Important information about your account

@ LastPass <marketing@sbito.coth> Unsubscribe

Email not displaying correctly? View it in your browser.

LastPass «s«|wn

Verification of your personal data

C ¥ 8 https://customer-lastpass.su/?ac=1&lpnorefresh=1

LastPass |

LastPass |

LOG IN OR CREATE AN ACCOUNT
Email Address

Master Password 1

LOGIN

FORGOT PASSWORD?

Advanced options
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Hi, I
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=S EEMNENEEEEREECEEETE  WHHIFEIMAEE - BNStERENBRERNGZ  DUEXR

This notification serves to confirm you are on the line with:
Michael, an official representative and security expert at

R ERIETE - LastPass.
To ensure the security of your information and to provide you
MERHREEFB L@ AR » LastPassET S RO 2 E B ZESEIILEETE) - with perso:a:\zed support, continue via your assigned secure
access portal.

WEEEIFEBIINER SRIEIT Et L LastPass B P » BEtBRIESEANEEEN » BXEL o228
_|J: . {ERZE@EJEH%E_FQ , %jﬁ&dﬁ@“%ﬁﬁﬁ?@%ﬁ%ﬁ{t%ﬁ% , %Hrj%ﬁﬁ%% . A LastPass never knows your master password. You're

the only one who knows it, Be sure to remember it.

BE  APREEIIFEHEELastPassE THER  HTHESFHERRRFIRRNETENR - ERRPRER

NEELE 1 WTEhelp-lastpass[Jcom L A LastPassHIEEZE ( ILZ B oI AR E AFRFHLassPassiRER » W=

BEEHRHAMBAEE )  HBEMAIEEFAFRLastPassiIRIRWENRE » DIEETTEES -

Or copy/paste this directly into your browser:

W . LastPassiS BB MR ABS Y - NEESREEE . TREHETERAEaBIINE - https://shorturl.at/glViili
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by succumb - Sunday October 1, 2023 at 06:09 AM

v

information, as well as source code to D-View extracted from system

| have breached the internal network of D-Link in Taiwan, | have 3 million lines of customer

This does include the information of MANY government officials in Taiwan, as well as the CEOs

s of the company.

" = :
4 Data included

e Name

e Email

uid=0

GOD \ n Date

12
2

Jun 2023 (including source ¢

Country: Taiwan

Price: $500
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Al =(HIqEE 2 H, .
l AI i‘j? A I Subject: Custom Benefits Insurance Group Open Benefits Enrollment for . Please complete attached per
J.b Custom Benefits Insurance Group instructions before close date July 5, 2023
From: Custom Benefits Insurance Group <alerts@pssalerts.info>
To: < >

BEERREREARATEE  EESRHNEONRANESSOISES , Abnormal ERHEA BRBAREZL . s I
ANTEEHMATIEE LA?&EE&&%%%H%W%%@-ﬂJE’J?‘_%Eﬁ: Date: July 4, 2023, 7:30am ET -

X/ EEE | 202312-27 2% 1l 3R 147 Hi
Attached to this letter, you will find the Custom Benefits Insurance Group Benefits Enrollment Form. This document

E}f%ﬂf}ﬂz _t )\IED ?ﬁ ‘fTU E{l E ' Iﬁz %% E #ﬁﬁ%ﬂ }EH E?,ﬂﬂﬁﬁﬂ %Iﬂ% EF‘ v ﬁﬁﬁE‘Ab normal ui ﬁ EE| AI%: %.Eﬁﬁf outlines the various Custom Benefits Insurance Group benefits options available to you, ingluding health insur?nce‘

retirement plans, flexible spending accounts, and other valuable benefits. Please take the time to carefully review the
provided information and consider your individual needs and circumstances.

ﬁf&ﬁ"]'%? égﬁ:jﬁ Eﬁ%fﬁdﬁ ﬁ?ﬁ:ﬁﬁhAF ;,Ej Iﬂ%%E@ﬂ%iﬁﬂAI%%EEAEHIQE% mg EP ! ﬁﬁ#ﬁ%mﬂ‘ Eg When completing the Benefits Enrollement Form, please ensure that all required fields are filler out accurately and com-
pletely. Any missing or incomplete information may result in a delay in processing your enrollement or could potentially

L\AI 1ﬂ |E'| EK] ?j_ :T—_Ui % }EH AIE BH }MLM: fﬁ% Iﬁ % :;Eﬁ :23&?::; :unr::lr:r%el..lestians or need additional information, please feel free to reach out. We are here to assist
)::;.t regards,

ERHNSFTEENEETHEENEN  ERtEEAAERNEANAEES  ZRBAABNERSG —HZE Custom Benefits Insurance Group

2 AEEESSRLENERLNHEE - BENRAREL HEZERERAATEE  EULUFEREE @ 0

BESERHHONE  SHYRBESTLEHEREENKEASRIR  AREERSEE  MADRELEHR T —

HFEBHENEEEE At SRR ZHE LR - F"’;:i Support suppori@ieeeis zendeskcom>

Reply-to: Support <support+id550989@teeela.zendesk.com>
Date: Aug 11,2023, 7:03pm ET

BRABIChatGPTEEREFEIRIIBRRRER  EENBEMULFESIEFRNERTALSEER IR

MNEEF  BEWormGPTEOILIFEHEERR NN EHE - MESEBHEMRENEFIATIEETIE N
FraudGPT - {TEE30E A ERIE RS - UPDATE REQUIRED ACCOUNT IS ON HOLD
Dear Customer,

We hope you have been enjoying your Netflix experience so far! As a valued member of the Netflix community we wanted

Eﬁ%)\%?ﬂﬁ?iﬁit/\:[%%?ﬁ,%}ﬂﬁ?%ﬁ]%lﬁﬁEU%@H ! @%Iﬂ%%{%ﬁﬂ{%ﬁ%ﬁ% ' iﬁ%ﬁ%%iﬂﬁ'ﬁﬁiﬁ% to remind you that your current subscription is coming to an end soon. To avoid any disruption in your streaming experi-
ence, we kindly request that you renew your subscription promptly.
o - SHPERBUESNSENETBEIETER - ERAVSEERERE - oA oy e o

To renew your subscription, simply follow these easy steps:
1. Login to your Netflix account here.
2. Choose your preffered plan and enter your payment details.

@i@ﬁ!ﬁﬁﬁ ﬁ%Gla nt Language Model Test Room ( GLTR ) E@{E\\E ﬁ}éiﬁiﬁﬁiifﬁﬁm/&lg EE A% Eﬁ?‘b)\ Once you have completed the renewal process, you can continue enjoying your favorite movies and TV shows without

interruption. Remember that with Netflix, you have access to an ever-growing library of content, including exclusive
originals, award-winning movies, and popular TV series from around the world. Plus, you can watch on multiple devices

5523 EERAEERSHENBAZERATESRISHEES  BIASS A TSSAEENASHTNE criginals, awardwiing movies,and
ﬁ&% H_Jl 3"5 g If you need any assistance or have questions about your subscription, our Customer Support team is available 24/7 to
help. You can reach us through the live chat on our website, or you can call us at 1-800-123-4567.

Thank you for choosing Netflix as your streaming partner. We've dedicated te making your viewing experience better
every day, and we hope you continue to enjoy the world of entertainment we offer.
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o RIBAEZE/ 5 Darktrace MR IHET - o BF G OJEEE2HARTIBNERN R — K4F1E \ \
WEEFEH ChatGPT &4/ Al - EiB1E o FchEEGAEYEEANE TN (68% ) \\
X Fi#im - IZMFTRNaFRE @ 1% o REFRMEUFAIEINE (61%)
THEESIEM135% o BBEMEEEHALS (61%) @

o MiXE -E A -8 E 36700285
L - 82% WAJELEZE Tuﬁﬁﬁiﬁk_b Al Generative Al T IRACE
REVHESEINE LB OIS T Impact on Email Cyber-Attacks

o EIk30% HETBABRMRFFLEEHMA
sl AT CE R - LEIh - 87% BIAIBLAER
EFERMMrEA SR RS WA R
RANE A E F B4R ER ot

Social engineering - specifically malicious cyber

2 S e ? campaigns delivered via email - remains the

o B 6EAT - FERETFHAAEMAIEER S e Tt
A to attack. Popularized in the 1990s, email security

ﬁﬁ (o) has challenged cyber defenders for almost three

u 7 0 /0 decades. The aim is to lure victims into divulging

confidential information through communication

that exploits trust, blackmails or promises reward

sothat threat actors can get to the heart of critical
systems.

5 ne ] is a profitable business for hackers
according to estimates, around 34 billion phishing email
" i i

rative Al to create scom
emails that are indistinguishable from
genvine communication

= DEET(E
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o [EANAIE RS ¢
o BIEAIL : https://www.cht.xyz
® 41z E

o BIAMIL : https://www.cht.com.tw.fakesite.com

o VFEIFIRA:
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o <a href="http://www.fake.site/">www.facebook.com</a>
B EGS I REURNHY4EHE

Facebook - Log_In or Sign Up

https://www.facebook.com/
Create an account or log into Facebook. Connect with friends, family and other people you know. Share

J.facebook.com.2ahukewirgp6mvnpeah.com

https://wwww

E5 4T 22 [O) B}, #g AR 31t

° %I%i - T
nttps://www.example.com/login.html?redir=https.//www.fake.site

O
O
O

1ttjos://qoo.ql/wa_JxL
nttps://ppt.cc/fIhXKx
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a2RE - AI8E

Victim-1qaz2wsx3ede s 2
> HREMHE x

victim@gxail.com
@g » M EFN35095%F) W &

&§gg \Zictifn@gﬁ('ail.com

victim@gxail.com

| am well aware yourpassword is your pass. Lets get straight to point. You may not know me and you are probably thinking why you're getting this email? Not one person has paid
me to investigate you.

actually, | installed a malware on the X videos (pornography) web site and guess what, you visited this web site to experience fun (you know what | mean). While you were
watching videos, your internet browser initiated operating as a Remote control Desktop that has a keylogger which provided me accessibility to your display screen as well as cam.
Just after that, my software obtained your entire contacts from your Messenger, Facebook, as well as e-mail . After that | created a double-screen video. 1st part shows the video
you were viewing (you have a nice taste :)), and 2nd part displays the view of your cam, & it is you.

You got only 2 choices. Let us explore these types of choices in aspects:

1st solution is to just ignore this email. In this situation, | will send your actual recorded material to every one of your contacts and just consider about the awkwardness you can
get. And consequently if you are in a committed relationship, how it will affect? In the second place alternative should be to compensate me $7000. We are going to call it a
donation. Then, | most certainly will asap remove your video recording. You can keep on your life like this never happened and you will not ever hear back again from me.

You'll make the payment through Bitcoin (if you don’t know this, search "how to buy bitcoin" in Google). BTC Address: 3MVikLH1GbsvYa8bXVGScgZLXP1tVNHS04
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(The domain name was involved in fraud cases and blocked,

if you have any questions, please call 165 Hotline Service)
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+60 111778 2528
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Ref: https://www.mygopen.com/2023/03/fake-msg.html
https://news.ltn.com.tw/news/society/breakingnews/4489318 43
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20 Mission inbox x & Steve Lombardi n I\\ AJ5 i HJ
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Sr:.”‘ltzxM(ai)I Steve Lombardi <steve@20mission.cc 3:10 AM (8 hours ago) -~ v = - X '5 lJ ™

to bee: andreas |~
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Drafts (6) ’ Show details
All Mail 20 Mission - see the attchd.

Spam (46)

** GMBH Invoice (97) g

** Invoices (470) Steve Lombardi.

# LOOKK Insolvenz

> developeragents (...
> foundertalks

$$ PH Expenses Todo
lookk (38,527)

si>

o (s J o

,"- Andreas Q,
®

@5 DOC-201607014.pdf

122.09 GB (11%) of 1,025 GB Terms - Privacy
used Last account activity: 22 minutes
Manage ago

Details

Make a call

Also try our mobile apps for
Android and iOS 48
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Verbinden

Connect

Yhdista

] Office 365

Sign in with your organizational account

| someone@example.com

‘ Password

() Keep me signed in

\

“\.



Most Common Passwords of 2023

P@sswlrd < 1 Second 135, 424
4,524,867

1 Second 122,834
admin Second 4,088,850

654321 < 1 Second 189,968
12345678 Second 1,371,152

qwerty < 1 Second 189, 836
123456789 Second 1,213,847

Pass@123 5 Minutes 185, 585
1234 Second 969,811

112233 < 1 Second 188,928

[ 3 .
102830 < 1 Second 99,612 #%H’\Jﬂﬁ‘ﬁ% :
ubnt 1 Second 98,743 gﬁz %/% |E
orAY
g g el
abc123 < 1 Second 94,698 o
-+ oo =g
ENEBETF
1234567898 Second 382,789 Aa@123456 11 Seconds ﬁ ;1 i ?g oy }F
\ /2
1234567 Second 234,187 abcd1234 1 Second

12345 Second 728,414
password Second 718,321
123 Second 528,886

Aa123456 Second 319,725

123123 Second 224,261 1q2w3edr 1 Second
111111 Second 191,392 123321 1 Second
Password Second 177,725 qwertyuiop 1 Second

12345678918 Second 172,582 87654321 1 Second

9800000 1 Second 168, 653 987654321 1 Second Ref: https://nordpass.com/
most-common-passwords-list/

EGI T k] 11 Seconds 159,354 EliskaB81 3 Hours

50

111 < 1 Second 144,262 123123123 1 Second
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O HREAREZBNEN -

o NESARFEEEMR

® FHAE A

o EEEEEL
THEZ 2 ML
APPLE123
l o K/ NESEARTER

aPplE1@3

i}

Zx ik

l DA BE# 70 7T 5%

aPpl~EIfUl@3K

E DEE(E

ChunghwaTelecom

ot

1.EEHEBIEFEFZE

2. BN EFR

3.IRERHES RS (REMERBIIS TS RERA)
4.5 HZ (B LS R B SMI19%X XX XX)

5. PXUBHE/(TERN HWERENE)

UPPER CASE LOWER CASE PASSWORD
CHARACTER CHARACTER
Upper case letters greatly Write your password as
multiply the amount of time you would a title or
it takes to crack a password. phrase. You'd be surprised
how strong it is.

My 1st Password! &=

SPACE BAR NUMBERS

Many web sites will let you| Place numbers where

use spaces, If you can, use they make sense. If it's

them! If not, use dashes to not logical it will be
separate words. harder to remember.

EASY TECHNIQUE
1 for the money
2 for the show
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ummcfﬁcuuur:ﬁg]jmu::; - -*23 BH'SOFENTI‘-?UPY WAS IT TROMBONE? NG,
ORDER Aoooooon o TROUBADOR. AND ONE OF
(NoN -GIBBERSH) THE Os WAS A ZERD?
UN'IQN!U'\JN ooo Or :
BASE WORD oon l .
””;5 - AND THERE WAS
= 3 DAYS AT SOME SYMBOL...
Tr‘@u b4d or &3 1000 GuecsE sec
T eAAIG A St
PS? CI)HﬂCN HEEH 18 FRSTER, BUT i e wHAT THE
E SUBsnTerS ”ﬂf’jﬁh Dm;mmem) DIFFICULTY TO REMEMVBER
ooo IFFICOLTY T0 GUESS: IFF) :
e ot | I -V HARD
e o e e FaR (oMo FORAATS ) R
~ HH BITS OF ENTROPY
oooOoOoopoooaooO
I,_I_E OooOoOogooaoaon
CO _(_:E .h: bQ'H:Efy Staple OOoooooooooo
T o |
TN e
1000 GUESSES/SEC
FOUR RANDOM
COMMON WORDS DIFRcOLTY TO GUESS: D-'FF'C“L;LYE TO REMEMBER:
HARD MEMORIZED T

THROUGH 20 YEARS Of EFFORT, WEVE SUCCESSFULLY TRAINED

EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.

Ref: https://xkcd.com/936/
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® 2FA (Two Factor Authentication) - R
RIEZAHE) »

vV IR T EFHRTEEREEIN - FEHW - OTP(—

A 27y

£ _EBF NS

® Google ~ Microsoft ~ Facebook ~ YahooZ
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® R :
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v T RURENERIEIE A E 5B A RIIESE. . 2
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Microsoft

Google
« MEBRE 22 R

B2 8 A 75 34: Microsoft Authenticator

FEREMERARM - 2013F9A230
= o __:.__ % = A t§
AR E CES R o
EEWMARRE  BREESAIACFANE AR - REREE
® Microsoft Authenticator
0 oo gl }IT () © ®  Microsoft Authenticator
ol & - RiAmEig le BRI EEICEENEFAMEFHE -
m%n%
%) Google 3877 + BSTER TR L BINIRF - BRIRAEIS ® Microso
it R EEAFE LS A Google IEF » ABISHIE Google #T « AN
FRBENS—EHE - T s
0 e 2ro BT SR
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Passkey & 2 1% pf 7 2K it 33

Passkey B A S REHELBHAT - EREBNLEHE
BHEHE 2023502 5 14 B 1610 | A5 opp, B8, BRE2

T

=EE

i

EENERERBANEANT » B FIDO BERAWICEFER - Google - HBSHEERR] "Passkey | HEEMEE » A
BAZE  ArREZREMNEERE Passkey -

Passkey EFRAERBZEMELME  AELENES  EnR2ARNRSHE,  fEEEZE2D0 ( Center for
Internet Security + CIS ) $%ifi& Kathleen Moriarty JE + Passkey 28 FIDO B#ES ( Fast IDentity Online Alliance ) 123 EME
B4%8 (World Wide Web Consortium » W3C ) » EB3E% - Google - #EIEEEEATSERUINERBS NZE  BEATANFE
S21% Passkey » Ll Passkey VLB B8 A RIBRB A T ~EEM -

E—EREEM Passkey 12K . BERBAZE  AIFREEEEREREEA  IERERREARE - S ATEERAZE
BFAEE  2GEAASFTANTHEEEREEN  WENA PIN BIiERRE - BRESEs SR EEARE 27—
EEENSARERF -

TEZZHAETECANEER  B7IREEER  AMfERETETS LERERSESEMNTEEREE  BEE=(E
MNEMN=YET - £H - ERNEE  TERELS - EREERNE  BREEEFEEE (10 Mabcl23, 5
password, ) » IAREEEEBENNERE - BHEFRERERENEE R App NER » RS ABEFZERS: -

Passkey BIfE R EERE  ERSUAFERALT App EEEENES5E » SRNFAAEE - RE=MAERE
Passkey (M AZZEE -

Passkey A EHER - Google - MBI — ARRIEE - &EHEAR iPhone #7108 16 LUE Mac &M macOS Ventura B323&
Passkey » Google E 2022 & 12 B#Btl1# Android - Windows - macOS 47 Chrome BIEZE4EF50E -

“AREECREERR  ZEEZRESEH ERLFAEREEAREEEEERRED Y - BEREROAEMR . BEE
MNERTE® A Apple ID BER  Google BIZEkAPHRUSE App HtaT / EBEE A - T Passkey Bl FEMAZEREET
EMEEER  TREPEM—UMNEARS -

= MEEE

ChunghwaTelecom

B8 Passkey FEMBELE » ME—EEHEHOE AT - Passkey WBEEREBE  —BRFPEXARE A BENEHEES
B MEVEIES Passkey » LIMEZIMAS R - EEFESEERE WEaEEREL -

WPMEMUBNEHEEY  RSEEISEFFEN  ENNETEEAZTTHENA 02 B —FAMR 4% BEEA - &
SRUNE » APEED Passkey EX =BG  IEREHEETEUESBENER  FFRESCHBRLEBAER -

m

Do you want to sign into
shop.com on your desktop
with your saved multi-device
FIDO credentials?

Verify your identity

Signn

J

P)

x4

Use a passkey from another device?

Scan this R code with the device that has the passkey you want 10 use

@T@

Use your screen lock

Use your “elisabeckett” passkey for tribank.us

Q

Use PIN

Ref: https://technews.tw/2023/02/14/apple-google-microsoft-are-pushing-more-users-towards-using-passkeys-over-passwords/ 54
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i 13
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| Media Permissions [=aiisis

|
|~ @ | hteps:/ipaypalaccountlimits.com/webapps/as44diwebsrc
|
| |

P PayPal mv s=. nn Esssmiss

Identity

ite: paypalaccountlimits.com ' P c
T This website does not supply ownership information.

adby: Let's Encrypt

View Certificate | |
1—'—J address

% History
1visited this website prior to today? No ord
'; rv:el;b:;tre; storing information (cookies) on Yes [View Cool_(iesr [T ————
puter? | —J, [ oo e — _2\. oo =88 4/
1saved any passwords for this website? No | View Saved Passwords | Log g ﬁ E 71N E _l ﬁ? /J \
N N
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= ection Encrypted (TLS_DHE_RSA WITH_AES 128 CBC_SHA, 128 bit keys, TLS 1.2) jot your email ac 4@ E«( E/ L E
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John Smith
Fri 29/04/2022 8:20 AM

To: You

B Invoice - April 2022.pdf o
1Kl

Hi Jane,

See attached our new billing details.

Kind regards,
John Smith
Accounts Manager

Pied Piper

Reply Forward

< New Billing Details - URGENT!!!

Please send payment for your latest invoice (attached) ASAP to confirm you have received this email.

From: Sue Jones <sue jones@demobiz.co>

To: Helen Brown <helen.brown@demobiz.com=>

Subject: Urgent Request

o © 2

Hey Helen,

I need you to purchase GIEEALTIEY 5 x $100 Google Play Gift
cards and email me the codes immediately. [Urgency]

| have to get these over to a client today.

o] GERVASFIEL ¢
hESHESH

- [BERINENEFE

° —RT—?ML.\

- FTEEBHEIE
EXEEEYE

3

- _
From: Susan Fry [mailto:sfry@yourcompany.com]
Sent: Tuesday, January 9, 2018 9:25 AM Invoice for Payment URGENT
To: Hamil, James <james.hamil@yourcompany.com.
Subject: Please handle ASAP )
g Liam Sparks
- External email. Forward any suspicious emails to bad @yourcompany.com — Kat Taytor ckat taylor @ atcank coms
Hi James,
Hi Kat,
I'm currently tied up in a meeting for the next six hours, but we have a vendor saying we're late Could you do me a favour? There's a pending invoice from one of our providers and
on paying an invoice. Can you handle the attached ASAP? | can’t take calls, so just email me if because F'm on holiday | need you 1o take care of It because | can't access the
. sccounts from here. The deadiine is TODAY so make it & high priority.
you have questions.
Regards,
Susan Fry Liaen
Chief Operating Officer Manager. XYZ Supplies
t: +44 0184 867 7496
sfry@yourcompany.com
‘ nvoice _BAT_B8%6352.pd! I
Sent from my iPhone, please excuse typos
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Ref: https://www.upguard.com/blog/business-email-compromise
https://www.tessian.com/blog/business-email-compromise-bec-examples/
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2023 CRIME TYPES

By Complaint Count
Crime Type

Complaints

Complaints

BECIHLEAK - BEEREXRERIEE

2023 CRIME TYPES continued

By Complaint Loss

Crime Type

Phishing/Spoofing 298,878 Other 8,808 Investment $4,570,275,683  Extortion 474,821,835
Personal Data Breach >5,851 Advanced Fee R BEC $2,946,830,270 | Employment $70,234,079
Non-payment/Non-Delivery 20,523 Lottery/Sweepstakes/Inheritance 4,168 Tech Support $924,512,658  Ransomware® 459,641,384
Extortion 48,223 Overpayment 4,144
L Personal Data Breach £744,219,879 SIM Swap 548,798,103
Investment 35,570 Data Breach 3,727
Confidence/Romance $652,544,805 Overpayment 527,955,195
Tech Support 37,560 Ransomware 2,825
Data Breach $534,397,222 Botnet $22,422,708
BEC 21,489 Crimes Against Children 2,361
Government Impersonation £3894,050,518 Phishing/Spoofin 518,728,550
Identity Theft 19,778 Threats of Viclence 1,697 pe g
-payme 309,648,416 13,531,178
Confidence/Romance 17,823 IPR/Copyright and Counterfeit 1,498 — nt/Non-Delivery S Threats of Violence 513,531,
Employment 15443 SIM Swap 1,075 Other £240,053,059 Harassment/Stalking 59,677,332
Government Impersonation 14.190 Malware 659 Credit Card/Check Fraud $173,627,614 IPR/Copyright and Counterfeit 57,555,329
Credit Card/Check Fraud 13,718 Botnet 540 Real Estate 5145,243,348 Crimes Against Children $2,031,485
Harassment/Stalking 9,587 Advanced Fee $134,516,577 Malware $1,213,317
Real Estate 9,521 Identity Theft $126,203,809
Lottery/Sweepstakes/Inheritance 594,502,836

Descriptors®

Cryptocurrency

43,653

Cryptocurrency Wallet

25,815

Descriptors **

Cryptocurrency

53,809,090,856

Cryptocurrency Wallet

51,778,399,729

*These descriptors relate to the medium or tool used to facilitate the crime and are used by the 1C3 for tracking
purposes only. They are available as descriptors only after another crime type has been selected. Pleaze see Appendix
B for more information regarding 1C3 data.
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ERIGE: https://www.ic3.gov/Media/PDF/AnnualReport/2023 IC3Report.pdf 78
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Cybercriminal
compromises
employee email

Compromised
account is used to
send notifications to
customers

Payments are
transferred to
cybercriminal's
account

Cybercriminal

- Case 2: 1BiE8511(CEO  CFO * CTO)

= e

Finance sends

Cybercriminal poses
as company exec funds to

and emails finance cybercriminal's
person account

Cybercriminal
receives money
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7 =

receives money

e Case 3:ARBE_

Compromised
employee account is
used to request
payment

e Case4: #n

Cybercriminal poses
as lawyer and
emalils finance

person

e Caseb:

Recipients transfer

[HE FERMEF S48

= e

Cybercriminal
receives money

payments to
cybercriminal’'s
account

B2

= e e

Finance sends Cybercriminal
funds to receives money

4,0

~

cybercriminal's

account

B

Cybercriminal Compromised Pll is sent to Cybercriminal
compromises account Is used to cybercriminal's receives Pll,
employee email request Pll of other account uses it for further
employees/execs compromise attacks

Ref: https://www.trendmicro.com/vinfo/ph/security/news/cybercrime-and-digital-threats/business-email-compromise-bec-schemes/
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+ BAPWGH BFortaiSiEl - B8 - BBIMEBAFRENBEER (|
B BEC MENEHET(Q4 2023) _ #52% BECHM #Google S M H Y
— 37.6% ERPIfEmT3Y — B21% BECEH A EMER IS /MRS L @
— 30.6% Y&t FREER
— 9.20% EXRBHRIEBXNEZEMIES FREE WEBMALL PROVIDERS USED

IN BEC ATTACKS (Q4 2023)

- BEEEIRFFRXE L - £ MB
— 2023 Q4 ¥ Q3 WEREILN 24%
— 2023 Q4 & Q3 FFiREEEE /) 64%
— 2023 Q3 ‘19 USD $157,422
— 2023 Q4 F19 USD $56,195

Google
52%

Microsoft
21%

S METE
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HOW TO SP T FAKE NEWS

\

CONSIDER THE SOURCE READ BEYOND

Click away from the story to investigate  Headlines can be outrageous in an effort
the site, its mission and its contact info. to get clicks. What's the whole story?

CHECK THE AUTHOR SUPPORTING SOURCES?

Do a quick search on the author. Are Click on those links. Determine if the
they credible? Are they real? info given actually supports the story.

)

CHECK THE DATE IS IT A JOKE?

Reposting old news stories doesn’t If it is too outlandish, it might be satire.
mean they’re relevant to current events.  Research the site and author to be sure.

e B

CHECK YOUR BIASES ASK THE EXPERTS

affect your judgement. fact-checking site.

[LFILIA] ]

on of Library Associations and Insttutions

A A A

ChunghwaTelecom Ref: https://zh.wikipedia.org/wiki/%E5%81%87%E6%96%B0%E8%81%9E Infographic How to spot fake newspublished by the International 87

Federation of Library Associations and Institutions



https://en.wikipedia.org/wiki/International_Federation_of_Library_Associations_and_Institutions
https://en.wikipedia.org/wiki/International_Federation_of_Library_Associations_and_Institutions
https://zh.wikipedia.org/wiki/%E5%81%87%E6%96%B0%E8%81%9E

L 2 AR5 B RFRE

Facebook X#SE—mETEZEMITEME - MIRSHERE - LIRIBNE NIREREBRBEESARENEHEE - INETS Facebook ﬁiﬁf’t?’] TR R
ix*lﬂl’ veE 1 B2 | #7501 2021 %10 A 24 B 1625 | 43 Facebook, ExE=, 1% (S

by Mash Yang | ® 2021.10.24 12:54AM

«§ https://www.cool3c.com/article/167425 EEHS - ?ﬂﬁﬂ%ﬁﬁmﬁ??ﬁ%ﬁﬁﬁgﬁﬁgﬁﬁm Facebook Wgﬁi{¢ ! EEE-EEE Facebook Eﬁféﬁé@ﬁ Frances
Haugen W& » WERHEFEER - FEEEFAHUELATEEZE  EPERRHEHS Facebook ZAMIME » BIBEE

| | #Facebook | | # fuiFERAE  # AREE sEARFTNRSS - S2ASLERIES » T Facebook ARSI ENE RS BMLIES -

(REBEEAMETIERERE » FacebookRFZIEEELHTAEEE  —FEELELEZHE  ERUEERREERERS

=) 4B & 0 ﬁt,\\"_H _%— L |\/ ._% _m"-i‘“!, U.%‘ ! i = A< b . . -
MBKNE  DURRZNE  ROFSREBRZRAR - BEETEPERAAMRESRR - DARRFERLE S5 Facebook BIZA S 2010 & 2 BRUEMIESR » 1T BHEEEENERTT

EBRERFacebookEFABE A RHAEMERNAS TFrances Haugeni2 £5% » Zw~FacebookAHE R _FHIEEFHE - iR ( Kerala ) 81 B 5252 Facebook H152 ; EETHRA 3 BR  EEEREE—(EHE8E  B12158 Facehook BEEZE

=& 28 B == = AN == ' o . . . _
SRAEEE BELENREZSESAEEN LB BENES —BEEE8SFacebook it RHEENAETNHERER » EX EHFESERANG  BE R RS IS SE -

BHARETEEETHES  BESBENABRISEERAREER -

EXEHFREL  B—E B A= Facebook 2RI EMAIS THESE » HEEFacebook MRS H MR » SEEEER HTERAEEEEE (News Feed ) TR 7T NS - HBAELIRRTEE  EE2HE Facebook AEMRES
E2ENENE - WESHAS  ENSZERENEAERE  ELUHEEEEERRE - REAE - SHNREBNERR B, AFER e s S LT A LBRERSENREIZSANE - EBEE - RAFMEAS » Facebook AEAEEEE
EEELpEs

ETHERE I BAEINGEEREE—EERENEES , -
REBEZMETIERETE » FacebookRFZIEZEEHUATEE  —FTEELEEFERE  ARUEERREERETZS
BEZH)Z . UEEEEE .. SV SREERET Rl Do EEEASRESE - EHATHES Facebook ETESMETEMRERTENETY—  RESETHETFLHENSE ®8EAD
. _ . — . , N i HEEREESE T EAE 5 0 BEEE ERLIB—BREE TENRENTTED - —
EEMETEDEE  BEEAFrances Haugen Bt 152 | 2B FacebookBIIERETLRBREENE « RS EH TESH{EEBEMEESE MEASETS » WERETSENERLH—ERBEEEUEIEmTS - R
EEgEne  AEALESES  SESHSEEL  ETTEESEEES - Facebook ERAEHIAZI I HET » Facebook M HEBRATETHENSHESS . BEE87% EMNER . FR

o . . £ 13% FREMER » HATib=RASE.S Facebook 5 10% 55 -
7Fifi Facebook& B8l F 8= RFrances Haugenﬁtﬁ@ﬁ%ﬁk%‘é%r?ﬁﬂﬁ]ﬁiéﬁfﬁﬁlﬂﬁﬁé?m‘ﬁQEZ%s@Fﬁ@%ﬁ’%% o = Aceboo

Z2U7EFE EREREUSESASEEEAEEETE - MEEERET  FacebookZEBE ANick CleggiEE

Facebookfﬂlnstagramﬂk T %'ﬁﬁﬁ%ﬁﬁﬁ "E2ER - EORE, HEHER HE#EFEBR 13 EAD AERFANHZEFINE  tEEBRIEEERET - It EAFPEMAZE 22 &S
= ; 1. =1 AR = ] ==A : la g BYd S

= ) Bt1# Facebook ETAEEEERDARNS | MEFZARMENEEER  GTEHABTHEEENEEL - B
WALIREEESENEE -

Facebook 88 A Andy Stone IEHEERSH—LHREAZEESRUHTRNESEE  SFRENSEE 1R85
ERIEEER - thTT Facebook BHRLEAZEZSNNIRSR » BRI LEEBTAERE BB XEBNERETS
TEEREFERD -

- DEEE

ChunghwaTelecom Ref: https://www.cool3c.com/article/167425 Ref: https://technews.tw/2021/10/24/facebook-internal-documents-show-a- 88
struggle-with-misinformation-hate-speech-and-celebrations-of-violence-in-india/



https://www.cool3c.com/article/167425
https://technews.tw/2021/10/24/facebook-internal-documents-show-a-struggle-with-misinformation-hate-speech-and-celebrations-of-violence-in-india/
https://technews.tw/2021/10/24/facebook-internal-documents-show-a-struggle-with-misinformation-hate-speech-and-celebrations-of-violence-in-india/

INESSE G ER 35
n% X Fﬁ i
[E£FRFE] FAEHEEERBENAREE SR EERESEERE

EIALA : 2022-03-17

SCE R EL RE

—XSEERRFERREmNETFRES R TR TRERENZFRBTR (Deep Fake) FEX (16H)
MEMR L RS AR RERIITE » BRZRERAT  ZRBER LREHBHTEEZRE £
TEHRENEREAAERRALHER o

R EAEREREF UK ERABENFEATR - SATENE ) BE—LHNEESNEETR
EHSZLURGEHE TS RS » Bk ERERFAT R ShaHES R EmEaL - afifaEREs
{Ukrayina24) f9hEEEHBE LR LFREEE » BINTZERNOEE

P AFISREAEZRNEREMER » ZERRARERET - TF W » ERITEEAE
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SR TEHEE > BlEECHEIR
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As a matter of principle, | never post or link to fake or false content. But @MikaelThalen has
helpfully whacked a label on this Zelensky one, so here goes.

I've seen some well-made deepfakes. This, however, has to rank among the worst of all time.pic.t
witter.com/60TjGxT28a

— Shayan Sardarizadeh (@Shayan86) March 16, 2022
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Mikael Thalen &
@MikaelThalen

A deepfake of Ukrainian President Volodymyr Zelensky
calling on his soldiers to lay down their weapons was
reportedly uploaded to a hacked Ukrainian news
website today, per @Shayan86

P 2598 KT 0:04/1:07 <y

TH11:63 - 2022 3H16H - Twitter Web App

ATOHsEHE 358 3[FRUHES. 863 (HEE:

Ref: https://tfc-taiwan.org.tw/articles/7099 89
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How WhatsApp helped turn an Indian
village into a lynch mob

© 19 July 2018 f © ¥ [ < share

Mohammad Salman was beaten on false rumours he was a child kidnapper

A 32-year-old Indian software engineer has become the latest victim in a
spate of mob lynchings, allegedly spurred by child abduction rumours
spreading over WhatsApp. BBC Telugu's Deepthi Bathini reports on how the
attack unfolded.

"They kept hitting us, demanding to know how many children we had kidnapped,”
says Mohammad Salman, who is still in shock, his body bruised and his face
scarred with stitches.

On 13 July, Mr Salman, 22, and his two friends were brutally beaten by a mob that
suspected them of kidnapping children. The last thing he remembers seeing was
his friend, Mohammad Azam, being dragged away with a noose around his neck.
Mr Azam died from his injuries.
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