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Phishing Attacks, 2021-2023
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MOST-TARGETED INDUSTRIES. 4Q 2023
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Ref: APWG Q4 2023 Phishing Activity Trends Report
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% of phishing attacks protected
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% of Phishing Attacks Hosted on HTTPS

Q3 Q4 Q1 Q2 Qa3 Q4 Q1 Q2 Qa3 Q4 Q1 Q2 Q3 Q4

2017 2017 2018 2018 2018 2018 2019 2019 2019 2019 2020 2020 2020 2020 2021 2021

quarter

Ref: APWG Q2 2021 Phishing Activity Trends Report [p. 9]
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(TWNIC) (2023 )
40.94% <
A
69.55%
47.07%

20.17%

(2023 )
IApp 22%
30%
56%

https://report.twnic.tw/2023/
https://tw.stock.yahoo.com/news/%E8%B7%AF%E9%80%8F-2023-
%E6%95%B8%E4%BD%8D%E6%96%B0%E8%81%9E%E5%A0%B1%E5%91%8A-

%E9%87%8D%E9%BBY%IEYE6%91%98%E9%8C%84-facebook-014500002.html

48.3%
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PROPORTION THAT SAY EACH IS THEIR MAIN WAY OF GETTING

NEWS ONLINE (2018-2023) - ALL MARKETS

50%

25%

0%

32%

23%

T

30%

22%

== Direct access to news websites/apps == Social media access

Other gateways
(and change from 2018):

Search 25% (+1)

Mobile alerts 9% (+3)

Aggregators 8% (+2)

Email 5% (-1)

2018 2019 2020 2021 2022 2023

Qioa_new2017_rc. Which of these was the main way in which you came across news in the last
week? Base: All who used a news gateway in the last week in each market-year = 2000. Note: Number
of markets grew from 36 in 2018 to 46 from 2021 onwards. Markets listed in online methodology.
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Foreign governments dissemination of false information (2023)
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A

(Foreign Dissemination of False
Information)
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0 U 1.16, 193 197  2.06,
297 341
A
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= https://www.v-dem.net/data_analysis/MapGraph/ Ref. iThome, V-Dem 9
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URL
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(Social Engineering)

SMS

SELECT
a THE BAIT

Threat actors pose as colleagues, acquaintances,
or reputable organizations and solicit sensitive
information or lure victims into downloading and
executing malware. Bait typically consist of an email
with a subject line that entices the user into
opening the email, e.g., the subject line contains an
alert, an action, or request for information. CISA
Phishing Campaign Assessments revealed these
most successful subject lines:

2-2ln.0

Financial security alerts Organization-wide
L and updates t announcements and

I
J

A

updates

User-specific alerts, such
as training updates t}

Ref: https://www.cisa.gov/sites/default/files/2023-02/phishing-infographic-508c.pdf
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Threat actors set multiple hooks to increase
their chance of success and then wait for a

O 1 O A 1 victim to take the bait. @ @

O 10 38 1

organizations had at least one phishing emails sent by CISA
individual who fell victim to a Assessors had a user execute a
O 7 O O/ phishing attempt by CISA malicious attachment or interact
O Assessment teams. with a malicious link.

o

The threat actor reels in the catch of the day when an
1 5 0/ R E E L I N email is not blocked by network border or endpoint
O protections and reaches a victim who replies with
valuable information or executes a spoofed link or
¢ attachment. The threat actor can then feast on

sensitive information, credentials, or the ability to

O 8 4 A) 1 O / \ compromise the endpoint via malware disguised as
links and attachments.

of all attached files or links containing malware were
not blocked by network border protection services.

0O 13%

of all malicious attachments or links were not
blocked by endpoint protections, which are set up to
reduce the amount of unwanted or malicious activity.

Within the first 10 minutes of receiving a malicious

84% email, 84% of employees took the bait by either
replying with sensitive information or interacting with a
spoofed link or attachment.

of targeted employees reported the phishing attempts. Employee failure to report
phishing attempts limits the organization's ability to respond to the intrusion and
alert others to the threat.
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h tt p S. / / a pwg .0 rg/ APWG Unifying the Global Response to Cybercrime

IJ A PWG N ‘J Home Cryptocurrency Report Phishing Sponsor Solutions Resources Events & Meetings Membership About APWG

DATA LOGISTICS BLOG | ZERO BOTNET ALLIANCE

A
A A A

October 2018

A ' Announcing the APWG APWG
CRYPTOCURRENCY e

Workmg Group

p>
>

Survey of Whois Data

-4 -
A d
A Users in a Post-
GDPR World
PW D d J 2003 ~ Survey Results: ICANN Temporary Best Paper Award eCrime 2018 LR GHREMIENOMEMBER:
Dave Jevans, APWG Chairman, notifies ICANN of New York University researchers at the APWG's VIEWALL »
1 7 O O the ruslts from the Joint APWG & MAAWG survey cybercrime research conference, demonstrated

on the Temporary Specification for gTLD their method for exposing bank accounts used to
Registration Data clear payments for purchase of counterfeit goods Advice On Phishing

3 2 O O and brought home the conference award for best

electronic crime research paper. Be suspicious of any email with urgent

requests for personal financial

0 BitDefender A Symantec A McAfee
A VeriSign A IronKey Internet Identity

0 ING A VISAA

o NEWE
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Add A Phish  Verify APhish  Phish Search  Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing
A http://www.phishtank.com/ Btk Tk et b

Found a phishing site? Get started now — see if it's in the Tank:

.J"' http:// [Isita phish?|
PRISRTaNK® o.:or e et ino e e
U“l UI l-hE NHL | " l-‘-:l l-hH Ta " k-- You can help! Sign in or register (free! fast!) to verify these suspected phishes.
1D URL Submitted by
5841959 https://shirazclass.tk/.sparknzclaim/spark.co.nz/x... soc247
5841954 https://argonaut-jp.com/ PhishReporter
A P h iS h Tan k 5841953 https://servise-bergmann.com/customer_center/custo... PhishReporter
5841950 http://liiv.nl/de/ buaya #
. 5841949 https://edited-rollers.000webhostapp.com/tmp.Boa/e... EddieMunster
A P h I S h Tan k 2 O O 6 1 O 2 5841948 https://security-recovery-page.gq/?Facebook.com=Re... leofelix
~ 5841946 https://secure.runescape.comg-c.pw/m=weblogin/a=13... kingpking
O e n D N S A 5841945 https:f,‘www.sel:vice—cl\entlDD.ga,’oanesupport/sig‘.. PhishReporter
p Submission #5454288 is curently ONLINE
A d
Submitted Jan 29th 2018 10:46 PM by cleanmx (Current time: Jan 30th 2018 2:27 AM UTC)
A http://investug.com/z/updateY!.html
A d
A A P I m or Register to verify this subm}ssion.
This submission needs more votes to be confirmed or denied.

I . I I Screenshotof sita View site in frame  View technical details  View site in new window
I IS I an Y}&HOO’ (& Yahoo! Help

YAaHOO! MAIL

Fast. Easy. Anywhere.

Keep me signed in

| can't access my account
Help

fo DEWE

ChunghwaTelecom Ref: https://zh.wikipedia.org/wiki/PhishTank 14
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& PayPal, Inc. [US]

A4

A

www.paypal.com | Log in to your PayPal account

' PayPal

‘ Email

Having trouble logging in?

or

Sign Up

#4iel Ui 1 14

http://paypal.co.uk.jljq.pw/m/

* Verified: Is a phish
As verified by SirSpamalot pch leofelix SloFrog

Is NOT a phish

Screenshot of site

0%

View site in frame View technical details

P paypPal

Forgot your email or password?

" ® % 1 1
View site in new window [J
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Wallace Dickson <DicksonWallaceO3@bigpond.net.au>

FW: Payment Details - [148901]

You was attacked by ransomware
All your documents, photos, databases and other important files have

been encrypted.

The only way to decrypt your files is to receive the decryption program,
For details talk with support in chat.

Type messagoe and press Enter

E

Arcabit
Fortinet

Kaspersky

- 0Ov®Q@Q

1 are experiencing difficulties with
the matter and stop the recovery

E

155a20702a3de04993a0bfcedbe 1d9b4a014d67

6+-+copy js
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imation ¢ Comments [JBJ} Q) Votes

Result
HEUR.JS. Trojan.b
JS/Agent. GEltr

HEUR:Trojan-Downloader.Script. Generic
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Taiwan

22.2% Identity Theft

13.4% Bill Payment Scam

11.7% Shopping Scam
11.6% Investment Scam

9.7% Gov/Bank Scam

% Hong Kong
15t | 15.6% Identity Theft
2" 12.0% Gov/Bank Scam
10.1% Shopping Scam
8.9% Lottery Scam

7.0% Investment Scam

China

27.2% Shopping Scam

25.8% Identity Theft
17.6% Lottery Scam
17.1% Bill Payment Scam

16.1% Charity Scam

Taiwan
Thailand
Japan

Korea

Philippines

Malaysia
Hong Kong
Singapore
VEGE]
China

Indonesia

Every Day Most Of The Week I Once A Week

I Once AMonth [ Once Every Few Months I Never

GASA | Gogolook BIFFERUREE | (BES

I 23 %
et [ 3.3 %
M | I 56.0 %
AR I 24.8 %
I 54.3%

BF R : GASA X Gogolook - 2023 EMFFRM RS (BMR)
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SHEEEZ SRS EEEREG Check Point Software TechnologiesHI Bl Z 152 ZHF9 Check Point Research 287 (2023 &
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j WalmartNJ 39%

lj MicrosoftNJ 14%
lj Wells FargoNJ 8%

lj GoogleNJ 4%
lj AmazonNJ 4%

lj AppleNJ 2%
lj Home DepotNJ 2%

lj LinkedInNJ 2%
lj MasterCardNJ 1%
NetflixNJ 1%

OO N[OJO] R[W[N[F

=
o

HIEESEENEFEFATEEFEY ) BT ENTE  MEERETHFPIE
e BEEERERBERE  BEECRENEEENEF  BEEHHETHERD

[T
I

* 1

EREEENENES  (R2FEIEEREEERALNEREE - URL RESHRE  REMIEZRBRHNEREK - 21

FREENEGUEEETHASEARENEENE IR AEEEREFEN (O EEFRERERNER, Ex
SR ERERF—EAREREERRE - NRBAREMEANENNTE -

Thanks for your order

Buy mow!
If you need to chack the status of your order or make changes, please viskt our home pege ot Amazon.com

Shipping Details | (order willl asvive In 1 shipment )
Order =: B42)SO-MPPEI0D-FEFFRLL
Shipping Method: Cvernight Shipprg

Am azon $hipping Preference: Fastest Delivery Time
Subtotsl of Ntams $269.51
Shipping & Manding: $43.56

Totad for this Order: $313.37

Delivery estimate: Tomomaw

I § E l 37D Link DIR-655 Extreme N Gigabit Wireless Router™

ChunghwaTelecom Misc.: $29.94

Soid by: D-Link Electronics

— LinkedIn
Sign In
Never mint an updite mith the | inkedin apy

Ref: https://www.techbang.com/posts/111216
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Microseftt 2% Office=3655 F-
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Microsoft HEIZE Twitter %58 » —3X &M Upgrade HEER N EREHE Microsoft 365 B
FHAEZE  ZEERNEBREE Office 365 AFPMELHBEHRUE - Microsoft ERE
BEKAFBM OAuth IR » ZRTIBINGFERE - BSNEESH - HIBAEEE  AREX
EREE A BRI AR -

Microsoft fRZBIF1ZEE Office 365 AAF/INMEZHR » IFEBMEBAFXLER » i+
B LIRS RERIRS:  EMETEMNERES - ERALNSZHRTHERRFEKE
SHER  BAFEEAERHEKIFEREEATSZNER  — BRFEETTEOF WA
BE B FSERREFASBEE MG -

E DEE(E

ChunghwaTelecom

Microsoft Security Intelligence &
@MsftSecintel

Microsoft is tracking a recent consent phishing
campaign, reported by @ffforward, that abuses OAuth
request links to trick users into granting consent to an
app named ‘Upgrade’. The app governance feature in
Microsoft Defender for Cloud Apps flagged the app’s
unusual behavior.

== - Annual statement of changes in beneficial ownership of securities.pdf - secured

€5 Reply | % ReplyAll

Reference No.

° e

(D) ff there are problems with how this message is displayed, click here to view it in a web browser,

— Forward
<support@noodlelive.com orwar
fre 2022-01-1419:51

603 fdp.pdf
2KB

~
=y

loge.
‘You've received an encrypted email message from "=

Toread it, open the attachment.

After two weeks, the link will no longer work, but the message will still be available on your desktop when you click the attachment.

1 of1 Q - 4+ P = Ao Yy E D B #

Click to read message

If you do not see a button or clicking the button yields no action, please
click the link in the message.

PizFhE R

BE Microsoft

Approval required

=] Upgrade

W Cardthartic LLC

This app requires your admin's approval to:

v/ Maintain access to data you have given it access to
\/ Sign in and read user profile

\/ Read and write user mailbox settings
\/ Read user contacts

\/ Send mail as a user

\v/ Read and write access to user mail

Enter justification for requesting this app

Sign in with another account

Does this app look suspicious? Report it here

Cancel Request approva

Ref: https://unwire.hk/2022/01/29/microsoft-issues-office-365-phishing-warning/tech-secure/ 23
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BESEILERT (CitiBank) AIF » DURSEERE - FREZEERTIS » RIAPEEHNR AN A ERED

37/ HETE | 2022-02-25 %= L AR B AiThometis4E

ZEMEBitdefenderE5 T H —RIR A WEETEICIERRTT ( CitiBank ) AP » DEREVERIRZ S EH -

HEEERTHPHNIEELRIAEN G » FEAPEINSELBARERHMEE - TEF2IRBE -
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ChunghwaTelecom

Mon 2/14/2022 5:26 PM
nERi@ [ |
Citi < -
Urgent: Account Confirmation Required

To

o If there are problems with how this message is displayed, click here to view it in a web browser,

Account Confirmation Required

CitiBank

Dear Customer Please note that your account has been temporarily suspended due to incomplete
registration of account data Please enter our website through the button below and fill in the

information. Why Your Account Locked?

» Fake Transaction
+ Fake Payement
« Login From Another Country

Verify Account
Fri 2/11/2022 9:12 AM
CITI BANK <éppme’! mmm m = com>
Urgent Attention

To L

o We removed extra line breaks from this message.

Attention beneficiary

This is to bring to your notice that | am delegated from the United Nations to CITIBANK NEW-YORK USA to pay 150 scam
victims $5,000, 000,

00 ($5 Million US dollar each. You are listed and approved for this pay as one of the d victims to be paid this
amount, get back to me as soon as possible for the i of your $5,000, 000, 00 compensations funds.

I shall feed you with further modalities as soon as I hear from you.
kindly reply to me through this email () so that you can be giving an immediate response.

Yours faithfully,

Executive.

Ref: https://www.ithome.com.tw/news/149558
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Zendesk & T#EZE AR EZINE

BESE9-10EBUYSERNETE  NEEHERRIELEZendeskE TIERFAUAS « ZendeskBESE18F8 W
TR T RAESENTERLNE

X/ S | 2023-01-30 %= ‘ ‘

HEERERREEE /endeskmFAEHES » HES 1 BINaSANEEENE » ERNEFESNE - Zendes k
ZendeskiZ HEESET - e - AIFEANERERTE - ZASLUTRAEZZINEEN 0 M2 FLEGF

= gs
BAEF - MERHESEETREFEHCoinigy RAIFRAT ( 1/13 ) EiZendeskiIBA1% « REEARIAM
HESARLE -

zendesk

RECoinigysREiRYZendesk®E FBANEH » Zendesk 202210825 B ERHEZ AT E T FERSANAN This ticket (#11140787) has been created on your behalf.
g, "OH, ETHMRRGIEEERA—REFERE  GELHETE202249825A3I10826 ANFFEEE HEFE
EEFR - ZendeskIn ZAT —SIRLEATZIER  WEENSISERSERER - REEESF1R12005

Lisa Core (Zendesk Support)
& ZendeskHIETNENER BIEBREPHREEH - L

Hello,
{BZendeskZ=~  BAEHZTEREH » BERESERBERNEEPRZendeskiTEREZIZM - Zendeskttl’2
AT EE= S ERE R RIAE - We are writing to provide you with information about a security
incident that recently impacted your account. What happened?0On
R — " . . I October 25, 2022, Zendesk became aware of a sophisticated SMS
ZendeskFETDEHEINTEI B4F - HBEEBENNSEHEL  BESFENER  TEEENSUEREZER phishing campaign targeting several Zendesk employees. A limited
L - BEFBIRFASHASSFEER - L4 Zendesktl EEA FEEE AR O SESFEERES - number of those employees’ account credentials were temporarily
compromised, and unstructured data from a logging platform from
B R ERERCRME S F 5 RBAIESENSNE - 20165 Zendeskil S « BtZendeski F ERIE Sep(ember.25..2022 o Oclober26,. 2022 Was accensed The st
identified instance of unauthorized access activity occurred on

FREAEXRTEEFEE  SRETEN - £ - SFFEFEH  B7endeskBEI2019F A BIRWEHNEF - October 26, 2022.Upon learning of this incident, Zendesk promptly

E DEE(E

ChunghwaTelecom Ref: https://www.ithome.com.tw/news/155283
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Coinltase: 5 [ Z IS A2 EF R4

Coinbase & T ZiH BN FINRSR

SEIABEREH #HCoinbaseET BN EMANE  EEEELTTREMATIENSCCoinbaseBHETREENR » B
Coinbase B HEFERGNBEERTZE

CE13 EX3

M/ WEE | 2023-02-22 %%

= DESE _
ChunghwaTelecom Ref: https://www.ithome.com.tw/news/155630
https://www.coinbase.com/blog/social-engineering-a-coinbase-case-study
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