2024/04/14 10:42 1/2 000000XZUtilsOO0O0000000(CVE-2024-3094) 000000000000

00D 0O O 2024/04/10

OO0O00oOpgXZUtilsbOooooood
[0 (CVE-2024-3094) 00O OOOoOooOoOn

OO0O00OQXZUtilsOOODODOO0OO000(CVE-2024-3094) 00000000000
goog:
o0 00D0O0D0DOOOO0ODDOO NISAC-200-202404-00000021[]
ocdD0ODOOOXZUtisOODODODODOODOODOOODOOO (Supply Chain
Attack)(CVE-2024-3094) 0 0000000000000 DOD0OOOOOLInuxO0O0O0OO
OO0O0DOXZUutisOOoooOoooooooooooooooog
good:
o Alpine
o Fedora 41[JFedora RawhideO Fedora Linux 40 beta
o Kali Linux
o openSUSE TumbleweedD openSUSE MicroOS
o Debian
o XZ Utils 5.6.00 5.6.1
ooon:
c000D0DODUOO0DODODOO0DODODOOOXZUtilsOoOO
Alpine[] https://security.alpinelinux.org/vuln/CVE-2024-3094
Debian[] https://security-tracker.debian.org/tracker/CVE-2024-3094
Fedora[] https://fedoramagazine.org/cve-2024-3094-security-alert-f40-rawhide/
Kali Linux[] https://www.kali.org/blog/about-the-xz-backdoor/
openSUSE[] https://news.opensuse.org/2024/03/29/xz-backdoor/*0 0 0 O :

e JOODO:
1. https://nvd.nist.gov/vuln/detail/CVE-2024-3094
2. https://jfrog.com/blog/xz-backdoor-attack-cve-2024-3094-all-you-need-to-know
3. https://unit42.paloaltonetworks.com/threat-brief-xz-utils-cve-2024-3094/
4. https://www.ithome.com.tw/news/162040
5. https://security.alpinelinux.org/vuln/CVE-2024-3094
6. https://security-tracker.debian.org/tracker/CVE-2024-3094
7. https://fedoramagazine.org/cve-2024-3094-security-alert-f40-rawhide/
8. https://www.kali.org/blog/about-the-xz-backdoor/
9. https://www.suse.com/security/cve/CVE-2024-3094.html
10. https://news.opensuse.org/2024/03/29/xz-backdoor/

googoogag
ggoggod

From:
https://net.nthu.edu.tw/netsys/- 000 OO

Permanent link: [x]
https://net.nthu.edu.tw/netsys/mailing:announcement:20240410_02

Last update: 2024/04/10 10:19

00000 - https://net.nthu.edu.tw/netsys/


https://security.alpinelinux.org/vuln/CVE-2024-3094
https://security-tracker.debian.org/tracker/CVE-2024-3094
https://fedoramagazine.org/cve-2024-3094-security-alert-f40-rawhide/
https://www.kali.org/blog/about-the-xz-backdoor/
https://news.opensuse.org/2024/03/29/xz-backdoor/
https://nvd.nist.gov/vuln/detail/CVE-2024-3094
https://jfrog.com/blog/xz-backdoor-attack-cve-2024-3094-all-you-need-to-know
https://unit42.paloaltonetworks.com/threat-brief-xz-utils-cve-2024-3094/
https://www.ithome.com.tw/news/162040
https://security.alpinelinux.org/vuln/CVE-2024-3094
https://security-tracker.debian.org/tracker/CVE-2024-3094
https://fedoramagazine.org/cve-2024-3094-security-alert-f40-rawhide/
https://www.kali.org/blog/about-the-xz-backdoor/
https://www.suse.com/security/cve/CVE-2024-3094.html
https://news.opensuse.org/2024/03/29/xz-backdoor/
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20240410_02

Last update: 2024/04/10 10:19  mailing:announcement:20240410_02 https://net.nthu.edu.tw/netsys/mailing:announcement:20240410_02

https://net.nthu.edu.tw/netsys/ Printed on 2024/04/14 10:42



	【漏洞預警】XZ Utils存在高風險安全漏洞(CVE-2024-3094)，請儘速確認並進行修補！

