2024/04/20 03:40 1/2 O0o00o0opCitix00000000000000000(CVE-2019-19781)

0 0O 0O 00 2020/01/09

OOooooooCtrixOCOOOOoooooooo
00000 (CVE-2019-19781)

OO00CtrixOC OO 000000000000 00O(CVE-2019-19781) 000000000 OOO0OOO
goboooboo

goo

s J00000ODDOO0ODODOOOODDOOOO NISAC-ANA-202001-0226
e 0000 Positive TechnologiesO OO OCitrixD O D ODOOODOODOOOOODOO
O (CVE-2019-19781)J0 000 00O OO OO O (arbitrary code execution)JO O OO0 OO0 OO
0000000000000 000000000ooooCitixkiODoooOoooooo
e 1O ODO:
o Citrix ADC and Citrix Gateway version 13.0 all supported builds
o Citrix ADC and NetScaler Gateway version 12.1 all supported builds
o Citrix ADC and NetScaler Gateway version 12.0 all supported builds
o Citrix ADC and NetScaler Gateway version 11.1 all supported builds
o Citrix NetScaler ADC and NetScaler Gateway version 10.5 all supported builds
e JOODO:
l. J0DO0D00O0CitixDODOO0OO0OODO0OD0O0O0p403 ForbiddenD OO OO OoOOO
curl -k -l https://Citrix0d O O O O O O /logon/LogonPoint/vpns/
curl -k -l https://Citrix0 O O O O O O /logon/vpns/
curl -k -1 https://Citrix0 0 0 0O O O O /vpn/vpns/
curl -k -I https://Citrix0d O O O O O O /epa/vpns/
2. 0CtrixD00DO00oO00ooOooooooonag
https://support.citrix.com/article/CTX267679
3. 00Ctrix0 000000000000 DOoDOon
4. 000O0O0OO0OO0OOOOOOOOOOOO
e JOODO:
1. https://support.citrix.com/article/CTX267027
2. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-19781
3. https://www.ptsecurity.com/ww-en/about/news/citrix-vulnerability-allows-criminals-to-hack
-networks-of-80000-companies

gooooogo
gooogod

From:
https://net.nthu.edu.tw/netsys/- 00 00O

Permanent link: (2]
https://net.nthu.edu.tw/netsys/mailing:announcement:20200109 01

Last update: 2020/01/09 14:55

00000 - https://net.nthu.edu.tw/netsys/


https://support.citrix.com/article/CTX267679
https://support.citrix.com/article/CTX267027
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-19781
https://www.ptsecurity.com/ww-en/about/news/citrix-vulnerability-allows-criminals-to-hack-networks-of-80000-companies
https://www.ptsecurity.com/ww-en/about/news/citrix-vulnerability-allows-criminals-to-hack-networks-of-80000-companies
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20200109_01

Last update: 2020/01/09 14:55  mailing:announcement:20200109_01 https://net.nthu.edu.tw/netsys/mailing:announcement:20200109_01

https://net.nthu.edu.tw/netsys/ Printed on 2024/04/20 03:40



	【資安漏洞預警】Citrix應用伺服器與閘道器產品存在安全漏洞(CVE-2019-19781)

