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The Open Web Application Security Project
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Top 10 critical web application security flaws
=« OWASP Top 10 2004

= OWASP Top 10 2007



http://www.owasp.org/index.php/Top_10_2004
http://www.owasp.org/index.php/Top_10_2007

OWASP Top 10 2007

Cross-Site Scripting (XSS)

Injection Flaw

Malicious File Execution

Insecure Direct Object Reference

Cross-Site Request Forgery (CSRF)

Information Leakage and Improper Error Handling
Broken Authentication and Session Management
Insecure Cryptographic Storage

Insecure Communication

Failure to Restrict URL Access




Cross Site Scripting (XSS)
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Injection Flaw
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SQL Injection
Command Injection
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$report = § POST[file’];
include $report;
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Insecure Direct Object Reference
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Information Leakage
and Improper Error Handling
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Broken Authentication
and Session Management
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Insecure Cryptographic Storage
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Insecure communication
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Failure to Restrict URL Access
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What is SQL Injection
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SQL Injection example

select * from member where UID =' "& request("ID") &"
“And Passwd ='"& request("Pwd") & " °
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select * from member where UID =' Admin '-- ¢ And Passwd ="'
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Cross-Site Scripting (XSS)
Cross Site Scripting (XSS, E'%?*f’ﬁakﬁ ?J fif>)
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XSSHYRLE

http://...[test.php?id=20070703

XSSJEURL
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XSSf?EﬁCIient;l{.j > 1+ Client ;F]'Browserﬁn =
Script(VBScript, JavaScript..etc.,)

XSS Shell

XSS IR EIE

A powerful XSS backdoor and zombie manager.
(XSSShell readme)
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T (1/2)

F AT (Black Box Penetration Testing)
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EI?F'T‘]EH: (White Box Penetration Testing)
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Load balancers (i.e. Alteon)
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ewalls (i.e. Cisco PIX)..
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WebGoat
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WebScarab
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Web Application Firewall(WAF)
Database Security




